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VIRUS INFORMATION


We’ve all been inundated with viruses the past few days – it’s an on-going problem that will continue to require attention and care.  


Most viruses are embedded within an attachment that is sent with a message.  Opening the message is not the problem … opening the attachment is!


So… here are some hints as to whether or not to open an attachment:

· Look at the person that sent the message.  If you do not know the name, it is suspicious!
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Even if you DO know the person, look at the subject line and the message itself.  Most virus messages have “canned” subjects that are meant to entice people to open them.  They frequently say something about getting something free, or a word(s) that will intrigue the viewer. 

· If the message says something about, “You’ve got to see this.”  “Look at this.”  “Really cool!”, then you need to be suspicious.

· Likewise, when sending messages to people, refrain from using these same phrases in your subject and messages.

· Some viruses will create an additional extension to the file name (note the .jpg and .vbs  - normally there is only ONE extension. 

· Viruses are attached to existing files.  They like certain file types:

	File Extensions often (not always) infected with a virus:


	     .exe                  .jpg                    .vbs                          .doc

.exe   This is an “executable” file (it can start itself).

.jpg    This is a picture file.

.vbs    This is a Visual Basic file (computer language).

.doc    This is a Microsoft Word document file.


· The best way to detect if your attachment has a virus:

1. who it’s from  – remember, you may know the person

2. what’s the subject  – does it sound “canned/suspicious?”

3. what’s the message – does it sound “canned/suspicious?”

· BOTTOM LINE … DELETE any suspicious messages from your INBOX and your DELETED ITEMS folder!
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