Module Zero:

command: man openssl (which gives description of openssl command and options)
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openssl - OpenSSk command line tool

SYHOPSIS
openss]l command [ command_opts 1 [ command_ar

openssl [ list-standard-commands is S5 digest-commands | list-
cipher-commands 1

openssl no [ arbitrary options 1
DESCRIPTION

Lauer
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The openssl program is a and line tool for using the warious crup-
tography functions of Ope ‘s crypto library from the shell. It can
be used for
'E'El‘l'lllrl of
E3+1Hn of X,
alculation of
ryption and De
fTLS I11Hn+ and s
Handling of S/MIME ‘luan or encrypted mail
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COMMAND_SUMMARY

1, each HT mhllh HT+' hd- a we
mwntz [command_opts and command_args in the 5

The pseudo-commands list-standard-commands,

mands, and list-cipher-commands output a lis

the names of all standard commands. message dl
Manual page opensslilssl) line 1
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command(s):

openssl version

openssl list-standard-commands
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«1# openss is andard-commands

BIlknoppi=]# I
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Visiting the OpenSSL web page using the following link: www.openssl.org


http://www.openssl.org/

OpenSsl: The Open Source toolkit fon SSLTLS - Mozilla Finefox
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<:ZI = |:> - %l @ ID http:/fwww.openssl.orgf
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OpenSSL

Title
F‘m Welcome to the OpenSSL Project

The OpenS5L Project is a collaborative effort to develop a robust,
commercial-grade, full-featured, and Open Source toolkit implementing the
Secure Sockets Layer (SSL v2/v/3) and Transport Layer Security (TLS v1)
protocols as well as a full-strength general purpose cryptography library, The
project is managed by a worldwide community of volunteers that use the Internet
to communicate, plan, and develop the OpenSSL toolkit and its related
documentation,

OpenSsL is based on the excellent S5Leay library developed by Eric A, Young and T
OpenSsL toolkit is licensed under an Apache-style licence, which basically means t
and use it for commercial and non-commercial purposes subject to some simple lic

Date Newsflash

93.Feb-2007: DplenSSL 0.9.8e is now available, including important
bugfixes

93.Feb-2007: DplenSSL 0.9.7m is now available, including important
bugfixes

28-5ep-2006: Security Advisory: Various security issues
28-Sep-2006: OpenSsL 0.9.8d is now available, including security

fixes
28-Sep-2006: . OpenSsL 0.9.71is now available, including security
fixes
more...

This software package uses strong cryptography, so even if it is created, maintained and distributed fros

.

Done

Browsing to NIST...



fips1402.pdf (application/pdf, Gbject]) - Mozilla Firefox
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<§| = [L\) = %l O @ I http:/fcsrc. nist. gow/publicationsfips/fips140-2/fips1402. pdf
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FIPS PUB 140-2

CHANGE NOTICES (12-03-2002)

FEDERAL INFORMATION PROCESSING STANDARDS PUBLIC.
(Supercedes FIPS PUB 140-1, 1994 January 11)

SECURITY REQUIREMENTS FOR CRYPTOGRA
MODULES

CATEGORY: COMPUTER SECURITY SUBCATEGORY: CRYPTC

J 1sa% I s| <[ 1ores |» | m|[EEx1Tin

I Done

Module One - Symmetric Cryptography

displaying a directory to view the downloaded RFC3766XX.txt file
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—rw-r--r--
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driw:
dr

driw:
driw
driw
driw:

driw:
driw:
driw
.MESSUSIC

driw
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dew/null
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After generating a key I encrypted the RFC text file and this is the encrypted file displayed:
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ttJNAEBDaS3M LK 7 <08 AdmO¥Bnak SCHBNY 4ULYdn¥sdhf ¥hckRBreSdtydpiHi 6
wogRmuczPsYaJ T olld/ tLrCHYEtBAVANrknI41n0a95a] T SoMy2 5P jnedzidYy
ABaMimdlCYuzabl i kPDguocPl 3kKekCpae2ADF 1+5Y um/ JUTBJHALIF S+ MLV
AYwugol JuRIKIMMOn0VYE0/ SgL VKT 1 30LLEYoa/ SerE/ k] z5RpuYmi toClpezYDs
KO¥Myde65oaldYhF zaWWfSER1FFOLABO37+NLtHS/ElgiuiMmdDRuluBluZp4TLA
sitfHpRfmIz2LPugacay Gz IKFUcAgiT2ohvKaZk JpC43g9ch1ck he Bo22b21 CK
[d72f48PtH it 1TaFcall Ty 7 owl3sbzv2? JATnoRN7U16e/ RZ50bELgRI 01 TUR/F
JETDzyuCeIK ] B7Gt Bl +NkOR/ / dSkaR¥alCY ] 6kE6 Ful1 LAG/ TMm2zs0sk2uy ]
bluk jaeMad2B5plHfbrCoc MLt Lhez 08 jhL 7Y skaf 2T em¥ocuNBp0ZF 228V alln
ywfSck 17T fudHKANZYI4p3K 3+ Tpf o InkFalEY jKnDTBUIT i uFoukl S jgURR1Be js
RA0g+M5%A50] beyhJeWHDT +w] 76eszgdn] az8d2Ct++ XBadbH+HROVLAR05vOTE j
ROKHaBo1fhIrROtuRfkzsawAohlVdkSaRhdaeE s i2R1 Ui+qRfHE O/ wf2H,  hdvs
GUpol IMTEypAYAWGK IoRoE Jd4¥mTvCaT 260ReZ00UB03aRA] J7R5BHI FemUOkeek
A2u40qat qusYUNT¥BhsRZ gk +hzplmi GswsoRFHSREHURK, vMBrm3HxbEacvs 1]
TWR1EeBpG36e JYRHdqNMFmLPuSHGHEEASOf gpMh ImpTDL rBox 1uM3r42YTT2Kw
KSeQRLOBF hudkZ jWe0p Mg jeL A/ d¥epun’ i DaxkkoS] Gxgl Mt 740/ HYEMSR KABY
A1¥%avBruB01dyakEriAdg jJos JYFBREHG+ xLpzkHr [ebhseys/ 10st 025052/ dsg
cJAcZREncvg+O0JkRPha3hLCF aur fEBeuk gN3wDPuhLGoBmD26fb0298LPqBucRn
quTb10a495HPT 1 SwaTk740Tul »MYCCPE JiME1VZD LK YN 7K+ SzEKDIpF Smohtk3
WS J¥LBSTgleaf 78t gxeZ UHsUUZMMoRHPck akB2 jGp7 j12TclSeyHe ] bxuldops
KRwpGiJf 7 JusUlU8sYz 7 1H/ BNk 3EJaBNCbLY fFaE jow+uS jOPLZ0+ 32h5T50d/ r
VanG+ 3bvACImYMAEVEHS IMcR+ THABLOF ¥sNzL W88+ Umz +Y agef 61 bg98dunT
1FC3B/1B40c/ vOMASET 2fHfYUEEqaWLUEY/ £E/ pURxndPbZUGK +f a8/ BHhN1uH
ARR+K dWHBURNF cwArBCaCYF+ 15+ 1BLYBtpA1 S5HIRK4T 161 p9Sq kY JLuRTmOKAq
rHoK j82uBCEHBCY 70J0g6FLERDY 2+ jBOI 63 7muRGT +N+ BNk flidecdl uztlk1 Rlg/
M/ RakZF6lUpxKc9EydOYhUL S/ kSApDMEvam4Bot 59zy/Not 1 jeOEBLGT 1 FMHAAE2
KnllkezyG5p0ZF jB0bi+5¥x2RC1FBuMDal IYdEF U7 eliUJgn?kLze30uHh/ gohdgh
ouJxowzEAMTmyaNNf 0dspe01k 78wGTDXRHBY k] ¥epHfrL JdW+ V51 sYPYTiMaAp
BUR117xbGeF 1300y oF bt ZWAk 76/ J2veYS] BWWSdLyrb2R 1 adMRsbGp2 16
F16aJV2Javary dvdTY M« UL 7ULrBF gTkf ZesRzuIHouMucmlDaRpncl36tcPUMS
z133inplcEkbc+ 4T osVGo6CR 10gMF fL2dY 3d75hs 931 Fnbtm/ DBV20n0GrHaHe
ZhOT jTHZomuwxhrsR/ 7zPdUavMIKTBa+MI»BrcrO0kF JYEnalC ?gogrk iynalF 2
UCYSFUBLE jf+1%dImT15m123myzP3sk] fHw/CzBFL1 1 jbl j+ 2CE 1 9baskACnYlz
1nFDFFI0UFUKZuR0C2293NCKLdr +udBadbd0k tkal BaoTH4HF KDL 1 152aXTcipm
EPnJK++2V0BHAC 1B42KR26] usFhouG+ KusorrByn6Ppzi kST IHTAMIRYSHeZ 1 2w
w#UyregBl 18dgepp0Cs081 a00LBol KEYZ52TRE+ 3z txEK tBrek oo/ RyuknAdeudks
EtnkMS j+¥K75NS0DRY v+ [Ju3RYBezmfY01TdNa3HoZLwbp T kLZhh0xBRebRYOLYE
i FAUS 1+ FD¥HOKF 6y2r+dububuz fkOSnezHDPEr 1YMHYKP Jd+ KuBP1UvkP TV 1
TRcUcRuykidi «mA3a jPwSEL tHT 10cROMENUZgn/ dii gztzy/ rhttj/ 8CML Z4RCUR
wdf ZB601aJLACnkAvdASRO0 jdBIF oupZVXD2tBCofw0sZ53mMMT UuHkxLdESrhBs
einlgBKekabAce j9¥aZpPz juk JxVHEZ0W126] 381 1RwmZ3d40GRImWNT 51 +2+00 j
Tzm62mfJIFEmpb jRATuBhHw/ 0zKY<BzR 0k KmPy 7Y 4T +sBMkrsHIBUEOEomRS?
5f81rm3kc02J0kEqLSMHF gt AukNHImL kNz0f 9w10ual 1 h2B0B33pnyugheul 6605
&/ SjrP+FETpydvDkxgdgl erwl zkDFvUH3060ekRH+ P76/ Caf 1 ay6PSF ALt OGM
drwCPL7szsJiLPA26mY 3920392y sUUBtKZ2aF G1L0580J0cf ayZRA 1YKAABHREGF Im
woEiMkTwwxuEbnckai j8Ln1iKalgvomL Tee09d52upanubeeXnbHLnk JBuwdipohs
[ EatmugthNfuZBmksub] dmhESYUF 10ySmubTSHE/ 2WBkHsrUyuwhREPT do+«m jn
LI 1puSH1ACF«kVsBABAtafb] DkeuCk [H] 111 70ws2bsZRakemrti NodHyNOp 86
hOYSLnkhTFuM746dYF 1 6NenySMLUSKBr Iy TR/ SLLW/RSY¥aZZ T+ gl hHI jofd
Bh2FHIBbzK 7XEHekMDZBRHRBIILC LK X IDY T Up2B20MEEA3T DV KPSk 2di M58/
1C80+Dp/w.Jth jpc O+ kuoVSoRoBXSSFLFuTE jNf zLY Jdsds fSacllBbDaF 2q3 il
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I then decode the file with the key and check the digest to make sure the files are identical:
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Module One A -- Symmetric Key and File Exchange, Symmetric Decryption

We used the root user to start the Apache service




- .t
[warn] module ==l module iz already loaded, skipping

Copying the encrypted file to the web server's default dir.
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Permission denied
> des_keyconnect to [129.7.236.1741 from C(UNKNOWH) [129.7.

pped =1 =@ Li7E <
knoppi [knoppixl$ nc 1297, 1873 » de

[2]1+ Stopped
knoppi noppixlg 1s -1
T

1 knoppi s i » fdew/nul l
druw H noppi i ‘ ]
=t noppi
=[=F==F== knoppi
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listening on [
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We had also used Ethereal to capture the packets as we were
transferring the files between the partners.



eth0: Capturing - Ethereal

File Edit “iew Go Capture Analyze Statistics Help
Q1 & xRE Qe F I/IEE QQ
(] piker: [ip.addr == 129.7.236.174 v | dp Expression... | Y clear| apply‘
Ma. - Tirme Source Destination ‘rotocal | Info el
575 104.128014 129.7.236.174 129. 7. 236. 234 ICHP Echa (ping] request
576 104.128041 129 7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
579 105.130533 129.7.236.174 1259, 7. 236. 234 ICHP Echa (ping] request
580 1605.130557 129.7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
583 10&.132302 129.7.236.174 1259, 7. 236. 234 ICHP Echa (ping] request
584 10&.132326 129.7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
588 107.134070 129 7.236.174 1259, 7. 236. 234 ICHP Echa (ping] request
589 1607.134095 129 7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
592 168.135838 129.7.236.174 1259, 7. 236. 234 ICHP Echa (ping] request
593 108.135864 129 7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
]
Kl |2
[+ Frame 575 (928 bytes on wire, 98 bytes captured) -l
[ Ethernet II, Src: DellPcbha_be:ce:22 (00:0d:56: be:ce:22), Dst: 129.7.236.234 (00:0d:56: be: d8: 11)
[ Internet Protocol, Src: 129.7.236.174 (129.7.236.174), Dst: 129.7.236.234 (129.7.236.234) -
[ Internet Control Message Protocol b
oaa0 00 Od 56 be dO 11 00 @d 56 be ce 22 02 00 45 00 WL W.."..E. Z
010 00 54 00 00 40 @0 40 @1 S5f @1 81 07 ec as 81 67 LToo@@ .
0020 ec em 02 00 c4 44 b3 1f 00 00 46 Oc 55 9 @0 B .. ... DO.. ..F. U ..
o230 f9 94 02 09 03 b Oc 0d Ge OF 10 11 12 12 14 15 ........ ........ N
040 16 17 12 19 1a 1b 1c 1d 1le 1f 20 21 22 23 24 25 .. ...... N
Catal-T. Ea T o B T T T T T | R T | e Al Am A AT AT A A cadh 'W'_u M AmAE ﬂ
| eth0: <live capture in progress=> File: ftmpletherd>XPSGZcZ 117 KB J|P:B40D:10M: O

After setting our respective NetCat servers and establishing a connection with our partner, we copied
our encrypted files, decrypted our partners files, and verified the digest:
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AdobefFnt.lst -» Adew/null

H
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nnpp
¥I¥} —1 -p llﬁH <
CUMEMOWHY [129,7.236. 2341 48142
eyFH
w —in rfc3?eehy. enc

nc —wwn -1 -p 1178 <

d -a —kfile des_k _out rfc3766

AdobefFnt.lst -» Adew/null
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