
Module Zero:  

  

command:  man openssl (which gives description of openssl command and options)

  

command(s): 

        

       openssl version 

       openssl list-standard-commands 



 

  

Visiting the OpenSSL web page using the following link:  www.openssl.org 

http://www.openssl.org/


  

 Browsing to NIST... 



  

Module One - Symmetric Cryptography 

  

 displaying a directory to view the downloaded RFC3766XX.txt file 



  

  

After generating a key I encrypted the RFC text file and this is the encrypted file displayed: 

  

 



 

  

  

 I then decode the file with the key and check the digest to make sure the files are identical: 



  

 Module One A -- Symmetric Key and File Exchange, Symmetric Decryption 

  

We used the root user to start the Apache service



 

  

  

 Copying the encrypted file to the web server's default dir. 



 We had also used Ethereal to capture the packets as we were 
transferring the files between the partners.



 

  

  

 After setting our respective NetCat servers and establishing a connection with our partner, we copied 
our encrypted files, decrypted our partners files, and verified the digest: 




