Simple Object Access Protocol (SOAP) Basics

1. What is SOAP? 
SOAP is an XML-based messaging protocol. It defines a set of rules for structuring messages that can be used for simple one-way messaging but is particularly useful for performing RPC-style (Remote Procedure Call) request-response dialogues. It is not tied to any particular transport protocol though HTTP is popular. Nor is it tied to any particular operating system or programming language so theoretically the clients and servers in these dialogues can be running on any platform and written in any language as long as they can formulate and understand SOAP messages. As such it is an important building block for developing distributed applications that exploit functionality published as services over an intranet or the internet. 

Let's look at an example. Imagine you have a very simple corporate database that holds a table specifying employee reference number, name and telephone number. You want to offer a service that enables other systems in your company to do a lookup on this data. The service should return a name and telephone number (a two element array of strings) for a given employee reference number (an integer). Here is a Java-style prototype for the service: 

String[] getEmployeeDetails ( int employeeNumber );

The SOAP developer's approach to such a problem is to encapsulate the database request logic for the service in a method (or function) in C or VB or Java etc, then set up a process that listens for requests to the service; such requests being in SOAP format and containing the service name and any required parameters. As mentioned, the transport layer might be HTTP though it could just as easily be SMTP or something else. Now, the listener process, which for simplicity is typically written in the same language as the service method, decodes the incoming SOAP request and transforms it into an invocation of the method. It then takes the result of the method call, encodes it into a SOAP message (response) and sends it back to the requester. Conceptually, this arrangement looks like the following:
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While there are many different specific architectures possible for implementing this arrangement, for the purposes of illustration we will summarise one specific possibility. 

Let's say the database system is Oracle. The developer writes the service method in Java and connects to the database using an Oracle implementation of JDBC. The listener process is a Java Servlet running within a Servlet Engine such as Tomcat. The servlet has access to some Java classes capable of decoding and encoding SOAP messages (such as Apache SOAP for Java) and is listening for those messages as an HTTP POST. The transport is HTTP over TCP/IP. The client is an excel spreadsheet. It uses a VB Macro which in turn exploits the Microsoft SOAP Toolkit to encode a SOAP request and decode the response received. Here is a schematic of what that specific implementation looks like:
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Note that on the client side the VB Macro relies on both the Microsoft SOAP Toolkit (the SOAP DLLs) and a HTTP Connector interface. Such HTTP Connector DLLs are typically already installed as a part of Internet Explorer. On the server side you will notice that the SOAP package relies on some XML Parser to parse the SOAP messages. In the case of Apache SOAP for Java this will be Xerces. 

There are of course many other ways to go about building such a service without using SOAP. One obvious way is to allow your clients direct access to a stored procedure in the database via ODBC or JDBC. Here's a few reasons why you might want to choose a SOAP-based solution instead: 

1. With a stored procedure solution you will not be able to send or receive rich data structures as parameters or return values. This is a result of the nature of relational database procedure calls. The parameters to such calls are limited to a list of values of primitive type (integer, float, string etc.). The same goes for the data returned. In our simple example of corporate telephone numbers this is not an issue. We send an employee number (an integer) and receive a name and telephone number (a pair of strings). But what if your service needs to provide the employee's usual telephone number plus a list of other telephone numbers which are valid during certain periods? This would be the case if your database tracks changing phone numbers of employees as they go on business trips. Now your service must return a complex type of the form: 

2. EmployeeContactDetail {

3.      String employeeName;

4.      String phoneNumber;

5.      TemporaryPhoneNumber[] tempPhoneNumber;

6. }

Where the user-defined type TemporaryPhoneNumber is defined as: 

TemporaryPhoneNumber {

     int startDate; //julian date

     int endDate;   //julian date

     String phoneNumber;

}

Note that there can be any number (zero or more) temporary phone number records for the employee in question. The prototype for your service now looks like this: 

EmployeeContactDetail getEmployeeDetails ( int employeeNumber );

Now, an ODBC or JDBC approach obliges you to flatten complex data structures. But in our case this is impossible since there are an unknown number of TemporaryPhoneNumber records. The SOAP protocol, on the other hand, is sufficiently powerful to allow you to encode data structures of any level of complexity. 

7. You may have an n-tier architecture where some of your business logic is coded outside the database and the services you intend to write need access to that business logic. With a stored procedure solution, your choices are limited to rewriting that logic in SQL (always an unattractive proposition and, in any case, not always possible depending upon the precision requirements of the business logic calculations) or creating some kind of openserver-style solution where the calculations are handed off by the stored procedure to a calculation engine which incorporates your business logic code. This is a piece of work but perhaps a good choice if your business logic is not written in Java. If it is written in java then all you would need to do (conceptually) in the SOAP-based solution is include the business logic as a Jar between the Service Method Jar and the JDBC Jar in the above diagram. Importantly, you'll notice that it is not SOAP that empowers us to do this but the fact that we are using a servlet engine. There is nothing to stop us from simply writing a servlet to encapsulate our business logic, which will then in turn take care of the database access and calculations. So why involve SOAP in this case? The fact is that otherwise you have the choice of 1) building one servlet per service or 2) building a generic servlet but inventing your own custom method identification and parameter encoding scheme. If you choose SOAP on the other hand, not only has all the method identification and parameter encoding work been done for you but the protocol is a w3c standard so your clients will not have to learn your custom protocol. This is important when considering offering services over the internet.

8. JDBC is only valid for Java clients. If you have a mix of Java and non-Java clients then you will have an inconsistent method of access to your services. You may even have more than one database on the back end (and these databases may even be of different types) and you want to insulate the client from this fact. Once again, a servlet-only solution (without using SOAP) will get you around these problems but will be less attractive than a SOAP-based solution for the reasons given above. 

Okay, so what about CORBA? It is true that CORBA will address all of these issues. You can have complex data types, clients and servers can employ any mix of languages and platforms, you can reuse the business logic layer of your n-tier architecture and you can insulate the client from back end architectural details. So why should we introduce SOAP? Here's a couple of reasons: 

1. CORBA requires you to compile and distribute client stubs for each type of client that you have. This is not always practical particularly when you have many platform and language combinations or when you want to offer services to anonymous clients over the internet. 

2. If developing web services (see below) then IIOP (CORBA's transport protocol) is not particularly firewall friendly. So if you want to offer services to clients over the internet, while it will not be impossible with CORBA, you will have to overcome some firewall-related obstacles. 

Importantly though, SOAP is an XML-based protocol and consequentially particularly verbose. CORBA over IIOP will beat it for performance as marshalling and demarshalling in CORBA is more efficient and there is less data on the wire. That being said though, there is one significant advantage of SOAP being XML-based: the fact that it is human readable and writable. This means you can easily read and manipulate the messages that are going over the wire. This is extremely useful when debugging. 

In this first section of SOAP Basics we considered an example of how you might use SOAP in the context of a corporate intranet. And we saw that when you have a need to communicate in complex data structures or across a variety of platforms it can be a good choice (or at least as good as CORBA). But where SOAP really shines is as the message protocol for web services. To understand why this so you will need to have an idea what is meant by the terms Web Services and the Service Web which we will describe in the next section. 
2. Web Services and the Service Web 
A Web Service is a method that is callable remotely across a network (such as a corporate intranet or the internet itself). We looked at an example of a corporate intranet web service in Section 1 that was available via SOAP over HTTP. You can easily imagine similar services made available over the internet. Such web services would differ from traditional content-based internet services. The fundamental difference is this: 

· Content-Based Services serve up web pages (whether static or dynamically generated) for human consumption 

· Web Services serve up data for computers 

The entirety of web services available on the internet as a whole is termed the Service Web . 

Let's look at another example. Presumably you are familiar with search engines such as Google which can translate web content for you. In this way you can view an English language version of a web page that was written (or dynamically generated) in Spanish. The translated version is typically generated on the fly by software installed at the search engine's site. Traditionally, if you wanted to set up a new site with similar capabilities, you too would have to either write or buy some software to handle the translation and plug it in to your web server somehow. But in the new world of web services it may be possible to offload this work to a site with a dedicated translation web service exploitable via SOAP request. 

The service method signature might look something like this: 

String translate {

     String sourceLanguage;

     String targetLanguage;

     String textToTranslate;

}

Your search engine would take the requested page, fragment it into markup and text, and with each text fragment call the web service specifying the source and target languages. With the returned text and the original markup the page can be reconstructed. 

Leaving certain details aside, such as standards for identifying languages or how the service provider might bill for usage, you can easily see how powerful the basic idea is. The Service Web will be the backbone of functionality for the coming generation of distributed applications. Imagine web services that provide stock quotes and currency conversions that you can incorporate into your own specialised applets. Or a web page that uses price catalog web services provided by online stores to scour the net for the best bargains. Imagine a wholesaler making available its inventory and prices over SOAP so that their partner on-line retailers can check availability and bulk order automatically in response to customer demand. Imagine your PDA being able to rebook your taxi and train reservations automatically in response to you rescheduling your afternoon meeting without needing to know any more than a single protocol and the URL for each service. The Service Web will allow everyone to concentrate on their own area of expertise and incorporate information and functionality from others' areas of expertise seamlessly. 

Refer to XMethods for a list of web services already available publicly over the internet and ready to be incorporated into your distributed applications. 

Of course, one big challenge will be indexing the Service Web so that services and their signatures can be easily found and exploited. Catering to this need are the WSDL (Web Service Definition Language) and UDDI (Universal Description, Discovery, and Integration) standards which work together to respectively define and locate web services (refer to the WSDL 1.0 Specification and www.uddi.org for details). We will not go into detail on these standards on this site. 

For further information, there is an excellent article on the Service Web by Arthur Ryman of IBM. It includes a great example of a distributed application made possible with the existence of simple travel-booking web service as well as a brief discussion of WSDL and UDDI standards. 

In this section we looked at what web services are and how the Service Web is poised to change the geography of the internet. Let's drop down to the lowest level now and look at what the SOAP messages actually look like. 
3. SOAP Messages 
SOAP message syntax is described in detail at http://www.w3.org/TR/SOAP/ 
Here is a quick summary and a few examples for the impatient. 

A valid SOAP Message is a well-formed XML document. (For more detail on XML and well-formedness visit http://www.w3.org/XML/ ). The XML prolog can be present but, if present, should contain only an XML Declaration (ie. it should not contain any DTD references or XML processing instructions). It should use the SOAP Envelope and SOAP Encoding namespaces and have the following form: 

· An XML Declaration (optional), followed by 

· A SOAP Envelope (the root element) which is made up of: 

· A SOAP Header (optional) 

· A SOAP Body 

A SOAP-encoded RPC dialogue contains both a request message and a response message. Let's consider a simple service method that doubles a given integer. 

	Method Signature

	  int doubleAnInteger ( int numberToDouble );

	Request

	  <?xml version="1.0" encoding="UTF-8" standalone="no" ?>

  <SOAP-ENV:Envelope

   SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"

   xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

   xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"

   xmlns:xsi="http://www.w3.org/1999/XMLSchema-instance"

   xmlns:xsd="http://www.w3.org/1999/XMLSchema">


<SOAP-ENV:Body>



<ns1:doubleAnInteger



 xmlns:ns1="urn:MySoapServices">




<param1 xsi:type="xsd:int">123</param1>



</ns1:doubleAnInteger>


</SOAP-ENV:Body>

  </SOAP-ENV:Envelope>

	Response

	  <?xml version="1.0" encoding="UTF-8" ?>

  <SOAP-ENV:Envelope

   xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

   xmlns:xsi="http://www.w3.org/1999/XMLSchema-instance"

   xmlns:xsd="http://www.w3.org/1999/XMLSchema">


<SOAP-ENV:Body>



<ns1:doubleAnIntegerResponse



 xmlns:ns1="urn:MySoapServices"



 SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">




<return xsi:type="xsd:int">246</return>



</ns1:doubleAnIntegerResponse>


</SOAP-ENV:Body>

  </SOAP-ENV:Envelope>


Note that most SOAP packages that you use will take care of the SOAP message syntax details for you, but for the sake of understanding and being able to read and debug SOAP dialogues, let's take a look at these messages piece by piece. 

The XML prolog contains only an XML declaration <?xml version="1.0" encoding="UTF-8" ?> specifying the XML version and the character encoding of the XML message. 

The SOAP Envelope tag <SOAP-ENV:Envelope ... >in the request message first specifies that this SOAP message's encoding style follows the schema defined at http://schemas.xmlsoap.org/soap/encoding/. Note that this is optional and will be presumed if not included as is the case in the response message. The SOAP Envelope tag also contains many namespace definitions. The namespace identifiers are standard and the SOAP specification requires that these namespaces either be defined correctly or not at all (ie. a SOAP message with missing namespace definitions is correct and processable but one with incorrect, ie. non-standard, definitions is incorrect and discardable). Notice that the SOAP-ENC namespace definition is missing from the response message but this does not mean the message is invalid. For more detail on XML namespaces visit http://www.w3.org/TR/REC-xml-names/. 

There is no SOAP Header tag in the example. SOAP Headers are optional and are typically used to transmit authentication or session management data. It is important to remember that authentication and session management are out of the scope of the SOAP protocol although the designers of SOAP did allow for some flexibility in SOAP messaging so that implementors could include such information. 

Then comes the SOAP Body tag <SOAP-ENV:Body> which is not remarkable in itself but encapsulates a single method tag porting the name of the method itself <ns1:doubleAnInteger ... > (or the same name suffixed with the word "Response" in the case of the response message). Note that the method tag is typically namespaced by the service name, in this case urn:MySoapServices to ensure uniqueness (A web service, which can contain any number of differently named methods, has a service name unique to the URL at which it is accessible - more detail on service URLs as well as service and method names can be found in the section on Server-Side SOAP ). 
Uniform Resource Identifier (URI)

A protocol used to uniquely identify resources. There are two types: Uniform Resource Locator (URL) and Uniform Resource Name (URN).

The method tag in turn encapsulates any number of parameter tags such as the <param1 ... > tag in the request envelope. Parameter tag names can be anything at all and are typically autogenerated and have no namespace. In the response message there is only ever one parameter tag (representing the return value of the method) and it is typically named <return>.

4. System Elements 
In this section we will look at what are the main system elements in a typical SOAP-based system, what they do and how they interact. 

Let's look at the Client-Side first. As we have seen, all our dialogues with the server running the web service are done via SOAP. Remember, SOAP does not specify a transport but HTTP is common. This example presumes the use of HTTP (but you could just as easily use SMTP). As such, our messages to the server will be SOAP-XML requests wrapped in HTTP requests. Likewise the responses from the server will be HTTP responses that enclose SOAP-XML responses. Now, we as client-side developers do not want to have to worry about all the details of SOAP serialization and HTTP encoding, so we employ a SOAP package to do this for us. This is typically a library that we link into our own client code. We would then invoke services simply by invoking the appropriate method in the SOAP package (typically specifying the service URL, service name and all required parameters). The first job of the SOAP package is to serialize this service invocation into a SOAP request. It then needs to encode that message in a HTTP request and send it to the specified URL. 

What the server does with this request is detailed further down on this page. But for the moment let's take it for granted that the server sends us back a HTTP-encoded message containing the SOAP response. We rely on the same SOAP package to do the reverse of what was done at the request stage, ie. we rely on it to decode the HTTP message and extract the SOAP message, then deserialize the SOAP message and obtain the return value of the method call. The return value found is then passed as the return value to the original method invocation by the client code. 

Here is a graphical depiction of the process: 
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What's going on in this diagram : Client code makes a service call by invoking the appropriate method in the SOAP package (1). The SOAP package's SOAP serializer converts this invocation into a SOAP request and sends that to the HTTP encoder (2). The HTTP encoder wraps the SOAP message in a HTTP request and sends it to the SOAP server (3). The response is received from the SOAP server by the HTTP encoder/decoder module(4) which decodes it and extracts the SOAP response which it hands to the SOAP deserializer(5). The SOAP deserializer deserializes the message and passes the result to the client code (6) as the return value to the orginal invocation (1). 
You'll notice then that most of the work is done by the SOAP package. There are many SOAP packages available free of charge for many platforms. Thus you can write your client code in any language and on any platform for which you can find a SOAP package. Possibilities include: 

· Visual Basic and the Microsoft SOAP Toolkit 

· Java (Stand-alone or Servlet/JSPs etc) and Apache SOAP for Java 

· Perl (Stand-alone or CGI-Perl scripts etc) and SOAP::Lite for Perl 

There are many more - please refer to Client-Side SOAP for a fuller listing. 

It is important to remember that your choice of language, platform and SOAP package on the client-side to consume web services is entirely independent of what language, platform and SOAP package is used on the server side to provide the web services. In this way the same SOAP-based web service (deployed for example on UNIX, written in Java, and exploiting Apache SOAP for Java) can be consumed by any type of client written for any platform, in any language, exploiting any SOAP package applicable to that language/platform combination. This is one of the great advantages of SOAP technology. 

OK. Let's now look at what is happening on the Server-Side. This is slightly more complex as we need to have a listener process. We also need an implementation of the service itself. But aside from that we rely on a SOAP package in a similar way as on the client-side. 

The listener process is often implemented using a servlet running as a webapp on an appserver (as is the case when we use Apache SOAP on the server side). The appserver will be set up to pass all requests for a certain URL (the URL for the SOAP service) to a particular servlet (let's call it the SOAP servlet). The job of the SOAP servlet is to extract the XML-SOAP message from the HTTP request, deserialize it (thereby separating out the method name and the supplied parameters), and invoke the service method accordingly. The result of the method is then serialized, HTTP-encoded and sent back to the requester. 

Here is a graphical depiction of the process: 
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What's going on in this diagram : Appserver process receives a HTTP request from the SOAP Client at the SOAP service's URL (1) and passes it accordingly to the SOAP servlet (2). The SOAP servlet uses the package-supplied HTTP and SOAP decoding functionality to extract the details of the services call (3 and 4), ie. the method name and method parameters. Once armed with these the SOAP servlet can invoke the method (5 and 6), encode the response (7 and 8) and supply the HTTP response to the HTTP Request handler (9) which in turn replies to the SOAP Client (10). Note that the Servlet Thread box simply indicates what is running in the Servlet's VM. 
Again, most of the work is done by the SOAP package. In the case of Apache SOAP for Java, this package contains not only the HTTP and SOAP encoding functionality (which, as has been seen, can also be used client side) but also the SOAP Servlet itself. And, as we'll see in the section on Server-Side SOAP it plugs quite nicely into the Tomcat Application Server. The only thing you will need to write is the service method logic. 

Well, that's it for the SOAP Basics. You are now ready to make your own installation. To get started, go to the section on Server-Side SOAP. 
Simple Client Code (using Apache AXIS)

1. Obtain the interface description of the SOAP service, so that you know what the signatures of the methods that you wish to invoke are. 

// Quotation[] getAllQuotations ( );

// String[] getQuotationsByAuthor ( String author );

// void submitQuotation ( String author, String text );

2. Make sure that there are serializers registered for all parameters which you will be sending, and deserializers for all information which you will be receiving back. 

// Standard java types (such as int or String) are handled 

// automatically. The complex type Quotation is registered 

// using the following code 

SOAPMappingRegistry smr = new SOAPMappingRegistry();

BeanSerializer beanSer = new BeanSerializer();

smr.mapTypes(Constants.NS_URI_SOAP_ENC, new QName("urn:QuotationService", "quotation"),              Quotation.class, beanSer, beanSer);

3. Create the org.apache.soap.rpc.RPCMessage.Call object. 

// note that we must also link the SOAPMappingRegistry 

// object to it and set the encoding style (set here 

// to the standard SOAP encoding) 

Call call = new Call();

call.setSOAPMappingRegistry(smr);

call.setEncodingStyleURI(Constants.NS_URI_SOAP_ENC);

4. Set the target URI in the Call object using the setTargetObjectURI(...) method. 

call.setTargetObjectURI("urn:QuotationService");

5. Set the method name that you wish to invoke in the Call object using the setMethodName(...) method. 

call.setMethodName("getQuotationsByAuthor");

6. Create any Parameter objects necessary for the RPC call and set them in the Call object using the setParams(...) method. 

// the parameters are set up in a vector - to send more 

// than one parameter, just keep doing addElement (as can 

// be seen in the SubmitQuotation client). 

Vector params = new Vector();

params.addElement(new Parameter("Author", String.class, "Wilde, Oscar", null));

call.setParams(params);

7. Execute the Call object's invoke(...) method and capture the Response object which is returned from invoke(...). The invoke(...) method takes in two parameters, the first is a URL which identifies the endpoint at which the service resides and the second is the value to be placed into the SOAPAction header (can be empty). 

// note that if we catch a SOAPException that means 

// we had an error client-side (not server-side) 

Response resp;

try

{

    resp = call.invoke( "http://localhost:8080/soap/servlet/rpcrouter", "");

}

catch (SOAPException e)

{

    System.err.println("Caught SOAPException (" +  e.getFaultCode() + "): " + e.getMessage());

    return;

}

8. Check the Response object to see if a fault was generated using the generatedFault() method. 

if (!resp.generatedFault())

9. If a fault was returned, retrieve it using the getFault(...) method, otherwise extract any result or returned parameters using the getReturnValue() and getParams() methods respectively. 

if (!resp.generatedFault())

{

    Parameter ret = resp.getReturnValue();

    Object value = ret.getValue();

    if ( value != null )

    {

        String[] tlist = (String[])value;

        System.out.println();

        for ( int i = 0; i < tlist.length; i++ )

            System.out.println(tlist[i]);

    }

}

else

{

    Fault fault = resp.getFault();

    System.err.println("Generated fault: ");

    System.out.println ("  Fault Code   = "


                    + fault.getFaultCode());

    System.out.println ("  Fault String = "


                    + fault.getFaultString());

}

Reference: http://www.soapuser.com
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