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Linux File System Access Control
One of the most important features of Linux is its ability to support a variety of file systems. This provides the user with a great degree of flexibility and supports co-existence of different operating systems. Linux file permissions and access control are simple. Read, Write, and Execute are the three basic permissions for users and groups that are supported by Linux. Two other special permissions are setuid (set user id) and setgid (set group id).
· Purpose: 

 Examine Linux file and directory permissions and ownership, and explore the concept of a sticky bit.
· Tools: 

Knoppix Workstation

· Procedure: 
First step is to go to the directory /usr/bin and then type ls –al p*. This will generate a list of files and directories within the /usr/bin directory that start with p. The first field represents the permissions for the file or directory, second field is the number of links, third and fourth fields represent the user ID of the owner and the group ID of the group to which the owner belongs to, respectively. The fifth field is the file size, the sixth field is the date/time of last modification, and the last field is the file name and type.
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If the sticky bit is set for a directory, a file or a sub-directory within that directory can be renamed, modified, or erased only by the owner of the corresponding file or sub-directory. To search for sticky bit, type ls –ald /tmp at the command prompt. The typical output would be: 

drwxrwxrwt 14 root root 4096 Feb 24 1:50 /tmp/

Here “t” indicates that the sticky bit is set.

· Results:
File and directory permissions and the concept of sticky bit are explored.
· Reflection:
File and directory permissions for users can be reviewed and restricted. This helps the administrator control access to different parts of the system. Using the sticky bit, we can give users access to create files at a common location, but at the same time prevent them from destroying someone else’s files in that common location.

