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Traffic Analysis Using LINUX

Network traffic can be sniffed to collect information about the network traffic. One method of obtaining information about the traffic or the types of traffic in a network is called packet sniffing. Packet sniffers are difficult to detect software programs or computer hardware that can intercept and log traffic passing through a network.
A huge amount of information about the network and network statistics can be gathered by sniffing the network. When data is sent or received over the network, the sniffer can capture each packet and eventually decode and analyze its content. A packet sniffer can be used to analyze the network, to detect intrusion attempts, for computer forensic investigations, to filter suspicious content from network traffic, and track intrusions internally within the same network.

TCPDUMP is a popular debugging and security tool which allows the user to intercept and display TCP/IP packets being transmitted or received over a network to which the computer is attached.
· Purpose: 

The main purpose of this lab is to analyze a network by packet sniffing using TCPDUMP and gather information about the network traffic. 
· Tools: 

Knoppix Workstation, Packet sniffing utilities like TCPDUMP,
· Procedure: 

Information about the TCP/IP packets in the network can be obtained by the utility TCPDUMP. TCPDUMP is a common network debugging tool that runs from the command line and the typical output is as follows
[image: image1.jpg]fon Edit

root@Alknoppix1# tepdunp

topdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethB, link-tupe EN18MB (Ethernet), capture size 86 butes

11:36:49.523196 arp who-has 129.7.236.24 tell 129-7-236-252. dhcp. uh. edu

11:36:43.523892 1P 129-7-236-138. dhep. uh. edu, 32769 > Cedar.CC.uh. edu.domain: 25937+ PTR? 24,236.7.129. in-addr.arpa. (43
11:36:43.524317 1P Cedar.CC,uh.edu.domain > 129-7-236-138. dhcp. uh. edu, 32763: 25937 NXDomain 8/1/8 (108

11:36:43,524446 1P 129-7-236-138. dhep. uh. edu. 32769 > Cedar.CC.uh.edu.domain: 43784+ PTR? 252.236.7.129. in-addr.arpa. (44
11:36:49.525866 1P Cedar.CC,uh.edu. domain > 129-7-236-138. dhcp. uh, edu, 32769; 43784 1/4/4 (231

11:36:43.525265 1P 129-7-236-138. dhep. uh. edu, 32769 > Cedar.CC.uh. edu.domain: 25521+ PTR? 17,137.7.129.in-addr.arpa. (43
11:36:49.526191 1P Cedar.CC,uh.edu. domain > 129-7-236-138. dhcp. uh, edu, 32769; 25521 1/4/4 (217

11:36:43,526308 1P 129-7-236-138. dhep. uh. edu. 32769 > Cedar.CC.uh.edu.domain: 1634+ PTR? 138.236.7.129.in-addr arpa. (44
11:36:49.526941 1P Cedar.CC.uh.edu. domain > 129-7-236-138. dhcp. uh. edu, 32763: 1634 1/4/4 (231!

11:36:58.833503 arp who-has 129.7.236.58 tell 129-7-236-252.dhcp. uh. edu

11:36:50.833653 1P 129-7-236-138. dhep. uh. edu.32769 > Cedar.CC.uh.edu.domain: 44328+ PTR? 58.236,7.129. in-addr.arpa. (43
11:36:58,836254 1P Cedar.CC.uh.edu, domain > 129-7-236-138. dhep. uh. edu. 32763: 44328 NXDomain 8/1/8 (108

11:36:58.641386 arp who-has 129.7.236.13 tell 129-7-236-252. dhcp. uh. edu

11:36:58.641539 1P 129-7-236-138. dhep. uh. edu, 32769 > Cedar.CC.uh. edu.domain: 52853+ PTR? 13.236.7.129.in-addr.arpa: (43
11:36:58.644521 1P Cedar.CC,uh.edu.domain > 129-7-236-138.dhcp. uh.edu. 32763; 52853 NXDomain B/1/8 (108

11:36:58. 741325 1P 129-7-236-252. dhcp. uh. edu > 1GRP-ROUTERS, MCAST.NET: EIGRP Hello, length: 48

11:36:50, 741478 1P 129-7-236-138. dhep. uh, edu, 32769 > Cedar.CC.uh.edu.domain: 14933+ PTR? 18.8.8.224.in-addr.arpa. (41
11:36:50. 742678 1P Cedar.CC,uh.edu.domain > 129-7-236-138. dhcp. uh. edu. 32769; 14939 1/3/6 PTRL | domain

11:36:50, 785798 582, 1d config cBAA,BA:67:85: 3e:he:c2. 8813 root 480A.60:67:85:e8:93: fb pathcost 623 age 2 max 28 hello 2 fdelay 15
11:36:51, 138785 1P 129-7-286-286. dhcp. uh. edu. 54258 > 129.7.236, 255 . netbios-ns: NBT UDP PACKET(137): OUERY; REQUEST; BROADCAST
11:36:51.138856 1P 129-7-236-138. dhep.uh. edu.32769 > Cedar.CC.uh.edu.domain: 11423+ PTR? 255.236.7.129. in-addr.arps. (44
11:36:51.139327 1P Cedar.CC.uh.edu.domain > 129-7-236-138.dhcp. uh. edu. 32769: 11423 NXDomain B/1/8_ (181

11:36:51.139416 1P 129-7-236-138. dhcp.uh. edu.32769 > Cedar.CC.uh.edu.domain: 59877+ PTR? 286.236.7.129. in-addr.arpa. (44
11:36:51,139951 1P Cedar.CC,uh.edu. domain > 129-7-236-138, dhcp. uh. edu, 32769; 59877 1/4/4 (231

11:36:51.489548 1P 129-7-236-286. dhep.uh. edu.54258 > 129.7.236.255. netbios-ns: NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST
11:36:51.679874 1P 129-7-236-286. dhcp. uh. edu. 54258 > 129.7.236, 255 netbios-ns: NBT UDP PACKET(137): QUERY; REQUEST; BRORDCAST
11:36:52.081252 (NDY-882.2) IPX DAAOENGR.GH:04:80:97: ce:c6.B3c2 > GARARARA, Ff:ff:ff:7f:ff {f.0452: ipx-sap-resp BSSe ' |LEXBA2BMEES7363L1ipx
641

11:36:52.081379 (NDY-ETHID) IPX PAOUERGR.0W:04:60:97: ce:c6.63c2 > BABRRARG. Ff:ff:ff:f:ff ff.0452: ipx-sap-resp BSSe ' |LEXBA2BMEES7363L1ipx
641

11:36:52.081382 (NDY-ETHID) IPX DAOWERGR.BW:04:60:97: ce:c6.B3c2 > BABARARG, Ff:ff: ff:f:ff ff.0452: ipx-sap-resp OSSe ' |LEXBAZBMEES7363L1ipx
641
11:36:52.081386 1PX DHAPARAD.0W:A4:B0:97: ce:c6. B3c2 > BANARERG. Ff:ff: ff: ff:ff: ff.0452: ipx-sap-resp BSSe ’|LEXBA2BABES7363L1ipx 64
11:36:52.228793 1P 129-7-236-286. dhcp. uh.edu. 54259 > 129.7.236.255. netbios-ns: NET UDP PACKET(137): QUERY; REQUEST; BRORDCAST

36:52.262269 1P 128-7-236-286.dhcp. uh. edu.54268 > 129.7.236.255. netbios-ns: NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST

36:52,431626 1P 123-7-236-286.dhcp. uh. edu.54253 > 123.7.236.255, netbios-ns: NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST

patkets captured

packets received by filter
@ packets dropped by kernel
root@arknoppixl# Il





A user must have superuser privileges to use TCPDUMP, as the program operates in promiscuous mode.

PING is a computer tool that uses TCP/IP and gives information about a system on the network indicating if it is operating properly and if its is reachable. It sends an echo request to the target system and waits for a reply. A sample result of the PING command is as follows:
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root@Alknoppix1# ping 129.7.236.235
PING 129.7.236,235 (129.7,236,235); 56 data butes
butes from 129.7.236.235: icmp_se 5 ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 1ms
butes from 129.7.236.235: icmp_se 1ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 3 ms
butes from 129.7.236.235: icmp_se 3 ms
butes from 129.7.236.235: icmp_se 3 ms
butes from 129.7.236.235: icmp_se 3ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236,235: icmp_se 2 ms
butes from 129.7.236,235: icmp_se 2 ms
butes from 129.7,236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 1ms
butes from 129.7.236.235: icmp_se ims
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 2 ms
butes from 129.7.236.235: icmp_se 3 ms
butes from 129.7.236.235: icmp_se 3 ms
butes from 129.7.236.235: icmp_se 3ms

--- 129.7.236.235 ping statistics -—
27 packets transmitted, 27 packets received, BZ packet loss
round-trip min/avg/max = 8.1/8.2/1.5 ms

root@alknoppix]#





We use ping with our neighbor’s IP address, and then use TCPDUMP to track the network traffic packets.

LYNX is a command-line text browser that can be used to start a simple HTTP session. We use lynx to open a HTTP session with our neighbor’s IP address, and then use TCPDUMP to track the HTTP packets.

· Results:

When we use TCPDUMP to sniff packets, we can track the packets corresponding to PING and HTTP sessions.
· Reflection:

Packet sniffing is a gateway for a hacker to get sensitive information such as login information (stored in plain-text), network information, software and utilities running on the network, etc., that can lead to a network breach. In order to maintain a secured network, techniques such as limiting port access, application of firewalls, data encryption are to be implemented. For example, encryption of login information will prevent a hacker from cracking a system or the network.

