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ITEC 5321 – Lab 5A2


Windows Log Analysis

Log Analyzer is a Windows Microsoft tool that analyzes and generates reports on system activity and web activity over a specific period of time. The main focal point of this lab is on the security logging system describing the methods of logging.

Logging is mostly done through the Microsoft Management Console (MMC) snap-in called Event Viewer. In Event Viewer, the Event Log records application logs that consist of logged events by programs, the Security Log records events like success and failure audits, and the System Log records events logged by the operating system components such as driver failure. When a user logs on to the computer successfully a Success Audit event is recorded and when a user cannot access a network device a Failure Audit is recorded.
· Purpose:
The purpose of this lab is to configure and check Windows event logging.
· Tools: 

Microsoft Windows, Microsoft Management Console (MMC)
· Procedure:

Launch MMC. Select Add/Remove Snap-in from the File menu of the MMC console. Then add Group Policy and Event Viewer. Following is a sample screen display:

[image: image1.jpg]- 1
“Tn Console1
[ bie action vew Favortes wndow bep

- @B 2

“/n Console Root
3 Console Root Heme I
35" Local Computer Polcy 55 Local Computer Folicy

Evert Viewer (Local) (GlEvent viewer (Loca)





To configure the logging services select Audit Policy under Local Computer Policy. There will be different settings to configure.
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For this lab we configured windows logon events.  Select Audit account logon events and check for Success and Failure. Continue the same process with Audit logon events. 
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Save the file as Event Viewer. This allows us to audit the successful and unsuccessful logon attempts on the local system. Now, restart the system. After logging in, open the file Event Viewer and select Security on the left side of the screen. Now we can view new events in the system log.
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When we select the event named Logon/Logoff in the Category column, we can see detailed information about the event.
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To customize the event logging, select Properties for Security. The Filter tab allows us to customize properties such as event source, category, etc.
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· Results:
Using Event Viewer, an event log is configured and maintained.
· Reflection:
In this lab, we were able to identify and trace the source of possible system problems as well as monitor the security events on a local system. Furthermore, we can obtain information regarding the functioning of various system components, hardware, and software.

