Padmavathi Komanduri

ITEC 5321 – Lab 3A3


Windows OS Hardening and Local Policy

Weakness in networks and operating systems are inevitable, making the OS vulnerable to attacks. Administrators can use simple policies to patch these weaknesses. Some software manufacturers provide patches that fix their software or provide tools that can detect these weaknesses.
The Microsoft Baseline Security Analyzer (MBSA) is used to detect and recognize the weaknesses to protect a server from the attacks. Windows NT/2000 Security Scoring Tool is another utility available from Center of Internet Security. Other tools such as Security Configuration and Analysis tool (SCA) and Policy Template tools are used to configure the systems easily and make the systems more secure to the vulnerabilities. 
· Purpose: 

Identify and apply required patches for the system and make the system more secure from vulnerabilities.

· Tools: 

Microsoft Widows, MBSA utility (can be downloaded from the site http://www.microsoft.com/technet/security/tools/mbsahome.mspx)

· Procedure:
Using a web browser, go to the Microsoft Windows update page located at microsoftupdate.microsoft.com. Scan for updates. The scan provides a list of updates for your system. Review and install updates. You can pick one or more or the entire group of updates and install them.
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Microsoft Baseline Security Analyzer: Open MBSA utility. 
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Scan the machine by selecting Scan a Computer though you can scan a remote machine.  Your computer name appears in the box named Computer Name.  Click Scan.
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After the completion of the scan, Result details display a list of vulnerabilities present in the machine. By clicking on any item on the list of vulnerabilities, further information about that particular vulnerability will be displayed.
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· Results:

I could detect the required patches and fix the vulnerabilities in my computer using the MBSA utility.

· Reflection:

These utilities help us identify vulnerabilities for which patches are available. The patches can be applied to make the system more secure.

