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ITEC 5321 – Lab 2A


Scanning and Enumeration Using Windows


Scanning is the process of determining system vulnerabilities and identifies which computers are active on the network. Enumeration is the process of identifying the accessible resources of the computers that are active on the network. 

There are 5 different labs in this section.  I will mention them and will specifically explain SNMP Enumeration using Windows.

Port Scanning Utilities for Windows:

The two basic scanning tools used in this lab are SuperScan and NetBrute. Using SuperScan, we specify a range of IP addresses and start scanning. A list of available hosts and ports are displayed. Similarly, NetBrute scanner will scan for the open ports.

Active Stack Fingerprinting Using Widows:


Stack fingerprinting is a process of detecting a remote operating system via TCP/IP. Active and passive are the two different stack fingerprinting. 


With the NMap GUI interface, we can scan a target IP address or a range of target IP addresses in one of scanning modes from a list of available scanning modes. The scan results provide information about the various TCP ports, ports’ states and their services.

Enumeration Using LANguard in Windows:


The method of determining what resources are available on a network is Enumeration. With the LANguard Network Security Scanner, we can pick an IP address and scan with Gather Information from all option. The scan results provide information about the target.

Generic Enumeration Using Windows:


Enumeration, as stated above, is a process of identifying active resources on a network. The purpose of this lab is to perform enumeration without the help of automated tools. This is helpful in evaluating a local machine rather than a network. This lab is done using some DOS commands.
SNMP Enumeration Using Windows:


Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of management information between network devices. SNMP information can be revealed through packet sniffing. The two versions of SNMP are SNMPv1 and SNMPv2. The three key components of SNMP are managed devices (equipment or networks that are SNMP enabled), agents (collects and processes SNMP information for managed devices), and Network Management Systems (NMS, controls managed devices and agents). Read, write, trap, and traversal operations are four commands used to control and monitor SNMP managed devices.
Management Information Base (MIB) is a collection of information that is organized hierarchically and is an essential component of SNMP. Managed objects are classified as scalar and tabular. Scalar objects are the single instances and tabular objects are used for association of several interfaces.

· Purpose: 

Scanning and enumerating the system using windows.

· Tools: 

Microsoft Windows, SNScan from Foundstone

· Procedure:

This lab is performed using SNScan - an SNMP scanning tool from Foundstone. SNScan can quickly and accurately identify SNMP enabled devices on the network. SNScan automatically identifies the IP address of the computer you are working on.
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Input the range of IP addresses to SNScan and select all ports. Set the community string to public and start the scan.
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The scan result lists SNMP enabled network devices as shown
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We can set and adjust the properties of the SNMP service. For example, if the SNMP service is set to start automatically, then it would be of no use to an administrator who is not aware that the service had started automatically. In such a case, we can change the properties of the SNMP service to start manually as and when an administrator finds the need for the SNMP service. 
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By setting the SNMP properties, an administrator can dictate from which hosts SNMP data can be accepted.

· Results:

All the SNMP enabled devices on the network are identified by SNScan.

· Reflection:

SNScan utility can identify devices potentially vulnerable to SNMP related security threats. However, it does not indicate what specific threat the device is vulnerable to.

