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ITEC 5321 – Lab 1B1


Internet Footprinting using LINUX
Gathering WHOIS with Knoppix:
This is the first lab of the course.  This lab explains about WHOIS - a technique to find out information about a domain name, such as a domain’s IP address, owners and name servers. This information is obtained by searching a database. If you or your organization wants to use a particular domain name, then WHOIS can be used to determine if that domain name is available or already in use.
· Purpose: 

The purpose of this lab is to get the information about a domain.

· Tools: 

Knoppix Workstation, Web Browser (sites such as www.internic.net), WHOIS command line
· Procedure:

There are two methods to do this lab. 
In the first method, we open a console window and use the WHOIS command along with the domain name without the www prefix.


The following window shows the result for  WHOIS chronicle.com:
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knoppix@8[knoppix1$ whois chronicle. com

Whois Server Version 1.3

Domain names in the .com and .net domains can now be registered
with many different competing registrars. Go to http://ww.internic.net
for detailed information

Domain Name: CHRONICLE.COM
Registrar: NETWORK SOLUTIONS, LLC

WUhais Server: whois.networksolutions, com
Referral URL: http://www.networksolutions.com
Name Server: AUTH1.DNS,COGENTCO.COM

Name Server: AUTH2.DNS,COGENTCO. COM

Status; REGISTRAR-LOCK

Updated Date: B6-feb-20086

Creation Date: 15-jun-1934

Expiration Date: 14-jun-2815

>>> Last update of whois database: Wed, 22 Feb 2886 B2:48:52 EST <<<
NOTICE: The expiration date displaged in this record is the date the
registrar’s sponsorship of the domain name registration in the registry is
currently set to expire. This date does not necessarily reflect the expiration
date of the domain name registrant’s agreement with the sponsoring

registrar. Users may consult the sponsoring registrar’s Whois database to
view the registrar’s reported date of expiration for this registration

TERMS OF USE: You are not authorized to access or query our Hhois
database through the use of electronic processes that are high-volume and
automated except as reasonably necessary to register domain names or
modify existing registrations; the Data in VeriSign Global Registry
Services’ ("VeriSign') Whois database is provided by VeriSign for
information purposes only, and to assist persons in obtaining information
about or related to a domain name registration record. VeriSign does not
quarantee its accuracy. By submitting a Whois query, you agree to abide

by the following terms of use: You agree that you may use this Data only
for lawful purposes and that under no circumstances will you use this Data
to: (1) allow, enable, or otherwise support the transmission of mass





In the second method, we use a browser and sites such as www.internic.net to obtain WHOIS information. The www.internic.net web page appears as shown below:
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Whois Search

Whois (aero. arpa, biz, .com, coop, edu. info, int, museum, net,
and org)

® Domain (ex intemic net)

© Registrar (ex. ABC Registrar. Inc )

© Nameserver (ex. NS EXAMPLE COM or 192.16.0.192)

mw Whos information about country-code (two-letter) top-
level domains, try Uhois com
Results for com and net are provided courtesy of Verisign Global

‘é‘ds;g"- Registry Senices. For these top-level domains, the results of a
successul search wil contain only technical information about the
registered domain name and refeal information for the registar of the

domain name. In the Shared Registration System model, registrars are responsibl for
maintaining Whois domain name contact inormation. Please refer o the regisrar's Whos

senice for additional information.
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The screen obtained after entering the domain chronicle.com is shown below:
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Search again (asro, arpa, iz, com, casp, sdi, info, Jn, museum, e, e, or arg):

@ Domain  (ex. internic.net)
O Regisirar (ex. ABC Regitrr, )
(©) Nameserver  (ex. ns example.com or 192.16.0.12)

whois Server Version 1.3

Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://ww.internic.net
for detailed information.

Domain Name: CHRONICLE.COM

Registrar: NETWORK SOLUTIONS, LLC

whois Server: whois.networksolutions.com
Referral URL: http://ww.networksolutions.com
Name Server: AUTHL.DNS.COGENTCO.COM

Name Server: AUTH2.DNS.COGENTCO.COM

Status: REGISTRAR-LOCK

Updated Date: 06-feb-2006

Creation Date: 15-jun-1994

Expiration Date: 14-jun-2015
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· Results:
The information about the domain chronicle.com is obtained. This information includes the name servers’ addresses, the domain registrar, the domain ID, date of last update, creation date, expiration date, and the WHOIS server information.
· Reflection:
Though it took 20 to 30 minutes to work on this lab, I think that the method WHOIS will be an asset for budding attackers as it provides them with quite a bit of information about a domain. WHOIS can be used to exploit valuable and private information about a domain leading to increased security breaches.

