Padmavathi Komanduri

Assignment – Week 4


Authentication Control
Authentication control

In order to ensure the security and integrity of an organization, the organization must develop access control policies. Based on these policies, the system proprietor should determine a set of authentication controls to secure an IT system. In other words, authentication control is the most basic of security controls and is essential in order to implement other security controls. 
An individual or an organization is given a specific identifier such as a user name or a PIN. Authentication is the process of verifying the identity of an individual or an organization. There are three basic types of authentication means:
· Something a user Knows (e.g. Passwords, PIN etc.)

· Something a user Possesses (e.g. Token or a card)

· Something a user Is (e.g. Biometrics)

Advanced technologies such as cryptography and digital signatures are some of the techniques commonly employed for authentication. Cryptographic authentication systems authenticate a user based on the knowledge or possession of a cryptographic key. Password systems and other authentication systems often employ cryptography to store the sensitive authentication information. Cryptography is also used to perform authentication remotely over a network.
OpenSSL encryption tool

OpenSSL is a robust open-source tool that implements Secured Socket Layer (SSL) and Transport Layer Security (TLS) protocols and is used extensively for general purpose cryptography. OpenSSL can be used by an IT system to generate public/private keys which serve as authentication means. OpenSSL can also be used to encrypt information for data storage or data transmission. This includes encrypting user authentication information locally or remotely.

OpenSSL on a LiveCD
A LiveCD offers great flexibility to a system administrator allowing him to implement cryptographic authentication. The system administrator can decide on which authentication tools to use, and then include them on a LiveCD. For example, the sensitive authentication information such as public/private keys required to encrypt/decrypt password files can be included within a LiveCD. 
OpenSSL can easily be included in a LiveCD to perform the above authentication tasks.
LiveCD advantage
Depending on what authentication tools and authentication protocols are used, we can customize the LiveCD distribution. For example, as newer and sophisticated cryptographic protocols such as quantum cryptography become available, we can upgrade the LiveCD. Information such as public/private keys can be made readable only when someone boots from the LiveCD. This can prevent unauthorized electronic theft. Since data on a LiveCD cannot be corrupted, we need not worry about any security breaches on the system’s hard drive.
LiveCD disadvantages

On the downside, we need to constantly keep updating the LiveCD with the latest authentication tools in order to stay one step ahead of hackers. There is also an increased possibility of physical theft due to increased mobility of information in the form a CD.
