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Assignment – Week 5


SLAX LiveCD
Introduction

SLAX is a top ranked LiveCD based on Slackware distribution. The current version of SLAX is 5.0.7b which is around 184 MB. One of the most important features of SLAX is the Unification File System allowing the read-only file system to behave as a writable one, saving all changes to memory. There are a number of derivative LiveCD distributions based on SLAX such as BackTrack and KillBill.  It allows us to add additional software packages in the form of compressed modules making it easy to customize the distribution for any task or a group of tasks. SLAX faster compared to other LiveCDs.

SLAX has extensive level of support and there are a number of packages available for SLAX, compared to other LiveCD distributions. We can customize SLAX so that authentication and other security controls are included in the distribution.
Authentication Control
Authentication control is one of the most basic security controls. In a nutshell, it verifies the identity of a user based on some authentication means. Cryptographic authentication systems authenticate a user based on the knowledge or possession of a cryptographic key.
OpenSSL is a robust open source tool that is widely used for general purpose cryptography. Using OpenSSL, we can generate public/private keys that serve as authentication means. OpenSSL can also be used to encrypt/decrypt any sensitive authentication information.
Authentication Control in SLAX

The default SLAX LiveCD distribution comes loaded with OpenSSL. Due to the modular nature of SLAX, we can include additional authentication and security tools along with OpenSSL. This gives us a great deal of flexibility to secure a system using a LiveCD.  

The popularity of SLAX ensures that there is a good level of support and higher chances of availability of packages for various security tools. I have customized the SLAX LiveCD by downloading the default LiveCD distribution and adding security controls such as SNORT (detection control) and Netcat (authentication control).
The SLAX distribution contains the OpenSSH module. OpenSSH is an open source network connectivity tool that allows us to securely connect to remote computers. OpenSSH relies on the OpenSSL module in order to generate public/private keys to be used for authentication and encrypting data transmission over the network. 
Demonstration

I demonstrate the use of OpenSSL as an authentication control. As an example, we can run the openssl command to generate RSA private/public key pair with a random seed. This public/private key can be used as an authentication means.

In addition to this, OpenSSL can also be used to encrypt/decrypt authentication information (such as password files) or data. For example, we can use digital certificates as authentication means on a website. As another example, OpenSSH uses OpenSSL libraries to generate public/private keys and to encrypt data for network transmission. 
