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Risk Management & Control Classes
Risk & Risk Management
Risk is the probability that a particular threat will exploit the vulnerabilities in an organization. To mitigate risk, an organization should consider technical, management and operational security controls. The technology that deals with identifying, assessing, preventing and eliminating risk in an organization by implementing various security controls is called Risk Management.
Security Control
Security Controls when used efficiently and effectively can prevent, protect and limit a threat. These measures can be technical and non-technical. Technical Controls are protective measures that are built in computer hardware, software or firmware. Non-technical Controls are management and operational controls. Further, security controls can be further subdivided in to Preventive controls and Detective controls.
Technical Security Controls
Technical controls are grouped into three major categories:
1. Supporting Controls: implement other controls that comprise of Identification, Cryptographic Key Management, Security Administration and System Protection.
2. Preventive Controls: that prevent security breaches include Authentication, Authorization, Access Control Enforcement, Nonrepudiation, Protected Communications and Transaction Privacy.
3. Detecting and Recovery Controls: detect the risk cause or occurrences and restore lost resources after security breaches. These controls include Audit, Intrusion Detection and Containment, Proof of Wholeness, Restore Secure State and Virus Detection and Eradication.
Management Security Controls
1. Preventive Management Controls:

a. Assigning security responsibility
b. Develop and maintain system security
c. Implement personnel security controls
d. Conduct security awareness and technical training to the end users and the system users
2. Detection Management Controls:

a. Implement personnel security controls
b. Conduct periodic review
c. Perform periodic system audits
d. Conduct ongoing risk management
e. Authorize IT systems.
3. Recovery management controls:

a. Provide continuity of support and develop, test and maintain the continuity of operations plan
b. Establish an incident response capability.
Operational Security Controls
Utilization of available resources in an organization to implement the security standards set in the organization’s security policy. The organizations security policy is dictated by the Management Security Controls. The operational controls are again divided into Preventive and Detection controls. 
* The contents of this article are extracts from NIST’s Risk Management Guide and internet


