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                                  217-m 
Consider the procinfo command. procinfo gathers system level info from the /proc file system.
a) Using the procinfo command, write a commandline that displays all possible output of 

procinfo every 20 seconds.

$ procinfo -fa –n20

b) What names and major numbers of Character Devices are displayed?

$ procinfo –af


Character Devices:

  1 mem             131 ptm

  2 pty             132 ptm

  3 ttyp            133 ptm

  4 ttyS            134 ptm

  5 cua             135 ptm

  6 lp              136 pts

  7 vcs             137 pts

 10 misc            138 pts

 13 input           139 pts

 14 sound           140 pts

 29 fb              141 pts

 36 netlink         142 pts

128 ptm             143 pts

129 ptm             162 raw

130 ptm             180 usb
c) Using the free command, find the total MB of physical memory.

$ free -m
             total       used       free     shared    buffers     cached

Mem:           249        241          7          0         50        100

-/+ buffers/cache:         90        158

Swap:          996         47        948
It’s  249 MB.


d) What is and describe the meaning of the Load Average info that is displayed?
$ procinfo
Linux 2.4.20-28.9 (bhcompile@porky) (gcc 3.2.2 20030222 ) #1 1CPU [ned]

Memory:      Total        Used        Free      Shared     Buffers      Cached

Mem:        255028      247860        7168           0       87620       87860

Swap:      1020088       59016      961072

Bootup: Sun Mar 28 18:35:13 2004    Load average: 0.09 0.04 0.01 1/98 30995

user  :       1:53:54.85   0.2%  page in :  8210577  disk 1:  1177184r 2301641w

nice  :       0:02:00.57   0.0%  page out: 24847151

system:       3:31:55.00   0.5%  swap in :    45632

idle  :  31d 14:27:46.71  99.3%  swap out:   164536

uptime:  31d 19:55:37.12         context :129614162

irq  0: 275013713 timer                 irq  8:         1 rtc

irq  1:       184 keyboard              irq  9:        14 EMU10K1

irq  2:         0 cascade [4]           irq 10:         0 usb-ohci, usb-uhci

irq  3:         3                       irq 11:  49318520 usb-ohci, eth0

irq  4:         3                       irq 12:      5048 PS/2 Mouse

irq  5:         0 ehci-hcd              irq 14:   3465488 ide0

irq  6:         4                       irq 15:       792 ide1
Load average is the average number of jobs running.
Load average: 0.10 0.04 0.01 2/123 29808

0.09 - load average for the past 1 minute
0.04 - load average for the past 5 minutes
0.01 - load average for the past 15 minutes
1/98 - number of runnable processes / total number of processes
30995 - PID of the last process run (idem).

e) How does the information in d) compare with that of the uptime command?  
$ uptime
 15:30:06  up 31 days, 19:54,  3 users,  load average: 0.19, 0.05, 0.01
uptime is a snap shot at a current time. Load average is for the past 5, 10, and 15 
minutes. Load average in procinfo is dynamic; it can constantly update a display of 
processes running on system with option –f or -af.
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a) Pretend the server is running really slow. Write down how you would go about 
identifying and fixing the real problem. 
Look for runaway processes using ps or top. Any process that is generating disk traffic must be using some CPU time. ps can narrow down these processes. Can use kill -stop to stop these processes, and nice or renice to change priority. Any processes that use more than 50% of CPU is likely to be at fault. Run the command uptime; what does it report in terms of load average? Is this a good measure of system performance (especially in problem determination)? Use vmstat to see whether the CPU is idle.

$ vmstat
   procs                       memory    swap         io      system         cpu

 r  b  w   swpd   free   buff  cache  si  so    bi    bo   in    cs  us  sy  id

 4  0  0   8088  32256  97316  31488   2   0     4     2    3     5   5   6   0

b) Run ps -ef and pipe it through more. What are the six processes

(owner, name, time and PID) taking up high levels of CPU activity?

$ ps -ef

UID        PID      PPID  C  STIME  TTY     TIME      CMD

hhadzic  27493      1     6  Apr18  ?      21:09:15   sh Q63

hhadzic  30993      1     6  Apr18  ?      21:04:08   sh Q64

hhadzic  27501      1     5  Apr18  ?      19:53:44   sh Q63

yyang    30828      1     4  Apr27  ?      07:05:54   -bash

root     31666      1     0  Mar08  ?      00:05:57   sshd

root     27532      1     0  Feb27  ?      00:01:14   syslogd -m 0

c) The swapinfo (root privileged) command produces the following output:

         Kb
 Kb      Kb     PCT     START/
  Kb      

TYPE
AVAIL
USED
FREE
USED
LIMIT
RESERVE
  PRI
NAME

dev
151552
36982
114579
24.4%
  0
   -      1    /dev/vg00/lvol2

reserve   -     30652   -30652

How full is the swap space, and how big is it?

Swap space is 151552 Kb of available capacity, and it used 24.4% (36982 Kb).

d) The commands bdf and du report on disk usage. Run bdf on the server again.

Are there potential problems with any of the filesystems?

If you were administering the system, how would you correct them, assuming there any?

How can you limit the space used by users?

bdf command returns 0 on success or 1 on failure; everything in ok with filesystems.

If problems, have fsck to repair filesystem. fstab gives static information about the 

filesystems.
$ bdf
Filesystem          kbytes    used   avail %used Mounted on

/dev/vg00/lvol3      86016   41707   42037   50% /

/dev/vg00/lvol1      67733   22591   38368   37% /stand

/dev/vg00/lvol8     512000  346614  155180   69% /var

/dev/vg00/lvol7     614400  411974  189817   68% /usr

/dev/vg00/lvol4     102400    1620   94931    2% /tmp

/dev/vg00/lvol6     819200  668839  141038   83% /opt

/dev/vg00/lvol5     921600  281346  601329   32% /home

Potential problems could arrise if the disk is full.

Administrator can limit memory usage for users, or set quotas.

edquota - edit user quotas to change the user's limits of disk usage

e) How can you find out where all the used space has gone?

df - report filesystem disk space usage:

$ df
Filesystem           1k-blocks      Used Available Use% Mounted on

/dev/rd/c0d0p1        10239648   2104920   8134728  21% /

/dev/rd/c0d0p5        20479336   1880804  18598532   9% /home

/dev/rd/c0d0p7         4712268    211212   4501056   4% /var

$ du


#better to use

4       ./d1

8       ./tmp/Assignment1

65      ./tmp

...
f) Run the command top. What does this command do? How do you customize it to refresh

every 30 seconds? What are the top six processes based on raw Percent CPU?

The top command provides a regularly updated summary of active processes on the system 

and their use of resources.

$ top -d 30
 10:29am  up 73 days, 22:51,  3 users,  load average: 3.95, 4.05, 4.01

79 processes: 74 sleeping, 5 running, 0 zombie, 0 stopped

CPU states: 53.9% user, 46.0% system,  0.0% nice,  0.0% idle

Mem:   261664K av,  233544K used,   28120K free,       0K shrd,  100176K buff

Swap:  409576K av,    8088K used,  401488K free                   32296K cached

  PID  USER     PRI  NI SIZE     RSS    SHARE   STAT  %CPU   %MEM    TIME    COMMAND

30993 hhadzic   20   0  1140 
1140  
1100 
  S     5.2    0.4     1355m   sh

27493 hhadzic   19   0   976
 976   796 
  S     5.1    0.3     1361m   sh

16174 ateodoro   2   0   944     944   
 704 
  R     0.1    0.3     0:00    top

    1 root       0   0   124
 80   
  60 
  S     0.0    0.0     0:53    init
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a) What do each of the commands: ps, pstree, ps -e f, and top do?

ps - allows to receive a list of current processes

pstree - displays a tree of processes

ps -e f - selects all processes and provides info of them [process in hierarchical form]

top - gives info about running processes so we can select the most CPU-intensive processes

b) Which command would you use to output the process collection starting with inetd 

for your login to ned? Provide the commandline and results.

$ pstree | grep inetd

     └─xinetd───fam


c) Which command shows most clearly how many of a daemon is running? 

Provide the commandline and results.

Daemons are not attached to any terminal, so in the second field (TTY) they have ‘?’

$ ps -e f | awk '$2 == "?" ' | wc -l

     67
d) Which command shows how much a user/process consumes CPU resorces? 

Provide the commandline and results.

$ top
  PID USER     PRI  NI  SIZE  RSS SHARE STAT %CPU %MEM   TIME CPU COMMAND

 2336 toddfond  17   0  1224 1224   896 R    28.5  0.4   0:08   0 top

  738 root      15   0   908  776   676 S     2.3  0.3   1:31   0 sshd
    1 root      15   0   488  460   436 S     0.0  0.1   0:04   0 init

    2 root      15   0     0    0     0 SW    0.0  0.0   0:00   0 keventd

...

%CPU shows us how much a user/process consumes CPU resources.
e) What does the command: pstree -H <your login shell PID> displays? 

(replace <your login shell PID> with the appropriate number)
$ ps e f
  PID TTY      STAT   TIME COMMAND

 2830 pts/2    S      0:00 -bash USER=tanyashein LOGNAME=tanyashein HOME=/home/c

 2996 pts/2    R      0:00 ps e f HOSTNAME=ned.highline.edu TERM=xterm SHELL=/bi
$ pstree -H2830
#looks like it gives a list of system resources, including daemons available
init─┬─apmd

     ├─atd

     ├─bdflush

     ├─crond

     ├─cupsd

     ├─esd

     ├─gdm-binary───gdm-binary─┬─X

...
     ├─vsftpd───vsftpd

     ├─xfs

     └─xinetd───fam
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lsof has been called the Swiss Army knife of intrusion detection because of the 
range in which the tool can be employed to aid in detecting signs of intrusion. 
What is the commandline using lsof and what are the results for determining:

a) How many open files are there associated with the sshd daemon?

$ /usr/sbin/lsof -c sshd | wc -l

    395

How to check if file is opened and by whom?

lsof /var/log/syslog

COMMAND     PID     USER   FD   TYPE     DEVICE   SIZE/OFF      INODE NAME

syslogd      51     root    8w   REG     3,   3    1281999      10193

/var/log/syslog

or

fuser - identify processes using files or sockets

fuser -v /var/log/syslog 

                     USER       PID ACCESS COMMAND

/var/log/syslog      root        51 f....  syslogd

b) What and how many local files are associated with your bash process?

   #(ddoroshe is a user name)

$ /usr/sbin/lsof -a -uddoroshe -cbash | grep locale | wc -l    

     12

c) How many library files are associated with your bash process?

$ /usr/sbin/lsof -a -uddoroshe -cbash | grep lib | wc -l 

     10

d) What internet commands are running and by whom?

/usr/sbin/lsof -i -l
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5. The sysadmin's nightmare: suppose you are on a UNIX system that issues the console message: No more processes. Suppose further that there is a per user process limit on your system. This means that your processes won't eventually crash the system. It also means you cannot run any command that isn't built into the shell. Descuss what you can do to get more processes available if (1) your shell has built-in job control and (2) you're running the bourne shell.

$ exec /bin/ksh ; ps -eaf ; kill -9 PID's

# KATZ
$ kill -9 `ps -eaf | grep nfsd | awk '{print $2}'`
# 8 processes were returned
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6. Suppose you are unable to come up in Multi-user Mode. You reboot to single user mode.

You discover that your favorite command ls will not work (not found). How can you get a 

list of files in the /bin or /usr/bin directories to know what is there? Write the 

command or commands to accomplish this.

cd /var/bin; echo *

cd /bin; echo *
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7. You want to set up a script to do a compression on all files that haven't been accessed in a week, using the compress command. How do you avoid getting into trouble with configuration files such as .login, .cshrc. etc.? What other files might you wish to exclude?

[KATZ:] In /home do not compress hidden, executable or config. files
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8. Use the ps command and a simple awk or perl script 

to determine the total VSZ and RSS of your system. What are these? How do 

they relate to the amount of physical memory and swap space available?

Swapping is technique that the UNIX kernel uses to clean up physical memory. 

The kernel moves entire processes from memory to disk and then reassigns the 

memory to some other function. 

$ ps aux
USER       PID %CPU %MEM   VSZ  RSS TTY      STAT START   TIME COMMAND

root         1  0.0  0.0  1064   76 ?        S     2002   2:05 init

root         2  0.0  0.0     0    0 ?        SW    2002   0:00 [kflushd]

root         3  0.0  0.0     0    0 ?        SW    2002   8:02 [kupdate]

root         4  0.0  0.0     0    0 ?        SW    2002   1:02 [kswapd]

...

apache   20207  0.0  0.6  4024 1648 ?        S    Apr01   0:00 httpd -DPERLPROXI

ddoroshe 20621  0.0  0.6  3356 1808 ?        S    15:46   0:00 /usr/sbin/sshd

ddoroshe 20622  0.0  0.5  2300 1428 pts/1    S    15:46   0:00 -bash

ddoroshe 30791  0.0  0.2  2276  700 pts/1    R    19:02   0:00 ps aux

You can see current memory utilization and its VSZ (virtual memory size, in 1K blocks) 

and RSS (resident set size). VSZ is the amount of memory the program would take up if 

it were all in memory; RSS is the actual amount currently in memory (size of the 

physical memory allocate). The more difference between virtual and resident memory 

(VSZ - RSS) allocated to the particular process, the more swap space it needs.

Knowing how much a process is currently eating will help determine if it is acting 

normally or has spun out of control. Programs have a tendency to consume more memory 

and CPU than they should. Sometimes it is up to an administrator to decide if it 

needs to be stopped or restarted.

#! /bin/bash

USAGE="Usage:  memory"

ps aux | awk '{v+=$5;r+=$6}

END{print "VSZ, virtual memory size =",v,"\nRSS, physical memory size =",r}'

------------output:

$ memory

VSZ, virtual memory size = 164692

RSS, physical memory size = 47128
