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Instructions


To use EvadeBess-Lite, you will need to acquire a proxy server address.  This server needs to provide HTTP proxying, and needs to be based in an unfiltered environment.  If you do not know of any servers, you may wish to start your own* (if you leave your computer on constantly), or use one available from SASIC.  If you received this tool on diskette, it may be labeled with one


Removing BESS, once a proxy server address has been acquired, is very easy.  Simply enter the exact address in the “Proxy Server” field above, and click “Registry Write”.  For safety purposes, keep a copy of this document in case your school uses a setup in which enabled proxy servers are mandatory (in which you can “Return to Initial”, if it does not work).  You will need to restart Internet Explorer after writing to the registry, for BESS to be removed.

Disclaimer


SASIC (Students Against School Internet Censorship) is not directly liable for any actions taken through the use of this utility.  SASIC has not created this utility as a party, but has assumed all liability towards an individual of the party, who assumes full responsibility for it’s creation.  If you choose to evade BESS, please do it responsibly – and do not violate an AUP by looking at inappropriate material.  (In other words, if you look at porn and get caught – it’s your own fault.)

Starting your own proxy server


If the default proxy doesn't work, you can try downloading and installing a program called Proxy+ (you can get it from tucows) onto your home computer.  You can also use any other custom-port HTTP proxy server, but you'll have to configure it yourself.  In either for it to work on your home computer, you must not be behind a firewall, must have a permanent connection to the internet, and must have your computer turned on while you plan to evade BESS.

Once you have it installed, go to http://localhost:4400/ in your web browser - and change a couple settings:
· Under "Proxy Settings" - Go to "Proxies" - Click "General", and change the HTTP Proxy to a random number between 1000-9999. Remember this number. 

· To make it work, you also have to [in the same browser window] go to "Security", and "General" - then uncheck both "Use secure interfaces" and "Use insecure interfaces".  This will make it accessible from school. 

The final step, is to write down your IP Address [if you don't already know it, you can get it from going to "Start", "Run", and typing "winipcfg".  It should show you your address as 4 numbers separated by periods (.)] - also write down the random number you used as a proxy port.
This IP address must be entered above in the form of xxx.xxx.xxx.xxx:yyyy – where xxx.xxx.xxx.xxx is the IP address, and yyyy is the port.

Send the IP and Port of your proxy server to proxy@sasic.org, if you wish for it to appear on the SASIC website, for others to use.
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