FoIP GATEWAYS – ARCHITECTURES, IMPLEMENTATION AND QoS ISSUES
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ABSTRACT
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Real-time facsimile communication over the Internet is a challenging task. Facsimile devices and protocols have been optimised for facsimile communication over PSTN (Public Switched Telephone Network) links. To allow these devices to communicate over the Internet, FoIP (Facsimile over Internet Protocol) gateways are required. Source and destination facsimile machines connect to these gateways over PSTN links. Peer gateways are connected to each other over the Internet. 

The inherent best-effort nature of the Internet poses serious QoS (Quality of Service) issues for facsimile transmission. Packet losses, delays and delay variations may disrupt a facsimile session. FoIP gateways providing real-time FoIP communication need to incorporate measures that attempt to provide efficient and reliable transport service over the Internet.

This paper describes typical architectural components of FoIP gateways. QoS issues related to real-time FoIP transfer are highlighted and measures are discussed that assist in resolving these issues.

1. INTRODUCTION

Significant efforts have been spent in the recent years on relaying voice and facsimile over the Internet. This is largely attributed to the projected savings in communication costs by shifting to Internet for long distance voice and facsimile communications.

Facsimile devices have originally been designed for facsimile communication over PSTN connections. The calling facsimile device connects to the answering facsimile device over a circuit-switched network. As a physical connection exists between the communicating facsimile devices during the session, ordered delivery of facsimile image and negotiation data with guaranteed delay parameters is ensured.

On the contrary, in an environment using FoIP, PSTN connections exist only between the facsimile machines and the associated gateways. The gateways communicate the facsimile control and image data from the G3FEs over an IP network (Figure – 1).

Fig –1: FoIP Network Configuration 

Two basic FoIP modes have been defined, store and forward FoIP and real-time FoIP. Store and forward FoIP transfer requires the source FoIP gateway to receive and store the complete facsimile image and then forward it to the destination FoIP gateway, which relays it to the destination facsimile device. Real-time FoIP transfer requires FoIP gateways to deliver a facsimile to a remote terminal in real-time. However, facsimile packets over the Internet can be delayed, duplicated or lost. Furthermore, they can suffer jitter, i.e., variable inter-packet arrival time, at the destination gateway. Real-time FoIP gateways need to manage these QoS issues to imitate an end-to-end circuit switched connection between the communicating facsimile devices. 

This paper discusses the architectural components of FoIP gateways, various QoS issues related to the real-time facsimile transfer and possible solutions to some of these QoS issues.

2. ITU-T RECOMMENDATIONS FOR FACSIMILE COMMUNICATIONS

ITU-T Recommendation T.30 describes procedures for document facsimile transmission in the general switched telephone network [1]. T.30 divides the complete facsimile session into 5 phases. 

Phase A is the call establishment phase. Phase B consists of pre-message procedures. Caller and answerer G3FEs compare capabilities and options and decide on the parameters to be selected for the facsimile image communication. Additionally, the connected G3FEs assume the roles of transmitter and receiver. The connection is tested for the transmission rate selected by transmitting to the receiver, a series of 0 bits for a period of 1.5 seconds ( 10%. The receiver examines the received data and notifies the transmitter the results as confirmation or failure to communicate at the selected data rate. In case of a failure, the capabilities are renegotiated before testing the connection again with new parameters.

Once the connection has been tested successfully, Phase C commences. This involves the transmission of a page of facsimile image formatted according to the ITU-T Recommendation T.4 [2] at the data rate selected earlier in Phase B. A facsimile page has to be transmitted as continuous stream of bits without any gaps or pauses as these may not only corrupt the image being transmitted, but may also result in the termination of the facsimile session.
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Phase D commences after the transmission of one page of a document. The transmitter notifies the receiver whether more pages are being transmitted and if the capabilities need to be renegotiated for the subsequent transmissions. The receiver notifies the status of previous communication to the transmitter. If capabilities need to be renegotiated, the G3FEs return to  Phase B otherwise Phase C is re-initiated and the next page of the document is communicated using the capabilities determined in the beginning of the session. If no more pages need to be transmitted, the transmitter initiates Phase E and sends a disconnection command to the receiver.

Control messages between facsimile machines are exchanged using the HDLC protocol. Control messages are encapsulated in unnumbered HDLC frames and are transmitted in half duplex mode at 300 bps over V.21. An example of a simple facsimile session is illustrated in figure – 2.

ITU-T Recommendation T.38 [3] allows G3FEs to communicate in real-time over Internet. The FoIP gateway connected to the caller G3FE is termed as the caller gateway and the FoIP gateway connected to the answerer G3FE is termed as the answerer gateway. The caller G3FE makes a PSTN connection request to the caller gateway that initiates a connection over the IP network with the answerer gateway. The answerer gateway makes a PSTN call to the answerer G3FE. Once the PSTN calls are established at both ends, both the G3FEs are virtually connected. All standard T.30 session establishment, capabilities negotiations and image communication procedures are carried out between the terminals. 
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Fig-2: Example of a Simple Facsimile Session

A gateway receives and demodulates T.30 transmission from the connected G3FE. T.30 facsimile control and T.4 image data is transferred over a transport protocol in an octet stream structure using the IFP (Internet Facsimile Protocol) packet. T.38 allows the use of either TCP (Transmission Control Protocol) or UDP (User Datagram Protocol) as a transport protocol.

Fig-3: Relationship between T.30 and T.38

The gateway receiving IFP packets decodes the transferred information and communicates this information to the connected G3FE using the normal T.30 procedures. Thus, the two G3FEs connect and communicate facsimile control and image data in real-time over two PSTN links with an IP network in between. Data is transferred over both the PSTN links at the same rate. Gateways connected to the IP network communicate using IFP as defined in T.38 (Figure – 3). 

ITU-T Recommendation T.37 [4] specifies procedures for FoIP using the store and forward techniques. Main strength of this Recommendation is that it requires no changes to the Internet standards or to the ITU facsimile Recommendations. 

T.37 requires G3FEs connected to the FoIP gateways to communicate with the gateways using the procedures specified in T.30 whereas the gateways communicate facsimile images as extensions to e-mails. Figure –4 shows the relationship between T.37 and T.30 in a FoIP environment.
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Fig-4: Relationship between T.30 and T.37

Simple mode described in T.37 does not require the exchange of G3FE capabilities and delivery confirmations. These may, however, be provided using the optional e-mail functions. Full mode, however, requires the exchange of G3FE capabilities and delivery confirmation.

3. ARCHITECTURAL COMPONENTS OF FoIP GATEWAYS

High-level block diagram of a FoIP gateway is shown in figure – 5. A FoIP gateway, at this level, consists of a facsimile modem and a facsimile interworking function (IWF).

Facsimile modems accept facsimile data from the G3FE connected to the FoIP gateway and forward these to the Facsimile IWF. Facsimile IWF appropriately formats (depending upon the service) and packetises these data and transmits these to the peer gateway over the Internet. 
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Fig-5: High-level Components of a FoIP Gateway

Facsimile modems generally support any of the 3 main service classes. A modem conforming to service class 1 supports the HDLC framing used by the facsimile negotiation procedures. However, composition and interpretation of all data (negotiation or image) is performed by the facsimile application. Facsimile modems conforming to service class 2 perform the facsimile negotiation procedures. Facsimile application has to encode or decode facsimile image and to provide or accept data in an appropriate format. Finally, facsimile modems conforming to service class 3 handle the complete facsimile session independently. The facsimile application only needs to provide data to the modem in the agreed format [5].

Facsimile modems conforming to service classes 2 and 3 are suitable for use in FoIP gateways employing store and forward transfer as it requires the storage of the complete facsimile document at the source gateway before it is forwarded to the destination gateway (referred to on-ramp and off-ramp gateways in [6]). On the contrary, FoIP gateways employing real time facsimile communication over the Internet need to use facsimile modems conforming to service class 1.This is because FoIP gateways based on T.38 need to encapsulate T.30 frames and T.4 data into IFP packets for communication over the Internet. Furthermore, the state machines inside these FoIP gateways may require the knowledge of some of the T.30 frames and the data these frames carry. These gateways can only access these frames through a class 1 facsimile modem.

Subsequent discussion focuses on the decomposition of these components for gateways based on T.38.

Commercial off the shelf class 1 facsimile modems connect via the asynchronous serial port to the host executing a facsimile application. Class 1 facsimile modems perform the complete HDLC framing operations of the negotiation frames. Additionally  these modems also manage synchronous communication over the PSTN links. TIA/EIA-578-A provides the protocols to be used over a serial asynchronous link between a class 1 facsimile modem and a host executing a facsimile application (e.g. Facsimile IWF component). Also included is an elaborate command set for configuring and controlling the facsimile modems and associated responses from these modems [7].

Typically a class 1 facsimile modem can be functionally decomposed as shown in figure – 6.

Fig – 6: Architecture of a Class 1 Facsimile Modem.

The DSP engine demodulates the PCM stream it receives from the Line Interface according to the modulation scheme selected and stores the demodulated data in the Demodulated Data Buffers. Facsimile Processor consists of a HDLC Framer (to perform HDLC framing functions on the negotiation frames) and an Image Transceiver (to indicate the beginning and end of T.4 images). Negotiation frames or image data destined for the host are stored in the Transmit/Receive Buffers. These data are communicated to the host via the Host Interface.
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Host Interface consists of a Command Interface and a Facsimile Interface. Facsimile Interface is used to communicate facsimile data to and from the host. Command Interface receives and interprets commands from the host, and executes appropriate functions of the modem. It also provides appropriate responses to the host. Interoperability can be ensured by implementing an asynchronous link between the host and the modem and an AT command interpreter in the Command Interface, as described in [7]. However, proprietary solutions may opt to implement customised interfaces and command response mechanisms for performance gains.

Figure – 7 shows the functional decomposition of the Facsimile IWF based on T.38.

Fig – 7: Architecture of a Facsimile Interworking Function based on T.38.
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Modem Interface in the IWF is the complementary function of the Host Interface in the modem. T.38 defines the use of ASN.1 encoding employing BASIC-ALIGNED version of the Packed Encoding Rules (PER) for structuring and encoding IFP packets.  IFP Packetiser creates IFP packets from the T.30 negotiation and T.4 image data the IWF receives from modem. It also converts IFP packets it receives from the peer gateway into the corresponding T.30 negotiation frames and T.4 image data. 

As mentioned earlier, T.38 also describes the use of UDP for real-time FoIP communication. As UDP is a best-effort transport protocol over IP, UDP messages may be lost or duplicated over the Internet, and may be routed though different routes resulting in out of order delivery. The application, therefore, has to compensate for packet losses, duplications and unordered delivery. In bargain, UDP provides a simple transport layer protocol with extremely low overheads.

Reliability in facsimile transfer over UDPTL (UDP Transport Layer) is attempted through the communication, along with the primary IFP packet, of either n previously transmitted redundant IFP packets (known as secondaries) or a parity FEC (Forward Error Correction) message computed over n previously transmitted IFP packets. Use of parity FEC has been regarded as an option for FoIP gateways. 

To communicate facsimile over UDP, n previously transmitted IFP packets need to be buffered in the IFP Transmit Buffer. UDPTL Packetiser assigns a sequence number to these buffered IFP packets. It prepares a UDPTL packet containing these buffered and sequenced IFP packets for communication over UDP to the peer gateway. UDPTL Packetiser also receives UDPTL packets from the peer gateway, removes the encapsulated IFP packets and writes them to the UDPTL Receive Buffer. UDPTL Receive Buffer uses the sequence number associated with each IFP packet to insert it in its appropriate location within the buffer. Thus the transmission of n redundant and sequenced IFP packets and their buffering at the receiving gateway protects the application against the loss of n consecutive UDPTL packets.

Socket Interface employs functions to communicate IFP packets over TCP or UDPTL packets over UDP to the connected peer gateway.

4. QoS ISSUES IN REAL-TIME FoIP COMMUNICATION

The constraints of T.30 timers are one of the main problems in the real time facsimile transfer over IP. When a HDLC frame is transmitted, a timer is initialised. If a reply is not received before the expiry of that timer, the frame will be resent (in case of the command frame) or the session will be terminated (in case of a response frame). 

In FoIP transfer, there are two stages of transmission and modulation (at the transmitting G3FE and at the receiving gateway). Similarly there are two stages of reception and demodulation (at the receiving G3FE and at the transmitting gateway). This means that, from the start of transmission, an HDLC frame would require at least twice the amount of time for communication over IP (via gateways) than it would over PSTN. Additionally there are delays associated with packetisation at the gateways as well as the latency of the IP network. Thus, by the time, the receiving G3FE responds to large HDLC command frames (transmitted at 300 bps), T.30 timers at the transmitting G3FEs would have already expired, resulting in the retransmission of that frame. If, incidentally, this retransmission occurs at the same time when the response of the previous transmission has reached the connected gateway and the gateway transmits the response to the G3FE, collision occurs at the G3FE and both the frames are lost (Figure – 8).

Another main QoS issue in real time facsimile transfer over IP is jitter that may be encountered during the communication of the T.4 fax image data. This variable delay between the IFP packets (attributed to loss and retransmission of IFP packets or congestion within the IP network) may give rise to a situation where no data is available with the gateway to transmit to the receiving G3FE. Such breaks in the continuous stream of T.4 data can result in the abrupt termination of the session. 
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Fig - 8: Collision of Control Messages

The inherent best effort nature of IP networks is the cause of most of these issues. Although TCP protects against packet losses, duplications and out-of-order delivery of packets, but at the cost of a large overhead that seriously affects its real-time performance. Transmission of IFP packets over UDPTL also protects against these issues but at the cost of excessive bandwidth utilisation in the form of redundant IFP packets. Use of FEC results in the generation and transmission of only one redundant message that is as large as the largest IFP packet amongst the n previously transmitted packets used in its computation. However, simple FEC protects against the loss of only one IFP packet from the ones used in its computation. Although multiple FEC packets can be included in a UDPTL packet to protect against the loss of successive UDPTL packets but it requires bandwidth equivalent to UDPTL based on redundant IFP packets along with associated complexity in calculating these multiple FEC messages.

5. TECHNIQUES TO RESOLVE REAL-TIME FoIP QoS ISSUES

T.30 timers at the G3FE can be extended by making intelligent assumptions at the gateways. For instance, each command and response frame sequence is preceded by a sequence of HDLC flags (known as the preamble) for a period of one second. T.30 Recommendation allows the transmission of a maximum of 3 seconds worth of preamble. Thus, when the T.30 timer at a G3FE is about to expire, the associated gateway can start transmitting a preamble in anticipation of the response from the peer gateway. Upon reception of the response, the transmission of the preamble can be suspended (if more than 1 second has elapsed from the start of its transmission) and the response can be transmitted to the connected G3FE.

Similarly, frame collisions can also be avoided. The gateways should not blindly transmit the reply frame. Rather they should ensure that the line is free. This can be implemented by using line signal detection mechanisms. 

Jitter encountered during the communication of T.4 image data can be managed by the implementation of a jitter buffer. Jitter buffer stores a number of T.4 image segments before playing the image bits out to the modem.  In case of excessive delays, a situation may arise where the jitter buffer becomes empty and the application has no data to transmit to the receiving G3FE. In such cases either large jitter buffers should be used or one has to resort to more sophisticated proprietary techniques.

Tebbs [8] recommends procedures for effective bandwidth utilisation in FoIP based on UDPTL in an approach termed as Amalgamated Error Protection. In his approach, V.21 frames are transmitted with high redundancy. Modem training data for testing line condition is transmitted unprotected over the IP network. If packets containing training data are lost, the receiving gateway generates artificial training data implying inability of PSTN links to carry facsimile over the speed being tested. This causes a data rate fallback that ultimately frees bandwidth over the network to be used to convey error protection information. Tebbs suggests that use of simple FEC over low loss networks provides a better utilisation of resources as an occasional lost packet can be reconstructed conveniently. Alternatively, redundancy is recommended for lossy networks to ensure reliability. Additionally, Tebbs’ analysis also suggests algorithms to determine the maximum packet size from the desired maximum bandwidth, total bandwidth for the facsimile session and the maximum number of redundant frames per UDPTL packet.

6. CONCLUSIONS

Early facsimile over Internet solutions involved the packetisation of facsimile signals as digitised voice. However, these techniques utilised bandwidth inefficiently as the data rate of facsimile signals is appreciably lower as compared to the data rate generated by these techniques. Moreover, these techniques did not provide any protection against packet losses, duplication and out-of-order packet delivery.

ITU-T Recommendations T.37 and T.38 provide mechanisms for the reliable and efficient transport of facsimile data over Internet in the store-and-forward and real-time modes respectively. This paper focuses on a model architecture for FoIP gateways based on the T.38 Recommendation. QoS issues encountered in real-time FoIP transfer have been highlighted and suitable techniques for their resolution have also been discussed in detail.
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