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The performance of communications networks can be monitored intrusively by transmitting test packets on the network links
being tested. The delays experienced by these test packets and the number of test packets lost or duplicated may provide an
indication of the performance of the links being monitored. Intrusive network monitoring, even at modest sampling rates,
generates a significantly large amount of primitive data. This data needs to be summarised appropriately to address the
required network performance analysis operations. These operations are generally iterative in nature, where the results of
initial processing and analysis generate requirements for further processing and analysis. This paper describes the
architecture of a database that can assist in efficient analysis of network performance by reusing the information derived at
various stages.

1. Introduction

ntrusve netwok peformance moioring involves  which may test several routes of the network with a variety
making probing requests over the network elementsf transmission packet sizes.
being monitored. Time-stamped test packets (Fig 1) are

transmitted over the links being monitored by a transmitting  receive transmit
test station towards a receiving test station which logs their time teskt . ;isktet time
. . . . . acke
arrival, along with the time of their reception. P P
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In order to perform accurate delay measurements, thsg Cozrg)csgsmgaa %
clocks at the transmitting and the receiving test station N workstation - _
must be synchronised. This may be accomplished by details of details of
received \ transmitted

acquiring timing information from external global timing test packets test nackets
agencies, for example the Rugby Clock [1, 2] and the global Y P
positioning system (GPS) [3, 4].

. network
Data collection represents the lowest level of any performance

monitoring activity [5]. The data collected by the test database

stations is regularly downloaded to a control and data-

processing workstation where it is maintained in a suitable

database. Analysts can then retrieve and process this Fig2 Network performance monitoring system.

historical data so that appropriate analysis activities may be

performed. An architecture for such a system is shown in Network performance analysis can be an iterative and
Fig 2. An elaborate network monitoring system may employn arduous activity. Typically, the analyst starts by

a large number of transmitting and receiving test station@rocessing the monitored data to generate a set 03
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summaries at a specific level of granularity. These A prototype database has been developed in Java. It
summaries are then further analysed to detect variolstores primitive data and the derived intermediate
events, e.g. excessive delays, losses or duplication of teinformation as serialised objects [9]. An information system
packets. In order to investigate these events in detail, ttbased on these concepts has been incorporated into a larger
analyst may then need to vary the level of granularity anetwork monitoring system being developed at
well as derive a different set of summaries. For example, Loughborough University [10] as a part of BT's Managing
may be necessary to zoom into the event by generatirMultiservice Networks (MMN) University Research
summaries at a finer level of granularity. Alternatively thelnitiative project.

analyst may decide to zoom out and derive the same
summgries gt a coarser level of granularity (for a longer The next section of the paper describes the basic
analysis perlod). Th|s would allow the analyst to Corraatfconcepts of intermediate information. The structure of
the event with previous network effects. On the other hanc

primitive performance data in the database is described in

if the average delay for a certain analysis window is hlgheéection 3. Section 4 discusses data structures suitable for

than a specific threshold, the analyst may want to know thﬁetwork performance intermediate information. The generic
average delay for, say, the slowest 10%,tef5t packets and_Téfchitecture of the components that process and manage
approxmate range of delay values within that analys'ﬁntermediate information is then described in section 5. The
window. performance enhancements achieved as a result of reusing
the network performance information are demonstrated in

) ) . section 6. The paper is then concluded after describing a
These iterative examples illustrate the need for & eatwork performance information server.

database system that can efficiently derive the required
summaries. One obvious way of achieving this in an ] ] o )
efficient manner is to reuse summaries derived at a fine2: Basic concepts of intermediate information

level of granularity to derive the same summaries at th s has been suggested, the performance inforn
required level of granularity. This is an aDWOF’rifﬂ\teIA\requirements for different network manager
mechanism if the summaries are additive, or if theactivities vary significantly. In certain cases (e.g. rest
summaries can be decomposed into a set of commcand development) the processing requirements m:
additive components. In this case these granular additivextremely dynamic and may not be known in adv:
components may be reused to generate coarse granulaiHowever, many of the applications processing net
additive components which may then be processed to deri\performance data proceed through a number of s
the required summaries [6—8]. stages. Some applications may in fact require inform
that can be provided by other applications. In
situations it is tempting to access the information tha
Summaries related to the loss and duplication of tecalready been processed by these other applicatic
packets are additive in nature. The appropriate finegenerate the required information (Fig 3).
granularity loss and duplication counts can therefore simply
be added to provide counts at the required level of
granularity. Packet-delay summaries, however, are often
based on the numerical order of the packet-delay values
(e.g. percentiles) and are therefore neither additive nor can
be decomposed into additive components. Such summaries
usually need to be derived from the primitive data each time
the analyst wants to vary the granularity.

This paper proposes a database architecture that
structures and preprocesses the primitive network
performance data so as to enhance its reusability. This is
achieved by processing the primitive data into a generally
useful intermediate form referred to here as intermediaf
information. Finer granularity intermediate information can
then be combined to generate useful information at coarser A
levels of granularity. Intermediate delay information can

database interface

then efficiently provide both non-additive as well as
" : primitive database
additive user-requested summaries. As access to the
primitive data is reduced, the performance of the database is
seen to increase significantly. Fig 3 Information sharing across applications.
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However, it is important to note that many information3.  Structuring primitive network performance data
processing applications have a significantly shorter life than
the data they process. Some of these applications a
developed only to fulfil a one-off requirement. Others may
be used rarely at specific instances. Some of th
applications may evolve and provide information element:
that are different from the ones provided by earlier versions
Therefore designing the information processing component
of the monitoring system on the basis of the specific outpt
of a few applications may be a short-sighted decision. |
some applications change, others may be adversely affecte

n its mostbasc form, pimitive netwok performance
data may be stored in the database as two separate tables
— one table for the data representing the details of the
transmitted test packets and the other for details of the
received test packets. Processes attempting to derive packet
delay summaries may need to access only the received data
table. However, processes attempting to derive packet-count
summaries need to access both tables and correlate the
records to determine the conditions of packet loss and
duplication. If a record exists in the transmitted data table
representing a transmitted test packet for which there is no
Employing reusable information structures Can’rgcgived data record, this_ indicatt_as the loss of a tesF packet.
Similarly, there may exist multiple test packets in the

however, enhance the efficiency of the information ! ) Fe
processing algorithms and applications significantly. This ireceived data table with the same transmit time and packet
identifier but different reception times. This indicates

accomplished by preprocessing the primitive data so that o , X
can fulfil multiple information requirements efficiently. duplication of the test packet as it was communicated
through the network (Fig 5).

These preprocessed information elements may be termi
intermediate information.

. o ] ) Detection of packet loss and duplications from separate
These intermediate information elements are derived &rimitive database tables can therefore be a complex process.
the finest practical level of granularity and are cached in aTpjs is simplified by maintaining a single pre-joined table for
intermediate information base (Fig 4). These elements Cépoth the transmitted and received test packets. Each record in
be combined appropriately to generate intermediatiyjs taple contains the transmitted and received times for a
information at the courser levels of granularity. test packet, its identifier and the delay experienced by the
packet during communication (Fig 6). Computation of

A itiole inf i . i be fulfilled packet-delay values in advance can save a significant amount
s multiple information requirements can be fulfilled ¢ ... processing.

directly from the preprocessed intermediate information,
access to the primitive database is reduced significantly,
thus enhancing the efficiency of the information processing

applications. A primitive database manager object reads the log files

retrieved from the test stations and creates pre-joined tables

for each test. In the example system developed at

Loughborough, the finest granularity for analysis reports is
@ @ @ @ one hour, and a separate table is generated for every hour of
f\ 7y y the monitoring period. These tables are stored as serialised

objects, one for each test identifier and every hour of the

monitoring period. It should be noted that it is simple to
vary this time granularity for other applications.

database interface

A
1 1 intermediate All applications then use the primitive database
information manager to read the required objects (i.e. records in the
% @ base table) from the disk.
J A
\ Y
intermediate information generator 4. Network performance intermediate information
A he netwok performance angsis process usly
requires summaries for a specific analysis period.
These include various statistical summaries related to the
% Primitive Database delay experienced by the test packets. Due to the large

amount of data collected during the monitoring operation,
calculation of these separate summaries can computation-
Fig4 Information sharing across applications. ally be an extremely intensive process. 205
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transmitted data table

tra_nsmit e, e _ paclft_at

time ’ identifier
36AF23C0 198723 231678
36AF23C1 200019 231679
36AF23C2 190011 231680
36AF23C3 195132 231681
36AF23C4 189891 231682
36AF23C5 210086 231683
36AF23C6 207562 231684
36AF23C7 196324 231685
36AF23C8 190981 231686

received data table

trap smit time, ps . pacl_(e_}t re_ceive time, ps
time ’ identifier time !
36AF23C0 198723 231678 36AF23C0 205848
36AF23C1 200019 231679 36AF23C1 207548 | packet
36AF23C3 195132 231681 36AF23C3 202119 loss
36AF23C4 189891 231682 36AF23C4 196900
36AF23C5 210086 231683 36AF23C5 217079
36AF23C6 207562 231684 36AF23C6 214676
36AF23C6 | 207562 | 231684 | 36AF23C6 220040 e Packet
36AF23C7 | 196324 | 231685 | 36AF23C7 203179 duplication
36AF23C8 190981 231686 36AF23C8 198194
Fig5 Transmitted and received data tables.
i . acket receive )
tfﬁt\if::lt TS, [ ic?entifier time time, s dleleyyjpz
36AF23C0 198723 231678 36AF23C0 205848 7125
36AF23C1 200019 231679 36AF23C1 207548 7529
36AF23C2 | 190011 231680 0 0 0 — pf‘c"et
36AF23C3 | 195132 | 231681 | 36AF23C3 202119 6987 08
36AF23C4 189891 231682 36AF23C4 196900 7009
36AF23C5 210086 231683 36AF23C5 217079 6993
36AF23C6 207562 231684 36AF23C6 214676 7114 < packet
36AF23C6 207562 231684 36AF23C6 220040 12478 duplication
36AF23C7 196324 231685 36AF23C7 203179 6855
36AF23C8 190981 231686 36AF23C8 198194 7213

Fig6 Pre-joined primitive data tables.

In order to enhance the efficiency of the networkpart of their operation. Frequency distributions can be used
performance analysis operation, the database emploto derive the following additive as well as non-additive
information reusability. The following sections explain thesummaries:
data structures used for the network performancr
intermediate information derived from primitive data. ¢ mean,

* variance,
4.1  Delay distributions
* number of test packets received within the specific

The frequency distribution of the delay experienced by  analysis window,
test packets during a specific analysis window (delaz.'
distribution) represents a reusable information structure. ..
freque_ncy distr_ibL_Jt_ion is derived by g_enerating a tabulas | oge.
grouping of primitive data and reporting the number of
observations in each category. Frequency distributions Delay distributions cannot provide accurate minimum
place data in order so that visual analysis of theand maximum delay values within a specific analysis
measurements can be performed. They also provide window. However, the class representative of the first non-
convenient structure for many computations whichzero class can be used as an approximate minimum delay

206 fundamentally require an ordering of the data as an initievalue. Similarly the class representative of the last non-zero

percentiles,

BT Technol J Vol 16 No 4 October 1998



THE MANAGEMENT AND PROCESSING OF NETWORK PERFORMANCE INFORMATION

class can be used as an approximate maximum delay value.[tme | wansmitted | received | lost |duplicated
In order to provide the required information with reasonable [go-00 3600 3591 9 0
accuracy, suitably small classes or bins need to be used. The + + + +
number of bins used will therefore relate to the accuracy of | 03:00 3540 3523 21 4
the information generated. 06:00 3600 3590 11 1
+ + + +
Delay distributions derived for smaller non-overlapping 99:00 3600 3599 L 0
, ; . 12:00 3100 3100 0 0
analysis windows can be added to provide a delay N N N N
d|str|buF|op for a larger analysis wmdow_ prpwded that thp 15:00 3600 3600 0 0
delay distributions for the smaller analysis windows contain [Tg.00 5500 5501 0 1
equal numbers of bins and bin sizes. Thus the required + + + +
summaries can be derived at various levels of granularity | 21:00 3600 3600 0 0
without accessing the primitive data.
In the simplest case, these delay distributions are
generated by choosing a maximum value of delay that a test
packet be expected to experience. The bin size is a function
of the maximum delay value and the number of bins
required in the distribution. In an analysis window, there time | transmitted | received | lost |duplicated
may exist test packets which experience delay greater than 00:00 7140 7114 30 4
the maximum value specified. In this case, a delay 06:00 7200 7189 12 1
distribution is derived for delay values lower than the 12:00 6700 6700 0 0
specified maximum delay value. For delay values greater 18:00 | 6100 6101 0 1

than the specified maximum, the highest value of delay and
the number of test packets that experience delay greater
than the specified maximum are stored.

Fig 7  Additivity of packet count summaries.

Packet-count summaries are managed in hash tables,

o ] ~ . one for each test identifier and analysis window size. The
Delay distributions are stored physically as serialisedggt jgentifier and the analysis window size are treated as

objects, one for every delay distribution. These objects alspnjicit category attributes [11] and are not used for the
contain _methOdS that derive appropriate summaries from th@entification of statistical entities within the statistical
distribution data. table.

Other structures for intermediate information areg A generic architecture for network performance
possible. For example, sorted delays rather than delay

DoolbiE preprocessing
distributions may be used.

his sedbon descibes a genéc object-ofentel
architecture for an information preprocessor based on
the data structures and processing techniques described in

. . the previous sections.
Packet-count summaries include the number of tes. P

packets:

4.2  Packet-count objects

The information preprocessor receives a query
specification from a client or a higher level object. In

e transmitted over the network, .
response to this query, the preprocessor returns the

* received by the receiving test station, appropriate intprmedigte information obje_cts to the cli_ent
object. The client object can then derive the required
* |ost during communication, information from these preprocessed intermediate

information objects (Fig 8).
* duplicated during communication.
The query specification includes the start and stop times
These summaries are also required for specific analysigr analysis periods, the test identifier and the analysis
windows within the analysis period. window size for which the information is to be processed.
The preprocessor uses a query decomposer object to
Due to the additive nature of these summaries, addingecompose the original query into its component query
the packet counts calculated earlier for smaller, nonspecifications. Each component query specification has the
overlapping analysis windows (Fig 7) could derive packetinalysis period equal to a specific analysis window within
counts for large analysis windows. the original analysis period. 207
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query
specification

component
queries

query
specification

intermediate
information

intermediate
information
calculator

intermediate
information

exceptions

information
pre-processor

intermediate
information
filer

intermediate
information

Fig 8 Information preprocessor.

Each component query is passed to an intermediaspecification) into query specifications requesting
information filer object. This object manages the storage anintermediate information for specific one-hour periods
retrieval of preprocessed intermediate information objects. within the analysis window. These are called granular
objects corresponding to the component queries exist, thequeries and are used by an intermediate information filer
are retrieved and returned to the client object. Alternativelyobject to retrieve the relevant preprocessed granular
if an intermediate information object does not exist for cintermediate information from files on disk. All granular
specific component query, that component query is passedintermediate information objects corresponding to these
an intermediate information calculator object. This objecgranular queries are passed to an intermediate information
attempts to construct the required intermediate informatiocombiner object. This object combines the granular
elements from the finest granularity intermediate inform-intermediate information elements to provide the
ation elements or primitive data. All intermediate infor-intermediate information object at the requested level of
mation objects constructed by the intermediate informatiogranularity (Fig 9).
calculator are passed to the intermediate information filer,
which stores them for subsequent reuse. 6. Database performance characteristics

n this section, the performance of an information sy
The information preprocessor uses the initial quer3| using the information preprocessor (referred to a
specification to initialise  different components. delay distribution system) is compared with that o
Intermediate  information  objects  corresponding  tOjnformation system calculating the same user-requ
successive analysis windows are pulled by successivejnformation from the primitive data each time a quel
triggering an appropriate method in the informationsypmitted to it (this latter system is referred to as
preprocessor. The client object can then extract the relevapyimitive Database). These systems have been progre
information from these intermediate information objects. in Java and operate under the Solaris operating syste
Sun Sparc20 computer.
The intermediate information calculator object uses a
guery decomposer object to decompose each component The data for these tests was collected by transmitting
query (previously generated from the original queryone test packet per second on a particular network link.
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component
query

intermediate
information

granular
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information
combiner

intermediate
information

intermediate
information
generator

exceptions

granular
intermediate
information

intermediate
information
calculator

intermediate
information
filer

granular
intermediate
information

Fig9 Intermediate information calculator.

Thus in one hour of monitoring, 3600 test packets wernot exist, it attempts to derive it by combining appropriate
transmitted by the transmitting test station. finest granularity delay distribution objects. All the finest
granularity delay distribution objects that have not been

The performance of the delay distribution system wagpreprocessed need to be derived from the primitive data.

measured when: Once the required delay distribution object has been
accessed or generated, the delay distribution system
e no intermediate information was available, processes it to provide the required information.

* intermediate information was available only at the

finest level of granularity, Figure 10 shows that the performance of the delay

distribution system is higher (low response times) even for
e intermediate information objects at the required leveldthe worst-case scenario, i.e. delay distribution objects at any
of granularity were available. level of granularity are not available. This is due to the
efficient sort algorithm used. Moreover, when delay
The delay distributions (intermediate information) for distributions at the required level of granularity are
these tests were derived by assuming that the maximuavailable, the performance of the delay distribution system
delay that a packet may experience was always han t is constant and does not depend upon the analysis window
10 ms. Each delay distribution had 2000 bins. Twcsize. It should be noted, however, that, as the size of the
different types of queries were then submitted to thesPrimitive data set grows with increase in the analysis
information systems. window size, the performance of the Primitive Database
deteriorates significantly.

The first query requested the average packet delay

values for the successive 5% fastest test packets during a The second query requested the average packet delay
specific analysis window. To process this query, thevalue for all test packets transmitted and received within a
Primitive Database extracts the appropriate packet-delespecific analysis window. In this case, the Primitive
values from the primitive database, sorts them in order arDatabase simply accesses the required primitive delay
then derives the required information. On the other hand thvalues and calculates the mean delay for the specific
delay distribution system attempts to locate theanalysis window. The operation of the delay distribution
preprocessed delay distribution object. If this object doesystem is the same as in the previous case. 209
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—e— primitive database distributions of 2000 bins with respect to its performance
—=— delay distribution system when it is using delay distributions of 500 bins.
(no delay distributions available)
delay distribution system
(finest granularity distributions available)
10000 - —»— delay distribution system

——— 2000 bins delay distribution system
(no delay distributions available)

. RO . —=— 2000 bins delay distribution system
(required delay distributions available (finest granularity distributions available)
2000 bins delay distribution system
o 1000 - (required delay distributions available)
] —%— 500 bins delay distribution system
GES 100 b (no delay distributions available)
= 1000 — - ~O— - 500 bins delay distribution system
§ (finest granularity distributions available)
S oL - - 4 - - 500 bins delay distribution system
§ o (required delay distributions available)
Foe—e—x 3 X % 100 |-
7 A [N N I [N N N N SO I I | g
0 2 4 6 8 10 12 14 16 18 20 22 24 =
analysis window size, hrs 2
Fig 10  Performance comparison (query: average delay of successive@
5% fastest test packets). = =5
LA-a--4a.
1 ] ] ]
The performance of the Primitive Database is slightly 0 2 4 6 8 10 12 14 16 18 20 22 24

higher (i.e. lower response time) than the performance of analysis window size, hrs

the delay distribution system for the worst case scenario, i.(',‘:ig 12
delay distribution objects at any level of granularity are not

available. This is because sorting of primitive data values is The response time is shorter if a smaller bin size is used.

not required to calculate the mean. Moreover, there is 8Gowever, the accuracy of the results is also reduced. A

overhead in generating and storing the delay dISFI’Ib.utIO.nS Compromise between response speed and accuracy could
the finest granularity. However, if the delay distribution

X ; therefore be selected.
system reuses these preprocessed finer granularity delay

distributions, its performance is enhanced significantly7

Performance of delay distribution system for different bin sizes.

Network performance information service

(Fig 11.
o etwork performance information may need to
+— primitive database disseminated to a number of different human
—a—— delay distribution system l The inf . . f
(no delay distributions available) cqmputer C|ents._ 1€ in ormatlon requm_aments o t
1000 delay distribution system clients may vary significantly. The information service r
B (finest granularity distributions available) therefore be able to fulfil diverse information requirem
—— delay distribution system _ efficiently. This section describes a network perform
g (required delay distributions available) information server developed using Java’s Remote M
an 100} Invocation (RMI) mechanism (Fig 13).
E
[}
2
S network performance information server
2 10
()
= > counts
KA K¢ X processor
1 I I N Y NS TN A N O B A
0 2 4 6 8 10 12 14 16 18 20 22 24 query
analysis window size, hrs > ]
primitive
) i client query - data
Fig 11  Performance comparison (query: mean delay value). <
9 P (query Y ) results processor <« processor
< A
Delay distributions can be derived for a number of
different bin sizes. The choice of the bin size has 1 Y
implications on the performance of the information system delays
. . . . > processor
using these delay distributions as well as the accuracy of the

information derived from them. Figure 12 shows the
210 performance of the delay distribution system using delay Fig 13 Network performance information server.
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The server can provide three types of information Reusing packet-loss and duplication summaries is
element to a client: relatively simple due to their additive nature. Packet losses
and duplications counted at finer levels of granularity may
 primitive data as pages containing transmitted anSimply be added _to provide similar information at coarser
received data packets, levels of granularity. However, some valuable summaries
related to the delay characteristics of the network are not
e delay distributions and packet counts derived at @dditive in nature and cannot be decomposed into additive
specific level of granularity, i.e. intermediate infor- COMponents, e.g. percentiles. Reusing these summaries is
mation, therefore not possible.

* processed summaries derived at a specific level of Frequency distributions of packet-delay values,
granularity, e.g. the average delay values for thehowever, do represent a reusable data structure, which is
successive 5% fastest test packets along with thadditive; a wide variety of additive and non-additive
corresponding packet counts. summaries can then be derived from such distributions.

Distributions derived at finer levels of granularity can be

Thus clients with minimum resources (thin clients) cancombined to provide a frequency distribution at a coarser
acquire fully processed summaries from the server, wherelevel of granularity. As access to the primitive database is
clients with substantial resources (fat clients) can requereduced significantly, there is a significant enhancement in
the server to provide primitive data or intermediateth® performance of the information processing and analysis
information as available. The resources of these clients mapplications.
be exploited by caching the retrieved data and then deriving
the required summaries locally. This paper also proposes a generic object-oriented

architecture for database components that use such

The query processor receives all queries posted to tfintermediate information elements to fulfil different
server. It determines the type of information requested binformation requirements.
the client. If the request is for primitive data, the query
processor triggers the primitive data processor to providReferences
the required pages. If the client requests intermediate
information, the query processor triggers the counti sSiddiqui M H: ‘Performance measurement methodology for integrated
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