RS-232 Serial Interface





Introduction


The RS-232 interface defined by the Electronic Industries Association (EIA) relates essentially to two types of equipment. The first of these is the known as the Data Terminal Equipment (DTE) whilst the second is referred to as the Data Communication Equipment (DCE). 





DTE is capable of sending and/or receiving data via the serial interface. It is thus said to terminate the serial link. DCE is generally though of as a device which can facilitate serial data communication in conjunction with a DTE over a communication circuit, e.g., a telephone link.


�





Commonly Used RS-232 Signals


Devices using RS-232 to communicate data commonly use 9 signals divided into 3 groups. These groups are the data, control and electrical lines. These are listed in the following table





The communication and control lines used in an RS-232 connection are unidirectional, meaning that they are output at one side of the connection and input at the other side of the connection. Each signal has a particular orientation depending upon whether a device is a DCE or a DTE.





Category�
9 Pin Connector�
25 Pin Connector�
Signal Name�
Abbreviation�
�
Data�
3�
2�
Transmitted Data�
TD�
�
Data�
2�
3�
Received Data�
RD�
�
Control�
7�
4�
Request to Send�
RTS�
�
Control�
8�
5�
Clear to Send�
CTS�
�
Control�
6�
6�
Data Set Ready�
DSR�
�
Control�
1�
8�
Data Carrier Detect�
DCD�
�
Control�
4�
20�
Data Terminal Ready�
DTR�
�
Control�
9�
22�
Ring Indicator�
RI�
�
Electrical�
5�
7�
Signal Ground�
GND�
�
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It is difficult to remember the direction of TD and RD lines. TD has the ambiguous name of Transmitted Data, which could refer to either side of the connection since both can transmit data. For these lines (and many other RS-232 lines) the point of view of the DTE, i.e. the terminal, should be taken. So TD refers to data that is being transmitted and RD refers to data that is being received by the terminal.





Data Lines


The actual transmission of data between a DTE and a DCE takes place over the two RS-232 communication lines, RD and TD. The TD line handles data being transmitted from the DTE and the RD line handles the data being sent to the DTE from the DCE (e.g., modem).





TD and RD transmit asynchronous data at a fixed rate using start - stop bits for framing. A data bit at logic level 1 is represented in RS-232 by a low voltage (-3V or below) and a data bit at logic level 0 has a high voltage (+3V or above). The control lines, however, use the opposite convention.





Control Lines


The control lines are all defined to  be true or logic 1 when a positive voltage is asserted and false or logic 0 when a negative voltage is present. A floating input is undefined and can cause problems. 





RTS/CTS Pair


Basically these lines were intended for use by half duplex modems. Now as full duplex modems are generally used, their role has been changed to implement hardware handshaking. A device uses handshaking to indicate when its input buffers are full. For example, if a PC is receiving data from a  modem, it may have to suspend reading from the port while it performs a disk access. As more data comes in, the PC buffers may approach a filled up state. The PC alerts the modem of this condition by dropping the RTS line. When the buffer data has been read in, RTS can once again be asserted, telling the modem that the PC is ready to handle more data. Another example is that PC BIOS asserts RTS when it wants to send data out of the respective COM port. It waits for CTS to be asserted before sending any of its characters.





DTR/DSR


Traditionally, DTR was used to cause a modem to go off hook and to attempt to connect to a remote modem. DSR was used to indicate that the modem had made this connection. DTR would normally be low when the DTE was not actually trying to make a connection and DSR would be low when the modem was idle.





More recent modems keep DSR high when they are powered up. This is because these modems can accept commands from the DTE via the RS-232 connection at any time. The DTE also usually keeps the DTR high whenever it actually has established a connection with the modem.





DCD


DCD is only asserted by a DCE when it has established a connection with another DCE usually over a telephone line. This is an indication for the DTE that communication can take place. A low on this line indicates that the modem does not have a valid connection.





RI


Ring Indicator originates from a DCE and is used solely to indicate an incoming phone call. RI should rise and fall in lock-step with the ring cycle, which allows the software to not only detect incoming calls but also to count rings.





Electrical Lines


Pin 7 on the 25 pin connector of the RS-232 interface is reserved for a signal ground line. Because devices connected using RS-232 links can be physically separated by significant distances, their reference grounds can easily be several volts apart. The sharing of a common signal ground line ensures a common reference point for data and control lines.





Hardware Flow Control


Hardware flow control methods use RS-232 control lines to start and stop the flow of serial data. Most commonly RTS/CTS lines are used. The computer or other DTE uses RTS to start and stop the flow of data to the modem. The modem uses CTS to start and stop data from the computer.





Theoretically RTS/CTS flow control is relatively simple to implement. When the characters in the modem’s input buffer reach a high water mark, the modem turns the CTS line to low. When the DTE sees this line drop, it stops transmitting. The DTE generally will not be able to respond to the signal instantly, so there will always be a few characters that are transmitted even after the control line drops. Once the control line is brought down and the DTE stops transmitting, the modem can continue pulling characters out of its input buffer and processing them. Eventually the modem will empty its input buffer past the low water mark. At this point, the modem will reassert the CTS line and the DTE will begin transmitting characters again. Typical values for the low and high water marks would generally be 25% and 75% of the total buffer capacity.





This handshaking operation is completely symmetrical and is applied in exactly the reverse order when the computer needs to restrain the modem. The only difference in this case is that the computer uses RTS to restrain the modem.





Software Flow Control


In certain cases, hardware flow control may not be considered appropriate. It may be because it requires a properly configured cable. Certain cables do not have RTS and CTS routed through. thereby denying the use of hardware flow control. Such cables generally only used TD and RD lines to transmit and receive data.





In cases when hardware flow control is not practical or desirable, the alternative is software flow control. Traditionally, software flow control is implemented via XON/XOFF protocol. If the receiver’s input buffer fills beyond a certain point, it will send an XOFF character (Decimal 19 or Control-S) to the transmitter. When the transmitter receives this character, it knows that it has been requested to stop transmitting and does so at once. Once the input buffer occupancy of the receiver falls below a certain threshold, the receiver sends an XON character to the other side (Decimal 17 or Ctrl Q). This is a signal to the transmitter to start transmitting.





File Transfer Methods


Following paragraphs describe some of the common file transfer protocols implemented over RS-232 links.





XMODEM


The XMODEM protocol was one of the first file transfer methods that achieved a wide spread use. It is a simple protocol that allows a user to perform a binary transfer of a single file. It requires a clear 8 bit channel and no software handshaking. Many minor variants of XMODEM have sprung up over the years. The most universal is the XMODEM-CRC which uses a 16 bit CRC checksum for improved error detection instead of an 8 bit additive checksum. XMODEM-1K increases the block size from 128 to 1024 bytes giving greater utilisation of connection bandwidth. XMODEM-1K-G assumes an error free connection and does not require immediate acknowledgment of each packet. Thus it provides a near 100% utilisation of the available bandwidth.





YMODEM


YMODEM is an enhancement of the XMODEM file transfer protocol. It adds a file information packet to the XMODEM protocol so that it can send the file name, file size and date along with the file contents. Because of this extra layer in the protocol, YMODEM can also send batches of files instead of just one file at a time, leading to its often used alias YMODEM-BATCH.


ZMODEM


XMODEM and YMODEM work well under certain circumstances but they definitely suffer from limitations. They work on 8 bit communication lines and XON/XOFF or other forms of software handshaking does not suit them. The performance of XMODEM degrades substantially over packet switched networks. Moreover, XMODEM and YMODEM do not make very efficient use of their available bandwidth. 





ZMODEM was designed to overcome these problems. Firstly, ZMODEM was specifically designed to work well on packet switched networks. ZMODEM is referred to as a streaming protocol meaning that it sends data in a continuous fashion without waiting for acknowledgments of individual blocks. Instead, ZMODEM only expects to see indications of erroneous data which will interrupt the current block and cause a retransmission of bad data. ZMODEM was also designed to work in conjunction with software handshaking such as XON/XOFF and its enhancements allow it to work over 7 bit data channels.





Kermit


Like ZMODEM, Kermit was developed in an attempt to let machines from various incompatible architectures to communicate. Kermit is a carefully designed, well layered protocol with a detailed specification. Kermit is a packet oriented protocol that avoids using characters that could conflict with software handshaking or other protocol characters. It can work on either 8 bit or 7 bit channels and offers built in data compression and other advanced features. Kermit has been implemented on a wider variety of computer systems than any other protocol. However, Kermit has a significant amount of overhead in both packet formation and acknowledgment.





NULL Modem Cable


The RS-232 cable can only be used to connect a DTE (e.g. PC) to a DCE (e.g. a modem). Consider a scenario where two PCs need to be connected via the serial port. Since both PCs consider themselves DTE, both will transmit on pin 2 and receive on pin 3 of their 25 pin connectors. Thus, a cable that routes all signals straight through will be connecting the output from one PC directly to the output of the other PC, and the RD line from one PC will be connected to the RD line of the other. With outputs connects to outputs and inputs connected to inputs, the communication will not occur.





This problem is solved by connecting the PCs using the null modem. Null modem refers to the fact that this cable takes the place of the pair of modems that should be connecting the two DTEs. Remember that traditionally in the RS-232 specifications, DTEs only communicate via connection through DCEs. This cable does not seem to route any control or data lines straight through. Rather these lines are criss crossed so that, for example, the TD pin at one end is connected to the RD pin at the other and visa versa.





It makes sense that the TD and RD lines cross over with this method of wiring, the data output of one PC is connected directly to the data input of the other PC, the way things ought to work. By simply crossing wires, the effect of the modems is emulated, i.e., routing data to the appropriate lines.





