Data Communication Concepts





Introduction


Data communication is concerned with the exchange of digitally encoded information between two computing devices. The physical separation between the two pieces of equipment may vary from few tens of meters to several hundreds of kilometers.





Within the data communication community, the term data is normally reserved for describing a set or block of one or more digitally encoded alphabetic and numerical characters being exchanged between two devices. Typically, these represent a string of numbers or perhaps the contents of a computer file containing a stored document. When using the data communication facility to transfer this type of data, it is also necessary for the two communicating devices to exchange some additional control information; for example, to overcome the effect of transmission errors within the communications facility. 





In any form of digital system, the loss or corruption of a single bit (binary digit) of information can be critical. It is thus essential, when designing a communication facility for a distributed system, to ensure that adequate precautions are taken to detect and, if necessary, correct any possible loss or corruption of information during transmission. Data communication, therefore, is concerned not only with the way data are transmitted over the physical transmission medium but also with 


the techniques that may be adopted to detect and, if necessary, correct transmission errors.


with the control of the transfer rate of data.


with the format of data being transferred


and other related issues.





Networking Media


Networking hardware in different computers is connected via the network media. There is a choice between the wired and wireless media. Cables or wires are generally termed as bounded media as the signal travels through a physical media shielded on the outside by some material. The wireless media is termed as the unbounded media.





Bounded Media


Conventional computer networks use wires as the primary medium to connect computers because wires are inexpensive and easy to install. Although wires can be made from various metals, many networks use wires made from copper because it offers low resistance to electric current. Thus signals can travel further. Different types of cables have different properties. Characteristics that may be investigated while choosing an appropriate cable may include the following.


Cost. Some cable types may be more expensive than the others and, therefore, provide better signal transmission characteristics.


Installation. It may be more difficult or problematic to install some types of cables, for instance the optical fiber cables. Acquiring the skills necessary to install these cables or having them installed by a skilled technician may be an expensive process.


Capacity. Capacity of a cable provides answer to the question, How fast will it go? Normally cable speed is referred to as bandwidth and is an important characteristic of a media type. Bandwidth is usually measured in bits per second. For example, standard Ethernet cable can carry data up to the rate of 10 Mega-bits per second.


Attenuation/Maximum Distance. Attenuation is the fading of the electrical signal over a distance. The resistance, capacitance and inductance of a cable affect the rate of attenuation in a cable. Eventually, devices at the other end of a cable are unable to distinguish between the real signal and induced noise if the length of the cable exceeds a specified maximum.


Immunity to Interference. This describes how well a cable resists electromagnetic interference (EMI). EMI can play a big part in determining the cable type to be used and is determined largely by the location where the network is installed. For installation in an environment where extensive high power electrical signals are generated, cables that provide strong resistance to interference may be desirable. This is because wires act like antennas and radiate small amounts of electromagnetic energy when electric signal travel through them. This electromagnetic energy travels through the air and when it encounters another wire, this energy generates a small electric current in that wire. The amount of current generated depends upon the strength of the electromagnetic wave and the physical position of the wire.





Following paragraphs describe some of the basic characteristics of cables used for connecting computing systems





Twisted Pair. These are the cheapest media. They consist of a pair of identical insulated wires twisted together so that they are immune to the external electromagnetic interference. The number of twists in the wire determines the amount of protection. More the twists, higher is the protection. Twisted pairs are often referred to a voice grade or data grade. The latter has more twists per meter than former. Twisting also limits the effects of crosstalk which is reduced if all the signal carrying wires are close to and twisted with their return paths. 





There are two main types of twisted pair cables available, the UTP (Unshielded Twisted Pair) and the STP (Shielded Twisted Pair). UTP cables are most commonly used and are cheaper than STP cables. They are easier to install and have a good capacity. However their distances are limited due to attenuation. Moreover, as UTP cables are unshielded, they can suffer from electromagnetic interference.





STP cables are similar to UTP but have a mesh shielding that protects them from electromagnetic interference. This allows higher data transmission rates and low bit error rate. Their biggest disadvantage are their cost. Moreover, their installation is also cumbersome. STP cables need a ground wire to dissipate the electromagnetic interference they collect. It is important to note that the external shielding does not reduce attenuation but only reduces the effect of electromagnetic interference (EMI).





Coaxial Cables


The other common form of electrical wiring in the data communications world is the coaxial cable. This has a central core of, usually, solid copper wire surrounded by a braided shield, the two being separated by a solid insulator. The shield acts as the return path. Because the signal carrying conductor is always shielded, coaxial cables are much less susceptible to EMI than the twisted pair cables. They also allow much higher frequencies and hence higher data rates to be transmitted over longer distances. Many systems using coaxial cables divide the total bandwidth of the cable to allow connections between multiple stations over a single cable. 
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Advantages of coaxial cables may, therefore, be listed as follows,


Inexpensive


Easier to install


Flexible


Good EMI immunity


Higher bandwidth





Optical Fibers


An optical fiber is a long filament which guides, and hence transmits, light. For the light to be confined within the fiber, the refractive index of the core must be greater than that of the surrounding medium. Any light which strikes the interface between the core and its surroundings, at a certain range of angles, will be reflected back and will remain confined within the fiber core. Other rays will not be reflected and will be lost. The angle between the incident ray and the normal which defines whether or not the incident ray will be reflected  is known as the critical angle.
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In practice, the material surrounding the core is usually either glass with a lower refractive index, or plastic. This is in turn surrounded by a protective coating. Some light is inevitably lost through absorption or scattering, meaning that the signal is attenuated. Attenuation is dependent on the wavelength of the light used. 





Light can follow a variety of different paths through the core, ranging from along the axis with no reflections to close to the critical angle with maximum number of reflections. Clearly, the path lengths of these two extremes is different and hence the time taken for a ray of light to traverse the fiber will be different. The number of possible paths is limited because of electromagnetic propagation effects, with each possible path being described as a transmission mode. If a pulse of light is launched into a fiber, it will spread out by this effect. This effect is known as intermodal dispersion. Over a sufficient distance, the spreading effect could cause a train of pulses to merge into one another. Intermodal dispersion, thus limits the effective bandwidth (the maximum bit rate) of a fiber. The type of fiber which has many transmission modes for the light is known as multimode fiber.





If the size of the core is reduced significantly, only one mode of propagation can be supported. Such a fiber is known as single or monomode fiber. Light signals through such fibers are not subjected to intermodal dispersion. This results in an extremely high bandwidth for such cables, limited only by more complex physical effects of which the dominant is chromatic dispersion. No light source is entirely monochromatic, so light of slightly varying wavelengths will always be present in any signal. As the transmission properties of the fiber are wavelength dependent, it means that a pulse of light will spread out by this effect too. This spreading is to a far smaller extent than that caused by intermodal dispersion.





A third type of fiber does not have a sharp change of refractive index between the core and the cladding which both the monomode and multimode fibers do. Instead, the material used has a varying refractive index, maximum in the center and minimum at the outside. The light rays are bent in a curve rather than being sharply reflected and follow a kind of a sine wave path down the fiber. Although the different modes of propagation still exist, those that travel further go through material of lower refractive index, and hence go faster. If the material is made such that the refractive index changes in a parabolic way, the two effects cancel themselves out and all the light will take approximately the same amount of time to traverse the fiber. This sharply reduces the intermodal dispersion. Such fibers are known as graded index multimode fibers.





Both intermodal and chromatic dispersion limit the available bandwidth by pulse spreading. This effect is distance dependent, so their effect will be linearly related to the length of the fiber link. Consequently, the amount of information that a fiber can carry can be described by its bandwidth length product. For example, a typical monomode fiber has a capacity of 100 GHz - km. So a 10 km length of monomode fiber would exhibit an effective bandwidth of about 10 GHz. 





Although optical fiber cables provide high bandwidth, low attenuation and immunity from EMI interference, they are expensive and cumbersome to install.





Unbounded Media


Unbounded or wireless media does not use any physical connectors between the two communicating devices. Usually the transmission is sent through the atmosphere at varying distances. Wireless media is used when physical obstruction or distances block the use of normal cables, or when installation of cables is not a viable option.





Radio Waves and Microwaves


Data can be sent between two or more systems by modulating electromagnetic waves (also known as the carrier signal). Depending upon the frequency of the carrier wave, this is known as microwave transmission or radio wave transmission. Microwaves generally have frequencies ranging from 3 to 30 GHz whilst radio waves can be anything from 30 kHz to 3 GHz. The transmission characteristics of electromagnetic waves vary with frequency. They are only suitable for point to point links at the top end, but can provide true broadcast at the low end. The bandwidth available for a given data transmission channel will also depend upon the frequency of the carrier wave. The lowest end of the electromagnetic spectrum is not feasible as the bandwidth of each channel and, therefore, the data rate is too limiting. 





The electromagnetic spectrum is divided into internationally agreed bands which are allocated by government agencies for specific purposes (i.e., broadcast, TV, navigation and so on). Data communication users must, therefore, be licensed for transmission in agreed parts of the spectrum. 





Radio wave transmissions can be divided into the following categories,





Low power single frequency systems transmit on one frequency and have low output power. The normal operating distance of these devices is 20 to 25 miles. These are generally considered as the most inexpensive wireless equipment. Depending upon the type of equipment, devices may come pre-configured, or a trained technician may need to be employed to perform fine tuning. Their advantages include high data rates (1 - 10 Mbps). However, they usually suffer from EMI. Moreover, as they are low powered devices, their range is limited to a single office block or a building.


High power single frequency systems are functionally similar to the low power single frequency systems but due to the high power output, they can communicate over greater distances. Their disadvantages include higher installation and maintenance costs . Moreover they are also susceptible to EMI.


Spread Spectrum Systems use several frequencies to provide reliable data transmissions that are resistant to interference. Moreover, transmissions are more secure. Direct Sequence Modulation can be used where the data is broken down into chips which are transmitted across several frequencies. The receiver knows which data to collect on different frequencies and assembles data accordingly. Alternatively, frequency hopping systems can be used which use strict timing to switch frequencies. Both senders and receivers are set to change frequencies at a specific time. Bursts of data are sent on one frequency and then the machine switches to another frequency for the next burst.





Microwave data communication systems can either be terrestrial or satellite systems. Terrestrial systems are used to transmit wireless signals across a few miles (usually line of sight). These use directive antennas to provide true point to point data communication links. For larger distances, relay towers can be used as repeaters to extend the distance of transmission. These systems generally use licensed frequencies in the low gigahertz range. However, installation of these systems can be cumbersome as the transmitting and receiving antennas need to be aligned.





Alternatively, satellite microwave transmission systems transmit signals globally. These use satellites in orbits high above the surface of the earth. Satellite dishes are used to send signals to the satellites where these are re-transmitted back to the receiver station. These systems also use directive antennas. Large distances that these signals need to travel usually introduce propagation delays which can vary from one second to several seconds. The main disadvantage of such systems is the cost. Satellites as well as the transmission and reception stations are usually owned by telecommunication companies and users subscribe to a channel to communicate their data.





Infrared.


Infrared frequencies are just below the visible light. These high frequencies allow high speed data communication. These are, however, affected by objects obstructing the sender or receiver and by interference from other light sources. These systems are immune to EMI and can be used successfully where certain type of cable media fail. Infrared is limited to a small area (e.g., within a small room) and usually require that the transmitter be pointed towards the receiver. Infrared technology can be used to implement cheap networks for mobile computers in a limited area.





Laser


Laser is a highly directive beam of light which can stay focused over a long distance. Thus it can be used for point to point communication. The laser transmitter and receiver equipment is mounted in a fixed position, often on a tower, and aligned so that the transmitter at one location sends its beam of light directly to the receiver at the other. 





Like a microwave transmission, light from a laser must travel in a straight line and must not be blocked. Unfortunately, a laser beam cannot penetrate vegetation or weather conditions such as snow and fog. Thus laser communication system has a limited use.





Some Important Data Communication Concepts


Handshaking


Handshaking is the way in which the data flow across an interface is regulated and controlled. There are two distinct kinds of handshaking - software handshaking and hardware handshaking.





Software handshaking occurs when one device controls the flow of data to and from another device by the contents of the data. For example, one way to control the flow of data to a printer is by having the computer send it lines of characters, one at a time. After each line has been transmitted, the computer transmits a special character signaling the end of line. It then waits for the printer to accept the line and print it. Once the printer has printed the line, it sends a character back to the computer requesting for the next line to be printed.





By contrast, hardware handshaking occurs at a more fundamental level. For example, in the above mentioned scenario, if hardware handshaking is used, the printer forces the computer to pause sending characters just by changing the voltage on a wire. Thus it solves the communication problems at the most basic hardware level, i.e., with wires and voltages instead of programs and code. The disadvantage of this type of handshaking is that it can be used only where the devices which need to communicate can be connected using a suitable cable.





Parity


The parity bit helps to detect single bit errors that may occur during transmission. The value of parity bit is determined by counting the number of 1s in the character code. If the number of 1s is an odd number and even parity is desired, then the parity bit is set to 1 so that there are even number of 1s in the character bits plus the parity bit.





If on the other hand, odd parity is desired and the character is the same (i.e. with odd number of 1s), then a 0 is selected for the parity bit so that the number of 1s is odd. The parity generating circuit in the transmitter counts the number of 1s in the character to be sent and sets the parity bit as required. The receiving unit also counts the number of 1s and determines what the parity bit should be. Then it compares the received parity bit to the calculated parity bit. If the parity bits match then no error is assumed. Alternatively, if the parity bits do not match, then data error is detected by the receiver.





Parity does not mean that all drop outs and changed bits will be detected. For instance, if an even number of 1s were lost, then the number of 1s would still be odd or even as before the error. There are better ways of testing for loss of data but because parity provides an easy and simple method, it is frequently used in the start stop asynchronous protocol.





Communication Directionality


Three different modes exist which specify the direction of communication. Simplex mode is used when data are to be transmitted in one direction only, for example, in a data logging system in which a  monitoring device returns a reading to the data collection facility at regular intervals. 
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Communication Directionality


Half duplex mode is used when the two interconnected devices wish to exchange data alternatively, for example, if one of the devices only returns some data in response to a request from the other. Clearly, it is necessary for the two devices to be able to switch between send and receive modes after each transmission. Duplex mode (also referred to as the full duplex mode) is used when data are to be exchanged between the two connected devices in both directions simultaneously, for example, to achieve higher throughput, data can be made to flow in each direction independently.





Parallel Data Communication


The smallest element of digital information is known as a bit or a binary digit. Information is processed inside a computer as digital words, where each word consists of several bits. The most common size used for a digital word is known as a byte. A byte consists of 8 bits. Words in a digital computer may be 1, 2 or 4 bytes long. Parallel data communication is said to exist when all bits of a digital word are transferred simultaneously from the transmitter to the receiver.





The following figure shows the parallel communication between two systems, A and B. The word size selected is a byte or 8 bits. To simultaneously transfer a byte from system A to system B, 8 physical data lines are required, one to carry each bit. Additionally, signals are also required to control the transfer of each byte. The ground line provides the signal ground for the 8 data lines and the control lines. 





When system A has data to send, it places the data signals on the data lines (D0 to D7). Then it asserts the send signal, as shown below. System B uses the rising edge of the send signal to latch the data into its buffers. Then system B responds to the send signal with a reply signal which tells system A that it has received this information and that system A can remove the information from the data lines. System A then drops its send signal. When system B has used the data in accordance with its function, it will drop the reply signal. This tells system A that system B is ready to receive more data.
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Parallel Data Transfer
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Timing Diagram for Parallel Data Transfer





A bus is a set of wires used to communicate data between two devices. As mentioned above, parallel transfers are in a multiple of 8 bits and require a data bus of as many lines in addition to the lines used to represent the control signals. For short distances, parallel data communication provides a means for high speed data transfer. Parallel communication is widely used inside the CPU to communicate  data between various components. Additionally, some parallel communication interfaces have also been developed to connect computers to peripherals located in close proximity. Examples include the HPIB (Hewlett Packard Instrument Bus) which is widely used to connect controller computers to instruments in an ATE (Automatic Test Equipment). Another famous parallel interface is the PC’s parallel printer port.





Serial Data Transfer


Serial data transfer is accomplished by transmitting bits of a digital word or data block one at a time over a single data line. Thus if 8 bits need to be transferred using a serial data link and it takes one time unit to transfer one bit, the whole word will be communicated in 8 time units. 
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Serial Data Transfer





Information inside the computer is usually stored and moved in parallel on the system busses as the distances inside the computer are relatively small and it is easier to implement a parallel communication mechanism. However, to transfer data to another computer or a peripheral device, it needs to be converted into serial format. The reverse operation needs to be performed at the receiver, i.e. the data needs to be converted into parallel so that it may be used by the receiving device. This can be seen in the figure shown above





The transmitter uses the clock signal to shift each bit of the digital word out to the serial link. It can be assumed that the transmitter has only one byte buffer and it also has a sliding pointer connected to the serial link. With each trailing edge of the clock, the sliding pointer shifts to the next bit position in the transmitter. Once the sliding pointer rests on the bit position, the bit value is placed on the serial link. After the last bit has been transferred, the sliding pointer is repositioned to the first bit on the next trailing edge of the clock. A similar operation occurs at the receiver. With each trailing edge of the clock, the sliding pointer is advanced one bit and the data bit on the serial data link is latched into the appropriate bit position. Once all the 8 bits have been latched into their appropriate positions, the complete digital word is read from the receiver. This operation is shown below,
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Serial Data Transfer : The Wiper Abstraction





Serial data transfer generally offers lower throughput as compared to parallel data transfer for the same clock rate. However, as the data link is implemented using only one wire (in most cases) for each direction, good quality cables can be afforded. This allows communication of data over long distances (i.e., across buildings etc.). Moreover, installation and troubleshooting of serial data cables is also not as cumbersome as that of parallel data cables. 





The main issue in serial data communication is the synchronisation of the transmitter and receiver clocks. Even if these clocks operate at the same frequency, they must have their edges synchronised. Lack of synchronisation may lead to errors in conversion of data from serial to parallel at the receiver. The simplest method of achieving synchronisation is to use the same clock at the transmitter and the receiver. For example, the clock at the transmitter can be connected to the receiver’s clock input via separate link. This method is wasteful as a complete link is used to provide synchronisation. However, it may find practical use if the transmitter and receiver are in close proximity.
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Transporting Transmitter’s Clock for Synchronisation





Based on how the clocks at the transmitter and at the receiver are synchronised, serial data communication is divided into two types, asynchronous data communication and synchronous data communication.





Asynchronous Serial Data Communication


This method of transmission is primarily used when the data to be transmitted are generated at random intervals, for example, by a user at a VDU communicating with a computer. Clearly, with this type of communication, the user keys in each character at an indeterminate rate with possibly long random time intervals between each successive character typed. This means that the signal on the transmission line will be in the idle (off) state for long time intervals. With this type of communication, therefore, it is necessary for the receiver to be able to re-synchronise the start of each new character received. To accomplish this, each transmitted character (or more generally, item of user data) is encapsulated or framed between additional start and stop bits.





In this mode, data is broken down into one character or one byte at a time for transmission. The receiver must be able to identify the start of a character and its size (in bits). It is assumed that an idle level is maintained on the line which changes to an active level for one bit period to indicate the start of a character. The character is then transmitted together with an optional parity bit (used for error checking) before the line returns to the idle level for a minimum of one bit period. The receiver clock is synchronised with the transmitter clock upon the reception of the start bit that is transmitted with each character.
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Frame Format - Asynchronous Data Communication





This method used for distinguishing between characters is often referred to as a stop start protocol. Note that the data line is high until data is to be sent. Then the data line is brought low for one time unit, i.e., the time for one serial bit. This is known as the start bit. It is followed by the serial bits of the character, with the least significant bit first. Often a parity bit is also included. Finally, one or more stop bits are sent. The total number of bits sent for a character, including the start, parity and stop bits is referred to as the frame.





Both the transmitter and receiver use clocks to send and receive data bits, respectively. The receiver uses a clock which is N times faster than the transmitter clock. For synchronisation, the receiver re-times its clock on the negative edge of the transition from one to zero of the start bit. Then it uses its new timing to find the middle of the start bit. After that, it samples the received signal after every bit period. As a result, even if the receiver clock is slightly fast or slow, it does not cause an error as the sample strobe still occurs within each bit period.





Various parameters of the basic frame used in asynchronous communication have to be specified and both ends of the link must have agreed to the values of these parameters before the transmission of real data. First priority is to agree on the time period of each bit. Its value can be pre-determined but it is also possible for the receiver to use the first few transmitted characters to workout the transmission rate. A special known character (usually a carriage return) need to be transmitted continuously in the beginning of the communication session so that the receiver can adjust the data bit period. By sampling the length of the first bit in this known bit pattern, the receiver can establish the transmission rate. This feature is known as autobaud.
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Data Reception in Serial Asynchronous Data Communication





Other parameters which can be adjusted either by prior agreement or by the transmission of a known character sequence are the number of bits per character and the use of the parity bit. The size of data character can vary between 5 and 8 bits. If the parity bit is used, it can be even or odd.





Synchronous Serial Data Communication


Asynchronous transmission is normally used when the rate at which characters are generated is indeterminate and hence the transmission line can be idle for long periods between each transmitted character. The use of additional bits per characters for framing purposes is, therefore, not important. However, in many applications, for example, computer to computer communications, there is often a need to transmit large blocks of data that have already been pre-assembled ready for transmission. Clearly, the use of additional framing bits per character then becomes wasteful. Also because of the clock synchronisation method used in asynchronous schemes, asynchronous transmission can only be used reliably at very low data rates, i.e. below 33.6 kbps. An alternative and a more efficient approach for the transmission of complete blocks of data is to transmit each complete block (or frame) as a single entity.





Using synchronous transmission, the complete block or frame of data is transmitted as a single bit stream with no delay between each 8 bit element. To enable the receiving device to achieve the various levels of synchronisation


the transmitted bit stream is suitably encoded so that the receiver can be kept in bit synchronism


all frames are preceded by one or more reserved bytes or characters to ensure that the receiver reliably interprets the received bit stream on the correct byte or character boundaries (byte/character synchronism)


the contents of each frame are encapsulated between a pair of reserved bytes or characters.





The latter ensures that the receiver, on receipt of the opening byte or character after an idle period, can determine that a new frame is being transmitted whereas the closing byte or character signals the end of frame. During the period between the transmission of successive frames idle synchronisation bytes or characters are continuously transmitted to allow the receiver to retain bit and byte synchronism. Alternatively, each frame is preceded by one or more special synchronising bytes or characters to allow the receiver to regain synchronism.
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Synchronous Serial Frame Transmission





It is necessary to ensure that the special start and end of frame bytes or characters are unique, i.e., they are not present in the contents of the frame being transmitted. There are two alternative ways of organising a synchronous data link frame. These are known as character oriented and bit oriented schemes. The essential difference between these two methods is in the way the start and end of frame is determined. With a bit oriented system, it is possible for the receiver to detect the end of a frame at any bit instant and not just on a 8 bit boundary. This implies that a frame may by N bits long, where N is an arbitrary number.





Character Oriented Schemes


With such a scheme, each frame to be transmitted is made up of a variable number of 7 or 8 bit characters. These characters are transmitted as a contiguous string of binary bits with no delay between them. The receiving device, having achieved clock synchronisation, must be able to


detect the start and end of each character (character synchronism)


detect the start and end of each complete frame (frame synchronism)





The most common character oriented scheme used in the binary synchronous control protocol is known as Basic Mode. This protocol is primarily used for the transfer of alphanumeric characters between communities of intelligent terminals and computers. The following paragraphs describe one frame format which is normally used to transmit a block of data, i.e. the information frame.





When using Basic Mode, the transmitting device achieves character synchronism by transmitting two or more special synchronisation characters (known as SYN) immediately before each transmitted frame. The receiver at startup or after an idle period scans the received bit stream, one bit at a time, until it detects the known pattern of the SYN character. This results in the receiver achieving character synchronisation and the subsequent string of binary bits is then treated as a contiguous sequence of 7 or 8 bit characters as defined at setup time.





A start of text (STX) character is used to signal the start of a frame and the end of text (ETX) character is used to signal the end of a frame. Thus as each character in the frame is received following the STX character, it is compared with the ETX character. If the character is not an ETX character, the frame contents are processed. This scheme is satisfactory provided the data transmitted are made up of strings of printable characters entered at a keyboard. Thus there is no possibility of an ETX control character being present within the frame contents. If an ETX character is present, this would cause the receiver to terminate the reception process abnormally.
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Basic Frame Format





In some applications, however, the contents of a frame may not be a character string. Instead, the frame may contain the binary contents of a file. For this type of applications, it is necessary to take additional steps to ensure that if the frame termination character occurs inside the frame, the reception is not terminated abnormally. To achieve this with a character oriented transmission control scheme, a pair of characters is used to signal the start of a frame and also the end of a frame. A pair of characters is necessary to achieve data transparency : to avoid the abnormal termination of a frame due to the frame contents containing the end of frame character sequence. This additional character is known as the Data Link Escape (DLE) and is inserted before STX and ETX characters which signal the start and end of the frame, respectively, as well as other DLE characters occurring within a frame. This process is known as character/byte stuffing. Thus the DLE-STX sequence signals the start of the frame and the DLE-ETX sequence signals the end of the frame. If, within the frame, DLE-DLE sequence is detected, the second DLE character is discarded.
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Byte Stuffing in Byte Oriented Protocols





Bit Oriented Schemes


With a bit oriented scheme, each transmitted frame may contain an arbitrary number of bits which is not a multiple of 8. Some opening and closing flag fields indicate the start and end of the frame (generally the bit sequence 01111110). Thus to achieve data transparency with this scheme, it is necessary to ensure that the flag sequence is not present in the frame contents. This is accomplished with use of zero bit insertion or bit stuffing. As the frame contents are transmitted, the transmitter detects whenever there is a sequence of 5 contiguous binary 1 digits and automatically inserts an additional binary 0. Thus the flag sequence 01111110 can never be transmitted between the opening and closing flags. 





The receiver, after detecting the opening flag of a frame, monitors the incoming bit stream and whenever it detects a binary 0 after 5 contiguous binary 1s, the receiver removes the 0 from the frame contents. 
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Bit Oriented Scheme : Frame Structure and Bit Stuffing





Clock (Bit) Synchronisation


With asynchronous transmission, a separate clock is utilised at the receiver whose frequency is typically several times higher than the transmitted bit rate. On receipt of the leading edge of the start bit of each character envelope, the receiver uses this, together with its local clock, to estimate the center of each bit cell period. This approach is acceptable for asynchronous transmission since:


the maximum bit rate used with an asynchronous scheme is relatively low.


the encoding method ensures that there is a guaranteed synchronising edge at the start of each character.





With synchronous transmission, however, start and stop bits are not used. Instead, each frame is transmitted as a contiguous stream of binary digits. It is necessary, therefore, to utilise a different clock (bit) synchronisation method. Two alternative methods are used to overcome this problem. Either the clocking information (signal) is embedded into the transmitted bit stream and subsequently extracted by the receiver, or the information to be transmitted is encoded in such a way that there are sufficient number of guaranteed transitions in the transmitted bit stream to synchronise a separate clock held at the receiver. Following paragraphs discuss both these methods.





Clock Encoding and Extraction


Two basic methods are used to embed timing information into a transmitted bit stream. The first method is known as bipolar encoding. Here, the bit stream to be transmitted is encoded so that a binary 1 is represented by a positive pulse and a binary 0 as a negative pulse. Clearly, each bit cell in the transmitted data stream contains clocking information and the clock can be readily extracted from the received waveform. Since, with this method, the waveform returns to 0 voltage level after each encoded bit (positive or negative) the encoded signal is referred to as a return to zero or simply RZ waveform. Three distinct amplitude levels are required with an RZ waveform to represent the transmitted bit stream.
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Bipolar Encoding and Clock Extraction





The second coding scheme is named the Manchester encoding scheme. It requires only two voltage levels and the resulting waveform is referred to as non-return to zero (NRZ) waveform. This scheme relies on the presence of a positive or a negative transition at the center of each bit period which means that the clock can be extracted. With bipolar encoding, the extracted clock is used to sample (clock) the incoming bit stream at the center of each bit cell while with Manchester encoding sampling is performed during the second half of each bit cell.





�





Manchester Encoding and Clock Extraction





Data Encoding and Clock Synchronisation


An alternative approach to encoding the clock in the transmitted bit stream is to utilise a stable clock source at the receiver which is kept in time synchronism with the incoming bit stream. However, as there are no start and stop bits with a synchronous transmission scheme, it is necessary to encode the information in such a way that there are always sufficient bit transitions (1(0 or 0(1) in the transmitted waveform to enable the receiver clock to be re-synchronised at frequent intervals. One approach is to pass the data to be transmitted through a scrambler which has the effect of randomising the transmitted bit stream and hence removing contiguous strings of 1s or 0s. Alternatively, the data may be encoded in such a way that suitable transitions are always naturally present.





Such encoding results in a signal which is referred to as the non-return to zero inverted (NRZI) waveform. With NRZI encoding (also known as differential encoding), the signal level (0 or 1) does not change for the transmission of a binary 1 whereas a binary 0 does cause a change. This means that there will always be bit transitions in the incoming signal of an NRZI waveform, provided there is no contiguous stream of binary 1s. On the surface, this may seem no different from the normal NRZ waveform but, as was described previously, if a bit oriented scheme with zero bit insertion is adopted, an active line will always have a binary 0 in the transmitted bit stream after at least every five bit cells. Consequently, the resulting waveform will contain a guaranteed number of transitions, since long strings of 0s cause a transition every bit cell, and this enables the receiver to adjust its clock so that it is in synchronism with the incoming bit stream.
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NRZI (Differential) Encoding 





Analog Data Transmission


In many cases, the characteristics of the communications channel, for example bandwidth restrictions, makes it difficult or impossible to transmit digital data, however it is encoded. The most commonly quoted example is that of a public switched telephone network (PSTN), which is severely limited between 400 Hz and 3.4 kHz.





The range of signal frequencies that a circuit can pass is known as it bandwidth. Thus PSTN is said to have a bandwidth of only 3 kHz (3400 - 400). This means that a telephone line will not pass very low frequency signals which may arise, for example, if the data stream to be transmitted is made up of a continuous string of binary 1s and 0s. For this reason, it is not possible to simply apply two voltage levels to the telephone line, since no output will be obtained for both levels if the binary data stream was all 1s or all 0s.  Other examples are optical fiber channels, which can only pass frequencies in the hundreds of GHz range, or radio wave and microwave channels which could similarly not support direct digital transmission.
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Analog Signals





In all of these cases, the information content of the digital signal has to be carried by an analog waveform which is suitable for transmission over the particular channel. In order to carry the information, some property of the analog wave has to be modified in relation to the original digital signal. The analog signal is known as the carrier signal. The properties of the carrier signal that can be changed by the transmitter and recognised by the receiver are its amplitude, frequency and phase. Simple schemes keep two of these properties constant whilst changing the third. However, it is becoming increasingly common to combine amplitude and phase changes into one scheme.





The process of changing the properties of a carrier wave in relation with an information signal is known as modulation. The process of detecting the actual information signal from the modulated carrier wave is known as demodulation. Circuits that perform modulation of a carrier wave are known as modulators and the circuits that perform demodulation to retrieve the information signal from the modulated carrier signal are known as demodulators. Since each side of a data link must normally both send and receive data, the device that can perform the modulation and the demodulation operations is known as a modem (after MOdulator/DEModulator).





The scheme in which the level or amplitude of a single frequency analog signal is switched or keyed between two levels is known as amplitude shift keying (ASK). The switching rate is determined by the transmitted binary data signal. The frequency of the carrier signal is selected to be within the acceptable range of frequencies for use with the channel. This type of modulation, though the simplest, is prone to the effect of varying signal attenuation caused, for example, by varying propagation conditions as different routes through the network are selected. In its basic form, therefore, this type of modulation is not often used, although it is utilised in conjunction with phase modulation in more sophisticated modem designs.





The scheme in which the frequency of a fixed amplitude carrier signal is changed according to the binary stream to be transmitted is known as frequency shift keying (FSK). In the simplest case the frequency of the carrier signal is shifted between two pre-defined frequencies. If the frequency and the amplitude of the carrier signal are kept constant but its phase is shifted in relation to the transmitted data stream, the modulation is known as phase shift keying (PSK). 
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