JAAS – Java Authentication and Authorization Service
by
Omar Bashir
Abstract. This is a brief description of the JAAS (Java Authentication and Authorization Service) extracted from various online resources. The objective of this document to illustrate the programming of Java applications with integrated authentication and authorization support using simple JAAS based applications. All examples in this document use log4j for logging, therefore, reader’s familiarity with log4j logging is assumed.
Introduction
JAAS provides standardised, flexible and extensible user access control services for Java applications through authentication and authorization. Authentication is the process of verifying the identity of the user attempting to execute a specific application. Authorization, on the other hand, determines if the specific (previously authenticated) user has the privileges to execute specific operations provided by the application. Therefore, a user may be authenticated and authorised to execute a specific subset of operations but may not be authorised to execute the remaining subset. Although, this flexibility has introduced some complexity to the Java security model but the benefits far out weight the disadvantages pointed by most critics.
JAAS achieves its flexibility and extensibility through a concept of pluggability. Particularly, JAAS authentication is based on the concept of Pluggable Authentication Modules (PAM). This allows JAAS to incorporate a variety of authentication and authorisation mechanisms that may have been developed independently of JAAS.
This document aims to provide a single brief resource for developers aiming to integrate user access control in their Java applications. This document first discusses authentication and then moves on to authorization.
JAAS Authentication Principles – Subjects, Principals and Credentials
Subjects have a pivotal role in JAAS. Subject represents an entity on whose behalf the application is being executed. For the purpose of this document, subjects are assumed to be users. A subject in JAAS is represented by an object of the Subject class. An object of Subject class does not directly encapsulate user identities. Identities of users are represented by objects of the Principal class. Users can hold multiple identities, for example, their name, national insurance number, employee Id etc. In addition to identities, Principal objects can also represent different roles (e.g., administrator, super-user etc.) that the Subject is authorised to perform. Principal objects of authenticated users are contained by their respective Subject objects. 
In addition to Principals, Subjects also have credentials. A typical example of a credential is the user name – password pair. Other examples of credentials include pin numbers, biometric data and digital certificates. Credentials can be public (i.e., accessible or known globally) or private (i.e., only accessible or known by the Subject to whom the credential belongs). JAAS does not specify an interface or a class for credentials and they are treated as any other Java object.

Minimal JAAS Authentication
From the perspective of the client code, the minimal authentication interface to JAAS consists mainly of one class, the LoginModule, and one interface, the CallbackHandler. An instance of the LoginContext is used by JAAS to manage authentication of Subjects. A new LoginContext instance is required every time a Subject needs to be authenticated.
The LoginContext, on its own, does not perform authentication. It uses objects of classes implementing the LoginModule interface to perform authentication. Different LoginModule class can be implemented to provide diverse authentication facilities. A specific LoginContext can use one or more LoginModule objects to perform authentication. LoginModules to be used for a specific JAAS-based application can either be specified dynamically or in a configuration text file. These pluggable LoginModule objects provide the characteristic JAAS authentication flexibility and extensibility.
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Figure – 1

This section only discusses the use of configuration text files to specify LoginModule classes to be used in a particular LoginContext.
A typical interaction between the client code, a LoginContext object and a LoginModule object are shown in figure – 1.
CallbackHandler, as mentioned above, is an interface. Class implementing this interface are used to collect credentials for authentication. An object of a class implementing this interface is specified in the call to the constructor of the LoginContext and is used by the LoginModule object to collect the credentials for authentication. This class is, therefore, largely application dependent as different applications may require different credentials for authentication which may need to be collected via different interaction mechanisms (e.g., GUI, text prompts, etc.).
If the authentication operation is successful, the login() method of the LoginModule returns true. The LoginContext then calls commit() which is mainly used to add the Principals and credentials to the Subject. In case of a failed authentication, the LoginModule returns false, causing the LoginContext to call abort(). This method essentially performs any cleanup that may be required, e.g., removing Principals and credentials.

The code in Listing 1 is an implementation of a simple username-password based login module. The code is documented and these comments provide information for associated statements.
import java.util.ArrayList;

import java.util.Iterator;

import java.util.List;

import java.util.Map;

import javax.security.auth.Subject;

import javax.security.auth.callback.Callback;

import javax.security.auth.callback.CallbackHandler;

import javax.security.auth.callback.NameCallback;

import javax.security.auth.callback.PasswordCallback;

import javax.security.auth.login.LoginException;

import javax.security.auth.spi.LoginModule;

import org.apache.log4j.Logger;

import com.sun.security.auth.NTUserPrincipal;

/**

 * This LoginModule implementation is used to perform authenticated based 

 * on username and password. It uses the callback handler to allow the user to 

 * enter username and password. These credentials are checked against hard-

 * coded values

 *  

 * @author Omar Bashir

 *

 */

public class SimpleLoginModule implements LoginModule {


/**


 * Reference to the CallbackHandler.


 */


private CallbackHandler callbackHandler = null;


/**


 * Reference to the subject to be authenticated.


 */


private Subject subject = null;


/**


 * List of Principals for the subject.


 */


private List principalsList = null;


/**


 * List of credentials for the subject


 */


private List credentialsList = null;


/**


 * A centralised logging system for debugging and information reporting.


 */


private Logger logger = Logger.getLogger(SimpleLoginModule.class);


/**


 * Method to clean up the subject if the authentication fails.


 * @return Always true.


 * @throws LoginException If there is an error performing the cleanup.


 */


public boolean abort() throws LoginException {



logger.debug("abort Called");



cleanup();



logger.debug("abort Ended");



return true;


}


/**


 * Method to clear the Principals and Credentidals from the subject.


 * @throws LoginException If there is an error performing the cleanup. 


 */


private void cleanup() throws LoginException{



subject.getPrincipals().removeAll(subject.getPrincipals());



subject.getPublicCredentials().removeAll(subject.getPublicCredentials());



// Private credentials are omitted here as they can only be accessed if



// specific permissions are provided. This will be touched upon after the



// discussion on permissions.



if (!(subject.getPrincipals().isEmpty() &&  




  subject.getPublicCredentials().isEmpty())){




throw new LoginException("Error cleanup in abort");



}


}


/**


 * Method to associate Principals and credentials with the subject.


 * @return Always true.


 * @throws LoginException If principalsList or credentialsList are null.


 */


public boolean commit() throws LoginException {



logger.debug("commit Called");



if ((null == principalsList) || 




(null == credentialsList)){




throw new LoginException("Principal or Credential Lists are null");



} else {




Iterator itr = principalsList.iterator();




while (itr.hasNext()){





subject.getPrincipals().add(itr.next());




}




itr = credentialsList.iterator();




while (itr.hasNext()){





subject.getPublicCredentials().add(itr.next());




}



}



logger.debug("commit Ended");



return true;


}


/**


 * Method to authenticate the object. It authenticates the Subject against


 * a hardcoded username and password for this example.


 * @return true if successfully authenticates, false otherwise.


 * @throws LoginException if login fails.


 */


public boolean login() throws LoginException {



boolean reply = false;



logger.debug("login Called");



if ((null == subject) || (null == callbackHandler) ||




(null == principalsList) || (null == credentialsList)){




throw new LoginException("Error initialising object or login called before calling initialize");



} else {




Callback[] callbacks = new Callback[2]; // These callbacks are used by the 









// callback handler to provide credentials.




callbacks[0] = new NameCallback("Enter your name:");




callbacks[1] = new PasswordCallback("Enter your password:", false);




// The second argument in the PasswordCallback sets echo off, i.e., 




// the password entered is not displayed to the user.




try{





// Because the CallbackHandler interacts with Subjects, it may





// throw exceptions that should be handled and forwarded as LoginExceptions





// to the client code.





callbackHandler.handle(callbacks);




} catch (Exception exp){





throw new LoginException(exp.toString());




}




// If the CallbackHandler processes without throwing exceptions, authentication




// operations can be performed.




NameCallback nameCallback = (NameCallback) callbacks[0];




PasswordCallback passwordCallback = (PasswordCallback) callbacks[1];




reply = nameCallback.getName().equals("OmarBashir") && 






new String(passwordCallback.getPassword()).equals("TmpPassword");




principalsList.add(new NTUserPrincipal(nameCallback.getName()));




credentialsList.add(nameCallback.getName());



}



logger.debug("login Ended");



return reply;


}


/**


 * Performs a logout. Clears the Principals and Credentials.


 * @return true always.


 * @throws LoginException if clean up fails.


 */


public boolean logout() throws LoginException {



logger.debug("logout Called");



cleanup();



logger.debug("logout Ended");



return true;


}


/** 


 * Method to initialise this login module.


 * @param subject The Subject object to be authenticated.


 * @param callbackHandler The CallbackHandler object to be used to 


 * gather credentials.


 * @param sharedState The state shared between LoginModules used by the


 * same LoginContext.


 * @param options Various options specified to the LoginModule in the


 * login Configuration.


 */


public void initialize(Subject subject, CallbackHandler callbackHandler, 







   Map sharedState, Map options) {



logger.debug("initialize Called");



this.subject = subject;



this.callbackHandler = callbackHandler;



principalsList = new ArrayList();



credentialsList = new ArrayList();



logger.debug("initialize Ended");


}

}
Listing – 1

Listing – 2 provides a simple implementation of the CallbackHandler. It only supports two callbacks, the NameCallback and the PasswordCallback. It prompts users to enter their username and password credentials on the console.
import java.io.BufferedReader;

import java.io.IOException;

import java.io.InputStreamReader;

import javax.security.auth.callback.Callback;

import javax.security.auth.callback.CallbackHandler;

import javax.security.auth.callback.NameCallback;

import javax.security.auth.callback.PasswordCallback;

import javax.security.auth.callback.UnsupportedCallbackException;

/**

 * This is a simple callback handler that prompts uses to input user names and passwords 

 * via text prompts. It uses only two callbacks, the NameCallback and the PasswordCallback

 * to collect the username and password.

 * 

 * @author Omar Bashir

 *

 */

public class SimpleCallback implements CallbackHandler {


/**


 * Method to enter a string from the keyboard.


 * @param prompt Prompt to be displayed to the user.


 * @param echoOn Flag to indicate if the entered string is to be 


 * displayed. Please note that this does not work in Java 1.4.2, the 


 * version that I am writing and testing this code on. It is possible to 


 * enter passwords without displaying the text in Java 6 using 


 * java.io.Console.


 * @throws IOException in case of error entering data.


 */


private String getString(String prompt, boolean echoOn) throws IOException{



String inData = null;



System.out.print(prompt+":");



BufferedReader reader = new BufferedReader(new InputStreamReader(System.in));



inData = reader.readLine();



return inData.trim();


}


/**


 * Obtain the username and password and return to the user via the provided callbacks.


 * @param callbacks The callback array passed by the LoginModule.


 * @throws IOException in case of an error inputting user credentials.


 * @throws UnsupportedCallbackException If any of the callbacks passed is other


 * than the NameCallback or PasswordCallback.


 */


public void handle(Callback[] callbacks) throws IOException,




UnsupportedCallbackException {



for (int i = 0; i < callbacks.length; i++){




if (callbacks[i] instanceof NameCallback){





String name = getString(((NameCallback) callbacks[i]).getPrompt(), true);





((NameCallback) callbacks[i]).setName(name);




} else if (callbacks[i] instanceof PasswordCallback){





String password = getString(((PasswordCallback) callbacks[i]).getPrompt(), 







  
     ((PasswordCallback) callbacks[i]).isEchoOn());





((PasswordCallback) callbacks[i]).setPassword(password.toCharArray());




} else {





throw new UnsupportedCallbackException(callbacks[i]);




}



}


}

}
Listing – 2
Listing – 3 provides a simple application that authenticates the users using LoginContext. Once the user is authenticated, the Subject is obtained. The set of Principal and public credentials are retrieved from the Subject and listed.
import java.util.Iterator;

import java.util.Set;

import javax.security.auth.Subject;

import javax.security.auth.login.LoginContext;

/**

 * A simple authentication application. It only prompts the user for user name 

 * and password and authenticates them against a fixed user.

 * @author Omar Bashir

 */

public class SimpleLoginApp {


/**


 * Application entry point.


 * @param args Command line arguments, none given.


 */


public static void main(String[] args) {



try{




LoginContext loginContext = new LoginContext("SimpleLoginApp",










      new SimpleCallback());




loginContext.login();




Subject subject = loginContext.getSubject();




Set principals = subject.getPrincipals();




Set credentials = subject.getPublicCredentials();




System.out.println(“*** Authenticated”);




Iterator itr = principals.iterator();




System.out.println(“*** Principals”);




while (itr.hasNext()){





System.out.println(itr.next().toString());




}




itr = credentials.iterator();




System.out.println(“*** Credentials”);




while (itr.hasNext()){





System.out.println(itr.next().toString());




}



} catch (Exception exp){




exp.printStackTrace();



}


}

}

Listing - 3

Please note that although a specific reference is made to the SimpleCallback class that implements the CallbackHandler for this application, but no explicit reference is made to the SimpleLoginModule class that implements the LoginModule interface for this application. In the simplest case (as now), JAAS is configured to use this implementation of the LoginModule by specifying it in a login module properties file. Contents of such a file (conf.txt) for this application are shown in Listing – 4.

SimpleLoginApp

{


SimpleLoginModule REQUIRED;

};
Listing - 4
The first line in Listing – 4 specifies the name for this specific configuration group and should be specified as the first argument to the constructor of the LoginContext wanting to use this configuration. The text following the name of the LoginModule is a control flag that specifies if the authentication by this LoginModule is required to succeed or its success is optional. Table – 1 lists the control flags that can be specified.

If an application requires a number of different login contexts for authentication, a number of configuration groups can be specified within the same configuration file with different names. Moreover, more than one LoginModule classes can also be specified within a configuration group. For authentication to succeed in such a case, all LoginModule classes specified as REQUIRED must succeed in their individual authentication. When all modules succeed in authenticating the Subject, commit() method of all the modules are called. Even if one of required modules fails authentication, abort() method for all the specified modules are called. Because a number of LoginModule classes can be specified for a particular LoginContext, JAAS authentication is also referred to as being stackable. The LoginModules are processed in the order in which they are specified.
	Control Flag
	Operation

	REQUIRED
	The LoginModule must succeed. The LoginContext calls all specified modules regardless of their result.

	REQUISITE
	The LoginModule must succeed. The LoginContext discontinues calls to other specified modules after the first one that fails.

	SUFFICIENT
	The LoginModule is not required to succeed but if it does, no other LoginModules are called.

	OPTIONAL
	Whether the LoginModule succeeds or fails, authentication of other modules continues.


Table - 1

This application can be executed with the following command,

java -Djava.security.auth.login.config=conf.txt -cp .;log4j.jar SimpleLoginApp
The above command implies that conf.txt, log4j.jar and all the class files for the application are in the current working directory.

The following lines show the program’s output if wrong username and password are entered.

0    [main] DEBUG SimpleLoginModule  - initialize Called

15   [main] DEBUG SimpleLoginModule  - initialize Ended

15   [main] DEBUG SimpleLoginModule  - login Called

Enter your name::Noddy
Enter your password::Sleepy
9156 [main] DEBUG SimpleLoginModule  - login Ended

9172 [main] DEBUG SimpleLoginModule  - abort Called

9172 [main] DEBUG SimpleLoginModule  - abort Ended

javax.security.auth.login.LoginException: Login Failure: all modules ignored

        at javax.security.auth.login.LoginContext.invoke(LoginContext.java:779)

        at javax.security.auth.login.LoginContext.access$000(LoginContext.java:129)

        at javax.security.auth.login.LoginContext$4.run(LoginContext.java:610)

        at java.security.AccessController.doPrivileged(Native Method)

        at javax.security.auth.login.LoginContext.invokeModule(LoginContext.java:607)

        at javax.security.auth.login.LoginContext.login(LoginContext.java:534)

        at SimpleLoginApp.main(SimpleLoginApp.java:22)

The following lines show the program’s output if the correct username and password are entered.
0    [main] DEBUG SimpleLoginModule  - initialize Called

0    [main] DEBUG SimpleLoginModule  - initialize Ended

0    [main] DEBUG SimpleLoginModule  - login Called

Enter your name::OmarBashir
Enter your password::TmpPassword
8875 [main] DEBUG SimpleLoginModule  - login Ended

8891 [main] DEBUG SimpleLoginModule  - commit Called

8891 [main] DEBUG SimpleLoginModule  - commit Ended

*** Authenticated

*** Principals

NTUserPrincipal: OmarBashir

*** Credentials

OmarBashir
Using Custom Configuration for Authentication
The authentication process in JAAS is based on named groups of LoginModules. These LoginModules are specified in a configuration text file that is read by a default subclass of the Configuration abstract class. The main disadvantage of keeping such a configuration of security modules in a text file is that users may gain access to it and change the LoginModules to ones that may compromise security. This approach is useful for such server-based applications where the authentication mechanism may not change frequently. For desktop applications or applications where the authentication mechanism is required to change frequently, a custom subclass of Configuration may be required. Such custom subclasses may use a variety of different mechanisms to determine the configuration of the LoginModules, e.g., reading from a database.
A simple subclass of the Configuration abstract class is shown in Listing – 5. Subclass of Configuration need to implement only the getAppConfigurationEntry() and refresh() methods. The former returns an array of AppConfigurationEntry objects whereas the later may be used to update the current list or collection of AppConfigurationEntry objects from a repository or a database. In this particular example, the getAppConfigurationEntry() returns an array of only one object of AppConfigurationEntry class. This object specifies the SimpleLoginModule as the LoginModule to be used. The refresh() method for this example does not perform any operation.
import java.util.HashMap;

import javax.security.auth.login.AppConfigurationEntry;

import javax.security.auth.login.Configuration;

import org.apache.log4j.Logger;

/**

 * A custom configuration class. It provides on one AppConfigurationEntry

 * which specifies the SimpleLoginModule as the LoginModule to be used

 * for authentication.

 *  

 * @author Omar Bashir

 */

public class SimpleConfiguration extends Configuration {


/**


 * Logger for centralised logging.


 */


private Logger logger = Logger.getLogger(SimpleConfiguration.class);


/**


 * Does not perform anything in this class. In other realistic


 * implementations this method may be used to reload AppConfigurationEntry


 * objects from an object repository.


 */


public void refresh() {


}


/**


 * Returns AppConfigurationEntry array for the application name


 * specified.


 * @param appName Application name to retrieve the relevant configuration block.


 * @return An array of AppConfigurationEntry objects.


 */


public AppConfigurationEntry[] getAppConfigurationEntry(String arg0) {



logger.debug("getAppConfigurationEntry Called");



AppConfigurationEntry[] reply = new AppConfigurationEntry[1];



reply[0] = new AppConfigurationEntry("SimpleLoginModule",








  AppConfigurationEntry.LoginModuleControlFlag.REQUIRED,








  new HashMap());



logger.debug("getAppConfigurationEntry Ended");



return reply;


}

}
Listing - 5
Listing – 6 shows the SimpleLoginApp2 application that specifies the use of the SimpleConfiguration class for the LoginContext to obtain the LoginModule configuration. This example is similar to the example in Listing – 3 except that an object of SimpleConfiguration class is instantiated and is assigned as the global LoginModule configuration for all JAAS software executing on this JVM. The two statements performing these operations are listed in the beginning of the main() method.
import java.util.Iterator;

import java.util.Set;

import javax.security.auth.Subject;

import javax.security.auth.login.Configuration;

import javax.security.auth.login.LoginContext;

/**

 * The application that uses a custom Configuration subclass to perform

 * LoginModule configuration.

 * 

 * @author Omar Bashir

 */

public class SimpleLoginApp2 {


/**


 * Application entry point


 * @param args Command line arguments, not used here.


 */


public static void main(String[] args) {



try{




SimpleConfiguration config = new SimpleConfiguration();




Configuration.setConfiguration(config);




LoginContext loginContext = new LoginContext("SimpleLoginApp",

   







        new SimpleCallback());




loginContext.login();




Subject subject = loginContext.getSubject();




Set principals = subject.getPrincipals();




Set credentials = subject.getPublicCredentials();




System.out.println("*** Authenticated");




Iterator itr = principals.iterator();




System.out.println("*** Principals");




while (itr.hasNext()){





System.out.println(itr.next().toString());




}




itr = credentials.iterator();




System.out.println("*** Credentials");




while (itr.hasNext()){





System.out.println(itr.next().toString());




}



} catch (Exception exp){




exp.printStackTrace();



}


}

}
Listing - 6
This application can be executed using the following command,
java -cp .;log4j.jar SimpleLoginApp2

If the authentication is successful, the following output results,

0    [main] DEBUG SimpleConfiguration  - getAppConfigurationEntry Called

15   [main] DEBUG SimpleConfiguration  - getAppConfigurationEntry Ended

15   [main] DEBUG SimpleLoginModule  - initialize Called

15   [main] DEBUG SimpleLoginModule  - initialize Ended

15   [main] DEBUG SimpleLoginModule  - login Called

Enter your name::OmarBashir
Enter your password::TmpPassword
13281 [main] DEBUG SimpleLoginModule  - login Ended

13281 [main] DEBUG SimpleLoginModule  - commit Called

13296 [main] DEBUG SimpleLoginModule  - commit Ended

*** Authenticated

*** Principals

NTUserPrincipal: OmarBashir

*** Credentials

OmarBashir
If the authentication is unsuccessful, the following output is provided,
0    [main] DEBUG SimpleConfiguration  - getAppConfigurationEntry Called

15   [main] DEBUG SimpleConfiguration  - getAppConfigurationEntry Ended

15   [main] DEBUG SimpleLoginModule  - initialize Called

15   [main] DEBUG SimpleLoginModule  - initialize Ended

15   [main] DEBUG SimpleLoginModule  - login Called

Enter your name::Omar
Enter your password::TmpPassword
12078 [main] DEBUG SimpleLoginModule  - login Ended

12093 [main] DEBUG SimpleLoginModule  - abort Called

12093 [main] DEBUG SimpleLoginModule  - abort Ended

javax.security.auth.login.LoginException: Login Failure: all modules ignored

        at javax.security.auth.login.LoginContext.invoke(LoginContext.java:779)

        at javax.security.auth.login.LoginContext.access$000(LoginContext.java:1

29)

        at javax.security.auth.login.LoginContext$4.run(LoginContext.java:610)

        at java.security.AccessController.doPrivileged(Native Method)

        at javax.security.auth.login.LoginContext.invokeModule(LoginContext.java

:607)

        at javax.security.auth.login.LoginContext.login(LoginContext.java:534)

        at SimpleLoginApp2.main(SimpleLoginApp2.java:26)

Authorization Principles
As mentioned earlier, authorization is the process of enforcing access restrictions on authenticated users. Authorization fundamentally utilises permissions to access resources. A permission is a named right to perform an action on a resource, e.g., the right to read a file or a right to write bytes to a socket connection. Permissions are granted to users and/or codebases. Codebase is a group of code from a jar file or accessed from a specific URL. In Java, permissions are represented as subclasses of java.security.Permission abstract class. Several concrete Permission subclasses have been implemented representing permissions on various resource, e.g., for file IO or socket IO. Additionally custom permissions can also be specified. Permissions in Java are positive, i.e., they explicitly express what can be done rather than what cannot be done.

It is important to note that to allow a section of executing code to perform a specific action on a particular target the code does not have to be granted the exact Permission as required. It is sufficient that the requested Permission can be deduced from or implied by one or more Permissions that are actually granted to the code. However, for a Permission to imply another, the two must at least be of the same type.
A Simple Authorization Example

Security in Java is implemented by using SecurityManager. SecurityManager is a singleton class through which permissions can be expressed and checked. Security in Java is, by default, disabled. It can be enabled either programmatically or by specifying the following command line argument,
-Djava.security.manager
Permissions are specified in a policy which attempts to map the entities (users and codebase) accessing the resources to their permissions. The default policy implementation in Java receives its permissions from a flat file specified at runtime via the following command line argument.
-Djava.security.policy=<file name>

If this command line argument is omitted, the file $JAVA_HOME/lib/security/java.policy is used.
Listing – 7 shows a simple application that checks access restrictions before accessing the specified files to read from or write to.

import java.io.BufferedReader;

import java.io.BufferedWriter;

import java.io.FileInputStream;

import java.io.FileOutputStream;

import java.io.InputStreamReader;

import java.io.OutputStreamWriter;

import java.security.PrivilegedAction;

import java.util.Iterator;

import javax.security.auth.Subject;

import javax.security.auth.login.Configuration;

import javax.security.auth.login.LoginContext;

import com.sun.security.auth.NTUserPrincipal;

/**

 * A simple application that allows a person to read or write a file if specific 
 * permissions have been granted.

 * @author Omar Bashir

 */

public class SimplePermsApp {


/**


 * This class represents PriviligeAction for this application. 


 * It attempts to read from or write to file.


 * @author Omar Bashir


 */


private static class SimplePriviligedAction implements PrivilegedAction{



/**



 * Flag representing the operation to be performed.



 */



private String operation;



/**



 * Name of the file on which the operation is to be performed.



 */



private String fileName;



/**



 * Message to be written to the file if the operation is w.



 */



private String message;



/**



 * Constructor.



 * @param flag The operation to be performed, r for reading a file, w



 * for writing to a file.



 * @param fileName Name of the file to be read from or written to.



 * @param message The message to be written into the file.



 */



public SimplePriviligedAction(String flag, String fileName, 








    String message){




operation = flag;




this.fileName = fileName;




this.message = message;



}



/**



 * Method to read the file.



 * @return A String representing the contents of the file read.



 */



private String readFromFile(){




StringBuffer fileContents = new StringBuffer();




BufferedReader reader = null;




try{





reader = new BufferedReader(new InputStreamReader(new FileInputStream(fileName)));





String inLine = reader.readLine();





while (null != inLine){






fileContents.append(inLine+"\r\n");






inLine = reader.readLine();





}




} catch (Exception exp){





exp.printStackTrace();




} finally {





if (null != reader){






try{







reader.close();






} catch (Exception exp2){







exp2.printStackTrace();






}





}




}




return fileContents.toString();



}



/**



 * Method to write to a file.



 */



private void writeToFile(){




BufferedWriter writer = null;




try{





writer = new BufferedWriter(new OutputStreamWriter(new FileOutputStream(fileName)));





writer.write(message);




} catch (Exception exp){





exp.printStackTrace();




} finally {





if (null != writer){






try{







writer.close();






} catch (Exception exp2){







exp2.printStackTrace();






}





}




}



}



/**



 * The priviliged execution block.



 * @return In case the operation is read, it returns the contents 



 * of the file read otherwise it returns null.



 */



public Object run(){




String reply = null;




if (operation.equals("r")){





reply = readFromFile();




} else {





writeToFile();




}




return reply;



}


}


/**


 * Application entry point.


 * @param args Command line arguments, two arguments are used, the r/w flag and the 


 * name of the file.


 */


public static void main(String[] args) {



if (args.length < 2){




System.out.println("Please supply the r/w flag as well as the name of the file to proceed");



} else {




try{





SimpleConfiguration config = new SimpleConfiguration();





Configuration.setConfiguration(config);





LoginContext loginContext = new LoginContext("SimplePermsApp",











new SimpleCallback());





loginContext.login();





Subject subject = loginContext.getSubject();





Iterator itr = subject.getPrincipals().iterator();





System.out.println("*** Principals");





while (itr.hasNext()){






Object tmp = itr.next();






if (tmp instanceof NTUserPrincipal){







System.out.println(tmp.toString());






}





}





String message = null;





if (args.length > 2){






message = args[2];





}





String reply = (String) Subject.doAsPrivileged(subject, 










   
  new SimplePriviligedAction(args[0], 










   
 


       args[1], 










   




message),










          null);





System.out.println(reply);




} catch (Exception exp){





exp.printStackTrace();




}



}


}

}
Listing - 7
The main() function of this class authenticates the user as in the previous examples. After the user has been authenticated, the Subject object is extracted from the loginContext. The sensitive code (i.e., reading or writing files) is executed via the static doAsPriviliged() method call of the Subject class. The first argument of this call is the subject extracted from the loginContext object and the second argument is an object of an implementation of PrivilegedAction interface. The final argument is an AccessControlContext object, which is used to make system resource access decisions on the basis of context it encapsulates. Passing the third argument as null specifies the execution of code in the second argument with only the permissions granted to the Subject specified in the first argument. Therefore the first argument to the function should at least contain one Principal. 

An alternative to the doAsPrivileged() method is the doAs() method. The doAs() method uses the AccessControlContext of the currently executing thread whereas for the doAsPrivileged() method the AccessControlContext that should be used is specified by the third argument. Therefore, the doAs() method performs permission checking on the entire call stack whereas the doAsPrivileged() method can be restricted to performing the permission checking on the call stack after the doAsPrivileged() method call by passing the third argument as null. Details of this process are described in the section titled Internals of JAAS Authorisation.
The getAppConfigurationEntry() method of SimpleConfiguration class (Listing – 5) has been modified to include another LoginModule implementation. This is the NTLoginModule to allow the LoginContext object to retrieve Principals for the user currently logged on to the operating system as well. This is required as permissions on files are based on Principals of the operating system users who created them. The modified function is listed below.


/**


 * Returns AppConfigurationEntry array for the application name


 * specified.


 * @param appName Application name to retrieve the relevant configuration block.


 * @return An array of AppConfigurationEntry objects.


 */


public AppConfigurationEntry[] getAppConfigurationEntry(String arg0) {



logger.debug("getAppConfigurationEntry Called");



AppConfigurationEntry[] reply = new AppConfigurationEntry[2];



reply[0] = new AppConfigurationEntry("SimpleLoginModule",








  AppConfigurationEntry.LoginModuleControlFlag.REQUIRED,








  new HashMap());



reply[1] = new AppConfigurationEntry("com.sun.security.auth.module.NTLoginModule",





  AppConfigurationEntry.LoginModuleControlFlag.REQUIRED,





  new HashMap());



logger.debug("getAppConfigurationEntry Ended");



return reply;


}

Listing – 8
All the classes in the application will have to be archived into an executable jar (i.e., containing a manifest file that specifies the main class). A policy file (Listing – 9) is then written which provides the following permissions, 

1. Authentication permissions to the code in the jar file so that specified authentication operations could be performed by the code in that jar file. 
2. File IO permissions to the NTUserPrincipal bashioma. This Principal is associated with the authenticated Subject after successful authentication by the NTLoginModule.
grant codebase "file:./testauth.jar"{

permission javax.security.auth.AuthPermission "setLoginConfiguration";


permission javax.security.auth.AuthPermission "createLoginContext.SimplePermsApp";


permission javax.security.auth.AuthPermission "modifyPrincipals";


permission javax.security.auth.AuthPermission "modifyPublicCredentials";


permission javax.security.auth.AuthPermission "doAsPrivileged";

};

grant codebase "file:./testauth.jar", Principal com.sun.security.auth.NTUserPrincipal "bashioma"{


permission java.io.FilePermission "C:\\TempOmar\\*", "read";


permission java.io.FilePermission "C:\\TempOmar\\TestOutput.txt", "write";

};
An execution of this application is shown below,
C:\Documents and Settings\bashioma\workspace\JaasTest2>java -jar -Djava.security

.manager -Djava.security.policy=policy.txt testauth.jar r C:\TempOmar\TestParams

.prop

log4j:WARN No appenders could be found for logger (SimpleConfiguration).

log4j:WARN Please initialize the log4j system properly.

Enter your name::OmarBashir
Enter your password::TmpPassword
*** Principals

NTUserPrincipal: OmarBashir

NTUserPrincipal: bashioma

TransformationMaps=C:\\TempOmar\\SampleMap1.xml

MetadataRepositoryInterface=com.ml.osr.metadata.repositoryinterfaces.TextFileRep

ository

MetadataRepositoryParams=C:\\TempOmar\\TextRep.prop.txt

ExceptionsDir=C:\\TempOmar

Attempting to access a file in a directory other than C:\TempOmar results in the following output,

C:\Documents and Settings\bashioma\workspace\JaasTest2>java -jar -Djava.security

.manager -Djava.security.policy=policy.txt testauth.jar r C:\MLSETUP.LOG

log4j:WARN No appenders could be found for logger (SimpleConfiguration).

log4j:WARN Please initialize the log4j system properly.

Enter your name::OmarBashir
Enter your password::TmpPassword
*** Principals

NTUserPrincipal: OmarBashir

NTUserPrincipal: bashioma

java.security.AccessControlException: access denied (java.io.FilePermission C:\M

LSETUP.LOG read)

        at java.security.AccessControlContext.checkPermission(AccessControlConte

xt.java:269)

        at java.security.AccessController.checkPermission(AccessController.java:

401)

        at java.lang.SecurityManager.checkPermission(SecurityManager.java:524)

        at java.lang.SecurityManager.checkRead(SecurityManager.java:863)

        at java.io.FileInputStream.<init>(FileInputStream.java:100)

        at java.io.FileInputStream.<init>(FileInputStream.java:66)

        at SimplePermsApp$SimplePriviligedAction.readFromFile(SimplePermsApp.jav

a:66)

        at SimplePermsApp$SimplePriviligedAction.run(SimplePermsApp.java:115)

        at java.security.AccessController.doPrivileged(Native Method)

        at javax.security.auth.Subject.doAsPrivileged(Subject.java:437)

        at SimplePermsApp.main(SimplePermsApp.java:151)

Dynamically Configuring Authorization Permissions
As with authentication, enabling the SecurityManager via command line and specifying access permissions in a flat text file limits the utility of the security mechanism and can have other security implications. For instance, permissions cannot be dynamically configured at runtime and if the permissions file is compromised, the security of the application can be jeopardised.
Access rights can be dynamically configured by subclassing the Policy abstract class. Listing – 9 shows the SimplePolicy subclass that implements the abstract methods of the Policy class and overrides the getPermissions() method that requires the ProtectionDomain to access the relevant permissions. ProtectionDomain, briefly, is characterised by Principals and codebase. Policy maps permissions to ProtectionDomains.

The SimplePolicy class has very limited functionality as it returns only hard-coded collection of permissions. However, it demonstrates that permissions can be configured dynamically.
import java.io.FilePermission;

import java.security.CodeSource;

import java.security.PermissionCollection;

import java.security.Permissions;

import java.security.Policy;

import java.security.ProtectionDomain;

import javax.security.auth.AuthPermission;

/**

 * Class to set policies for the SimplePermsApp2 example.

 *@author Omar Bashir

 */

public class SimplePolicy extends Policy {


/**


 * Method to refresh the policy collection. Not used here.


 */


public void refresh() {


}


/**


 * Method to return the permissions associated with this policy


 * in a PermissionCollection object.


 * @param codeSource Identity of the code requiring the permissions.


 * @return Permissions associated with codeSource.


 */


public PermissionCollection getPermissions(CodeSource codeSource) {



Permissions permissions = new Permissions();



permissions.add(new AuthPermission("setLoginConfiguration"));



permissions.add(new AuthPermission("createLoginContext.SimplePermsApp"));



permissions.add(new AuthPermission("modifyPrincipals"));



permissions.add(new AuthPermission("modifyPublicCredentials"));



permissions.add(new AuthPermission("doAsPrivileged"));



return permissions;


}


/**


 * Overloaded method to return PermissionCollection for a specific 


 * ProtectionDomain.


 * @param domain ProtectionDomain for which the PermissionCollection is to


 * be retrieved.


 * @return PermissionCollection for the specified ProtectionDomain.


 */


public PermissionCollection getPermissions(ProtectionDomain domain){



Permissions permissions = new Permissions();



permissions.add(new FilePermission("C:\\TempOmar\\*","read"));



permissions.add(new FilePermission("C:\\TempOmar\\TestOutput.txt","write"));



return permissions;


}

}
Listing - 9

PermissionCollection encapsulates a homogeneous collection of Permission objects. Permissions class is subclassed from PermissionCollection and it can encapsulate a heterogeneous collection of Permission objects.
The SimplePermsApp from Listing – 7 is largely unchanged, except for the main() function. Here, only two lines are added, one to enable the SecurityManager and the other to set the default policy to an object of SimplePolicy class. Listing – 10 shows the modified main() function.

/**


 * Application entry point.


 * @param args Command line arguments, two arguments are used, the r/w flag and the 


 * name of the file.


 */


public static void main(String[] args) {



if (args.length < 2){




System.out.println("Please supply the r/w flag as well as the name of the file to proceed");



} else {




try{





Policy.setPolicy(new SimplePolicy()); // Setting the default security policy





System.setSecurityManager(new SecurityManager()); // Starting the security manager





SimpleConfiguration config = new SimpleConfiguration();





Configuration.setConfiguration(config);





LoginContext loginContext = new LoginContext("SimplePermsApp",











 new SimpleCallback());





loginContext.login();





Subject subject = loginContext.getSubject();





Iterator itr = subject.getPrincipals().iterator();





System.out.println("*** Principals");





while (itr.hasNext()){






Object tmp = itr.next();






if (tmp instanceof NTUserPrincipal){







System.out.println(tmp.toString());






}





}





String message = null;





if (args.length > 2){






message = args[2];





}





String reply = (String) Subject.doAsPrivileged(subject, 










   
  new SimplePriviligedAction(args[0], 










   

 

       args[1], 







  




 

       message),










          null);





System.out.println(reply);




} catch (Exception exp){





exp.printStackTrace();




}



}


}

}

Listing - 10

This application does not require any security related command line options as both authentication and authorisation are handled via the application code. Following is the output of the application when it is used to read an authorised file.
C:\Documents and Settings\bashioma\workspace\JaasTest2>java -cp .;..\repository\

log4j-1.2.14.jar SimplePermsApp2 r C:\\TempOmar\\TestParams.prop

log4j:WARN No appenders could be found for logger (SimpleConfiguration).

log4j:WARN Please initialize the log4j system properly.

Enter your name::OmarBashir
Enter your password::TmpPassword
*** Principals

NTUserPrincipal: OmarBashir

NTUserPrincipal: bashioma

TransformationMaps=C:\\TempOmar\\SampleMap1.xml

MetadataRepositoryInterface=com.ml.osr.metadata.repositoryinterfaces.TextFileRep

ository

MetadataRepositoryParams=C:\\TempOmar\\TextRep.prop.txt

ExceptionsDir=C:\\TempOmar

Following is the output of the application when it is used to read an unauthorised file.

C:\Documents and Settings\bashioma\workspace\JaasTest2>java -cp .;..\repository\

log4j-1.2.14.jar SimplePermsApp2 r C:\\getgmifiles.BAT

log4j:WARN No appenders could be found for logger (SimpleConfiguration).

log4j:WARN Please initialize the log4j system properly.

Enter your name::OmarBashir
Enter your password::TmpPassword
*** Principals

NTUserPrincipal: OmarBashir

NTUserPrincipal: bashioma

java.security.AccessControlException: access denied (java.io.FilePermission C:\g

etgmifiles.BAT read)

        at java.security.AccessControlContext.checkPermission(AccessControlConte

xt.java:269)

        at java.security.AccessController.checkPermission(AccessController.java:

401)

        at java.lang.SecurityManager.checkPermission(SecurityManager.java:524)

        at java.lang.SecurityManager.checkRead(SecurityManager.java:863)

        at java.io.FileInputStream.<init>(FileInputStream.java:100)

        at java.io.FileInputStream.<init>(FileInputStream.java:66)

        at SimplePermsApp2$SimplePriviligedAction.readFromFile(SimplePermsApp2.j

ava:67)

        at SimplePermsApp2$SimplePriviligedAction.run(SimplePermsApp2.java:116)

        at java.security.AccessController.doPrivileged(Native Method)

        at javax.security.auth.Subject.doAsPrivileged(Subject.java:437)

        at SimplePermsApp2.main(SimplePermsApp2.java:154)

Internals of JAAS Authorization
The SecurityManager uses AccessController to determine if a specific target has the permissions for a particular action in the current security context. Furthermore, it is also used to execute specific code in a privileged block as needed and allowed, thereby isolating it from complete security checking process, i.e., only allowing partial but relevant security checking.
The concept of ProtectionDomain is important to JAAS authorisation. A ProtectionDomain represents all the permissions that are granted to a particular CodeSource. CodeSource uniquely identifies properties of Java classes and consists of two items, the origin of the code (i.e., its URL) and the signer entity of the code (specified by the set of public keys corresponding to the digital signature of the executing code). The ProtectionDomain is also characterised by the authenticated user executing the code. User authentication allows a given section of code to execute with a different set of permissions based on the currently authenticated user as each user is allocated a particular ProtectionDomain in which permissions for that user are set.
Access to protected resources may be requested at different instances during the execution of a Java application. A Java application will consist of several classes that may belong of different CodeSources and, as a result, have different ProtectionDomains. In a typical Java call stack, references to code from different classes exist and as all of them may have different CodeSource, they may have different ProtectionDomains (Figure – 2). Such a call stack snapshot is represented by an object of the AccessControlContext class and is returned by an AccessController object.
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Figure - 2
A permission to access a specific resource is only considered applicable if it is associated with the ProtectionDomain corresponding to each and every class in the call stack. Such a mechanism (intersection of permissions associated with ProtectionDomains for a call stack) ensures that a more powerful class (having more significant permissions) in the call stack does not leak its permissions to a less powerful class and therefore becomes less powerful when calling into the less powerful class. Similarly, a less powerful class cannot become more powerful by calling into a more powerful class.
Consider a situation where a less powerful class calls into a more powerful class. The latter, although has permissions to perform certain operations, will be restricted from doing so as it has less powerful classes in the call stack. However, such a class may be allowed to perform some of its operations by wrapping its instance in an implementation of PrivilegedAction interface and passing an instance of that PrivilegedAction class to the doPrivileged() method of the AccessController class.
The doPrivileged() method marks the point in the call stack where it was called. Permissions are then only checked from that point downwards (subsequent calls) in the stack while ignoring the permissions of the caller classes.
In certain cases (e.g., distributed applications) it may be required to pass the AccessControlContext of the client into the overloaded doPrivileged() method. This would allow performing a complete access permission check on the call stack for the client’s method call while executing at the server.
The preceding discussion has described the largely code-centric authorisation in Java. To perform user-centric authorisation, authenticated Subjects are injected into the ProtectionDomains on the call stack using the SubjectDomainCombiner class. This is performed during the construction of the AccessControlContext prior to the doPrivileged() method call within the doAs() and doAsPrivileged() method calls of the Subject class.
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