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Components of the System:

· An Application Level HTTP Reverse Proxy (maybe on several machines with a hierarchical distribution: one master and some number of slaves)
· 3 firewalls: 2 outer firewalls (between reverse proxy and external entities) and 1 inner firewall (between reverse proxy and servers)

· An authentication and authorization database server (for keeping authenticated user data)
· A relational database server (mentioned in the assignment text)

· Several server machines on which web servers and application servers run (Content Server Farm
Description of Components

It is assumed that all content is accessed through web using HTTP protocol (web pages). All inquiries and updates of databases are done through web pages.
1. HTTP Level Reverse Proxy
An HTTP Level Reverse Proxy is selected for various reasons. 


Filters incoming requests and outgoing responses and eliminates malicious ones by examining content with HTTP protocol insight.

First of all, there are high transaction rates. So, we need several servers to serve incoming requess. The reverse proxy does load-balancing by forwarding incoming requets to a selected server hence provides performance advantage.

The reverse proxy is the single point of conenction to the web servers. It hides addresses of back-end servers (using NAT). When invalid IP addresses are given to the servers, no direct route to  the servers is possible but through the reverse proxy.
Since the HTTP reverse proxy is the single point of access, it will provide protocol security by rejecting non-HTTP content. Single protocol provides better control on security.
The reverse proxy does the authentication for the whole web services and content provided. The reverse proxy can control authenticity and authorization of incoming requests at a single point, thus eliminates the need for each server to authenticate users seperately.
Provides one point of control and maintenance. Logging can be done at one site.
2. Firewalls

The system contains 3 firewalls, seperating each entity (external users, internal users, wen&database servers) with two firewalls. So, malicious packets will be eliminated at two levels.

The outer firewall between the Internet and the reevrse proxy filters incoming requests at packet level and prevents malicious packets.

The outer firewall between the Intranet and the reverse proxy prevents internal attacks.


The Inner firewall filters the packets of generated responses from the web servers and does security check if malicious content is produced from the servers and eliminates the packets and logs if so.

3. Authentication and Authorization Database Server


The information about authenticated users and their access rights (based on web pages, see the authentication mechanism) are defined in this database. The reverse proxy queries this database to authenticate users and determine if their requests are authorized. The default user: unauthenticated user, and its access rights must be defined also.
4. Relational Database Server


This item is a must in the specification.

5. Server Machines


These machines host the actual web and aplication servers. Only these servers have direct access to the relational database. It is chosen to put web applications and web server on each machine. Seperating application and web servers on different machines and letting only application servers to access the relational database is also a possible configuration. The better can be selected by stress tests.
Authentication Mechanism 

Authentication and authorization will be done on the reverse proxy. The reverse proxy queries the authentication & authorization database to decide whether the user is authenticated on the request. Users are grouped into different access levels. All requests are retrieval of web pages and submitting forms. The mappings between the users and groups and the mappings between groups and content that is retrievable or submittable by that group is defined in the authorization & authorization database. The reverse proxy inspects incoming requests based on the information from the dabase.
Reverse proxy also authenticates users when they first try to access the system and keeps the authentication session for some time so that users need not provide authentication information for their each request.
