How to: Install Advanced Guestbook

It seems we have a new support forum for the advanced guestbook. 
So I’m here to write my first support.  
First go to the directory where you have unzipped the guestbook and go to the admin directory. 
Locate “config.inc.php” open it with notepad. 
You should see the following: 
 
<?php 
/* database settings */ 
 
$GB_DB["dbName"] = ""; 
$GB_DB["host"]   = "localhost"; 
$GB_DB["user"]   = "root"; 
$GB_DB["pass"]   = ""; 
 
This is the same setup as seen in picture 1. 
Now type the following: 
 
$GB_DB["dbName"] = "test"; Type here the name of your new database ( In my case “test”) 
$GB_DB["host"]   = "localhost"; Leave this alone (localhost) Some hosting providers use a different setting for the host like Yahoo they us “mysql” instead of “localhost”
$GB_DB["user"]   = "root"; Type here your MySQL administrator name, if you didn’t  make one when you installed MySQL then it should be “root” 
$GB_DB["pass"]   = ""; Type here your MySQL password, if you didn’t make one when you installed MySQL then it should be blank.

Second copy the content to the directory of your choice. 
Then open your browser and go to: http://www.mysite.com/guestbook_directory/install.php 
 


You should then see this screen: 
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Point 1: Type here the name of your new database ( In my case “test”) 
Point 2: Leave this alone (localhost) 
Point 3: Type here your MySQL administrator name, if you didn’t make one when you installed MySQL then it should be “root” 
Point 4: Type here your MySQL password, if you didn’t make one when you installed MySQL then it should be blank 
 
Then Press “create new DB and table” 
 


You should then see this screen: 
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Then Press “Click now here to setup the guestbook admin…” 
If you don’t see this screen and get an error message, then you forgot to do the following first: 
 
Go to the directory where you have installed the guestbook and go to the admin directory. 
Locate “config.inc.php” open it with notepad. 
You should see the following: 
 
<?php 
/* database settings */ 
 
$GB_DB["dbName"] = ""; 
$GB_DB["host"]   = "localhost"; 
$GB_DB["user"]   = "root"; 
$GB_DB["pass"]   = ""; 
 
This is the same setup as seen in picture 1. 
Now type the following: 
 
$GB_DB["dbName"] = "test"; Type here the name of your new database ( In my case “test”) 
$GB_DB["host"]   = "localhost"; Leave this alone (localhost) 
$GB_DB["user"]   = "root"; Type here your MySQL administrator name, if you didn’t  make one when you installed MySQL then it should be “root” 
$GB_DB["pass"]   = ""; Type here your MySQL password, if you didn’t make one when you installed MySQL then it should be blank 
 
Now save this setup. 
 
Then open your browser and go to: http://www.mysite.com/guestbook_directory/install.php 
 
You should get picture 1 again, type here the same as in “config.inc.php” 
Then Press “create new DB and table” (if you get an error that the database already exists then choose create table) 
 
You should then see picture 2. 
Then Press “Click now here to setup the guestbook admin…” 
 
You should now see this screen: 
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Now you can log in with the default password. 
 
Point 1: test 
Point 2: 123 
 
And press “Submit” 
 
You should now see this screen: 
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Here you can modify all the setting of the guestbook. 
Don’t forget to change the default administrator name and password.

Extra:

Some problems you might have are the results of wrong chmod settings.

Here is how I have the chmod setup: 

admin 755 
doc 755 
img 755 
lang 755 
lib 755 
public 777 
templates 777 
tmp 777 

How to: General Settings-Explained

General settings guide 

This walkthrough will take you through the general settings Panel. 

To begin click on the link 'Administration' enter your name and password,

and click on general settings. 

Configuration 

----------------------

Once in general settings this tutorial will walk you through all the fields from top to bottom so lets begin. 
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1.  Maximum Records Displayed Per Page: 

- This is self explanatory, it lets you decide how many GB entries are displayed per page,

20 is the recommended maximum. 

2.  Language:

- This setting is for your preferred language file, you can choose your language from the drop down menu, you may have to download a language pack if your language is not included. 

3.  Show Guest's IP or Hostname:

- This option allows you to decide whether to show the posters ip address and hostname or not. 

4.  HTML Codes:

- This option is to either allow or disable HTML code in your GB entries.. 

5.  Smilies:

- Or emoticons (graphic emotions) as they are also known, this option is to allow or disable.  

6.  AGCodes:

- AGCode itself is similar in style to HTML: tags are enclosed in square braces [ b ]
 rather than < b > and it offers greater control over what and how something is displayed.
 You can choose to allow or disable this option. 
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7.  ICQ Field:

- Self explanatory, if you use ICQ you can enter your contact number, so others can contact you. 

8. Aim Field:

- Same as above except for AOL instant messenger. 

9. Gender Field:

- This allows a user to specify their Gender (male/female). 

10. Picture Upload:

- Select Yes if you wish to allow users to upload an image to your guestbook. 

11. Thumbnails:

- Here you need to specify to allow a thumbnail image or not,
 not all hosts provide imageMagik or gd, contact your host if your not sure.  
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12. Webmaster E-mail:

- Simply enter your E-mail address here.

13. E-mail notification:
- The 3 options here are all e-mail notifications, the first will send an e-mail to you in the form of a private message, this can be read when you access the admin panel.

The second option will send a notification that someone has signed your guestbook to your e-mail address.

The third option will send an e-mail to the person that signed the guestbook, with the message from point14.

14. E-mail Notification Message:

- This is the message that will be sent to the people that sign your guestbook.
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15. Guestbook Comment:

-This option allows other users, to reply to entries other than their own,
 or reply even if they have not posted an entry, (hint, this option can be abused)
 check the "no password" box if you want people to be able to use this option.

16. Message Length:

-These three option are word lengths, the first:min message length, this sets the
 smallest allowed overall message length.

second: Max message length, this sets the maximum overall message length.

Third: max word length, this sets maximum length of the longest word allowed.

17. Censor Option:

-This option is for words that you don’t want in to appear in your guestbook, bad words. Simply type in any bad words that you want not to show, put each word on its own line.

18. Flood Check?:

-This option is to stop people adding an entry then doing so again straight away, its to help prevent the guestbook being used as a message board.
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19. Banned IP?:

-If someone spams or writes malicious entries in your guestbook, this option allows you to ban 

their ip address, simply type, or copy and paste their ip address in the box, and they won’t be allowed to add any more entries.

Here ends the help file.

I will update this document when I feel like it needs an update.

If you need some personal help or have some questions then you can always ask at Proxy2: http://www.proxy2.de
Jam’n of http://www.procaz.net
Version history:

1.0 initial release of the how-to

1.1 Added General Settings-Explained

1.2 Changed the way you start.

1.3 Added the Chmod setting.

1.4 Added a session test script.

1.5 added a fix for the Exploit SQL injection.

Session test script

This script was made to see if your PHP installation is setup right.

Just copied in notepad and save it with the extension .php

The upload it and point you browser to it and follow the online instructions.

<?php

// Pull the $destroy variable into the global namespace

extract($HTTP_GET_VARS);

session_start();

// Pull the $count variable in also

foreach($HTTP_SESSION_VARS as $key => $value) {

eval("\$$key =& \$HTTP_SESSION_VARS[\"$key\"];");

}

session_register("count");

if ($destroy) {

session_destroy();

header("Location: session_test.php");

exit;

}

$count++;

?>

<html>

<head>

<title>Session Test</title>

</head>

<body>

<H1> Session Test </H1>

If sessions are configured properly in your PHP installation, 

then you should see a session id below, and the "page views" 

number should increase every time you reload the page. Clicking 

"start over" should reset the page view number back to 1.

<p>

If this <b>does not</b> work, then you most likely have a 

configuration issue with your PHP installation. Guestbook will 

not work properly until PHP's session management is configured 

properly.

<p>

<table border=1>

<tr>

<td>

Your session id is

</td> 

<td>

<?php echo session_id()?> &

</td>

</tr>

<tr>

<td>

Page views in this session

</td>

<td>

<?php echo $count?>

</td>

</tr>

</table>

<a href="session_test.php?destroy=1">Start over</a>

<p>

</body>

</html>

There is an SQL injection Exploit bug in the guestbook in combination with some php versions.

To fix this problem you have to add/update some of the code.

Here is the code.

open admin.php

Find:

                $sqlquery= "UPDATE ".$GB_TBL['auth']." set username='$NEWadmin_name', password=PASSWORD('$NEWadmin_pass') WHERE (ID = '$uid')";

                $gb_auth->query($sqlquery);

                $admin->get_updated_vars();

Replace with:

               // patched stuff begin

               if((preg_match("[^[a-zA-Z0-9]+$]", $NEWadmin_name)) && (preg_match("[^[a-zA-Z0-9]+$]", $NEWadmin_pass)))

               {

                  $sqlquery= "UPDATE ".$GB_TBL['auth']." set username='$NEWadmin_name', password=PASSWORD('$NEWadmin_pass') WHERE (ID = '$uid')";

                   $gb_auth->query($sqlquery);

                   $admin->get_updated_vars();

               }

               else

               {

                  $error_output = "Only alphanumeric characters [a-zA-Z0-9] allowed for username and password!";   

               }

               // patched stuff end

open admin/panel_pwd.php

Find:

<form action="<?php echo $this->SELF; ?>" name="FormPwd" method="post">

After add:

   <!-- patched stuff -->

   <table width="100%"  border="0" cellspacing="0" cellpadding="5">

     <tr>

       <td align="center"><font face="Verdana, Arial" size="2" color="#FFFFFF"><?php echo $error_output ?></font></td>

     </tr>

   </table>

   <br>

   <!-- patched stuff -->

Open lib/admin.class.php

Find:

function show_settings($cat) {

after add:

// added global $error_output for later error message if any NON alphanumeric signs are submitted!

       global $error_output;

Open lib/session.class.php

find:

            if (!get_magic_quotes_gpc()) {

                $username = addslashes($username);

                $password = addslashes($password);

            }

            $ID = $this->checkPass($username,$password);

replace with:

            // this stuff is patched !

           if((preg_match("[^[a-zA-Z0-9]+$]", $username)) && (preg_match("[^[a-zA-Z0-9]+$]", $password)))

            {

               $ID = $this->checkPass($username,$password);

            }

            else 

            {

               $error_output = "Only alphanumeric characters [a-zA-Z0-9] allowed for username and password!";   

            }

            // end of patch

open templates/admin_enter.php 

find:

<form method="post" action="$GB_PG[admin]">

Before add:

<!-- patched stuff -->

<br>

<table width="100%"  border="0" cellspacing="0" cellpadding="5">

  <tr>

    <td align="center" class="font2">$error_output</td>

  </tr>

</table>

<!-- end patched stuff -->
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