Overview of Hardware and Software Reliability
  
“Hardware and software reliability engineering have many concepts with unique terminology and many mathematical and statistical expressions.  Basically, the approach is to apply mathematics and statistics to model past failure data to predict future behavior of a component or system. Major statistical distributions used in hardware reliability modeling include the exponential, gamma, Weibull, binomial, Poisson, normal, lognormal, Bayes, and Markov distributions. To use these distributions, data collected from failures of systems need to be fitted with techniques like maximum likelihood or least squares estimates.”(Hardware and Software Reliability, Dolores Wallace And Charles Coleman, Manager, SATC,12/10/2001)    

To provide context for the rest of this report, the next section provides a discussion about differences and similarities between hardware and software reliability. 
Then we see reliability from software quality perspective, additionally some relevant models and metrics are included and the final section provides definitions, descriptions of a few software reliability models. 
Hardware and software reliability differences

The main differences between hardware and software reliability are:

Hardware deteriorates over time. As all materials, computer hardware wears out because of prolonged use. The life duration of hardware depends on the quality of the materials it is made from and/or from the number of defects in it after manufacturing, if any. In hardware design errors are usually removed before manufacturing. This is the reason why no faults are entered during the hardware’s life.

The reliability of hardware may change during certain periods. When is first used it is more reliable and less likely to fail than it is after extensive use.

Finally in the hardware reliability models the time is counted for a continuously tested or executing system.

On the other hand software 
does not deteriorate over time. This is because the bugs that may be found in the software are continuously corrected. In software faults are removed after build. Nevertheless, when correcting the software new faults may be introduced.

The reliability of software is likely to change during different test stages. This is because new faults are introduced and then removed. It is generally the case that the failure rate of the software will decrease over time and it will finally remain stable.

Finally in the software reliability models the time needed to test a system may not be continuous time.
Hardware and software reliability similarities
Except from their differences, software and hardware reliability have also some similarities. 

The theory of probability is applied to both software and hardware reliability, so that failures are modeled and the successes are predicted.

Software reliability has the same roots in the theory of systems as hardware reliability.

And uses fundamental concepts of it.

Nowadays, several experts believe that software and hardware reliability are converging, which means that their failure rates of both of them are equal or almost equal.
The role of reliability from a software quality perspective

Reliability is a very important part of software quality. We can say that a program is reliable if it does what it is supposed to do accurately all of the time.

Nowadays because of the rapidly evolving technology, it is very important that reliable programs are built so that there will not be a need to correct them or improve them by developing service packs. Poor product reliability can lead to public embarrassment, long-term damage to brand image, a mission setback, or even a huge financial loss. If a software product is not reliable it is possible that there will be     

unsatisfactory return on the money invested to produce this software.

Additionally, if some defects in the program are discovered late in its development stages or during its use, then the cost to correct them will be very high. As shown in figure 1 below, the cost of fixing any defects is doubled from the testing stage to the live running stage.

Figure 1. Relative cost factor to find and fix defects.
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Moreover, it is usually the case that an unreliable program does not meet the customers’ needs. This could cause financial problems to the company that is producing it or it might damage its reputation. It is estimated that defective software cost industry worldwide $175 billion in year 2000. A case study of such a company is presented below.

“In January 2001, a major manufacturer of electronics devices was forced to recall whopping 230,000 units of its new Internet-enabled mobile phone. Users reported that their phones were freezing after accessing certain Web sites, and when they were powered back on, all stored information — addresses, e-mails, bookmarks, memos — had been lost. A software bug? Insufficient processing power? Whatever the cause, the OEM’s earnings took an estimated hit of $31 million.                                       When the mobile phone maker issued its first recall, few could have predicted just how soon history would repeat itself.  Before the month of January was over, four additional OEMs were in the same situation, and were forced to recall a total of 80,000 units due to different sets of software glitches.” (Cite:http://www.windriver.com/corporate/html/reliability.html)

Another possible problem is that the company that is producing the software may not be able to meet the deadlines. This could be caused because of continuous changes to a program that is not correct and does not meet the clients’ specifications. As a result, the producer company will loose customers and consequently money.

Finally, another major problem of software reliability is the lack of security and/or the lack of fault protection. It is approximated that more than 110 million computers are on-line and connected via the Internet today, and they are vulnerable to virus attacks and defects. In addition, there is a danger that systems that usually work properly, may sometimes respond badly to an erroneous request and may cause the system to fail. In such a situation a company may lose quite a lot of money.

Because of all the problems listed above it is obvious that reliability in software is very important and therefore, a lot of consideration should be paid on it while developing a system.

Relevant models and metrics

Models

It has been estimated that over 200 models have been developed since 1970, but it still remains difficult to measure software reliability. “Most software models contain the following parts: assumptions, factors, and a mathematical function that relates the reliability with the factors. The mathematical function is usually higher order exponential or logarithmic.” These models can be divided into two different categories, prediction models and estimation models. 

The differences between these two categories are that prediction models use historical data while estimation models use data derived from current development effort. Prediction models are usually made before the development or test phases and can be used as early as concept phase while estimation models are used later in the development life cycle. Finally, prediction models will always predict reliability at a time in the future while estimation models can predict reliability for the present as well.

Some prediction models are Musa's Execution Time Model, Putnam's Model and Rome Laboratory model and some estimation models are Weibull distribution model, Thompson and Chelson's model. 

Metrics

“Measurement is commonplace in other engineering field, but not in software engineering. Though frustrating, the quest of quantifying software reliability has never ceased. Until now, we still have no good way of measuring software reliability. 
Measuring software reliability remains a difficult problem because we don't have a good understanding of the nature of software. There is no clear definition to what aspects are related to software reliability. We cannot find a suitable way to measure software reliability, and most of the aspects related to software reliability. Even the most obvious product metrics such as software size have not uniform definition.”
(Jiantao Pan, Carnegie Mellon University 18-849b Dependable Embedded Systems 

Spring 1999). There are several different software reliability measurement categories. The most commonly used are listed below:

Product Metrics: 

The size of the software is a means of measuring the reliability (and the complexity) of a program. Usually in order to measure the size of a program we count the lines of code(LOC). Most of the times only the source code is counted and any comments or executable statements are omitted.
A method for measuring the functionality of a program is function point metric. This method estimates the size of a software system when functions such as inputs outputs master files and interfaces are identified. 

As complexity is closely related to software reliability, it is also essential that it is measured. “Complexity-oriented metrics is a method of determining the complexity of a program's control structure; by simplify the code into a graphical representation. Representative metric is McCabe's Complexity Metric.”

Finally another metric to estimate reliability is test coverage metrics. The reliability of a program is calculated by “performing tests on software products, based on the assumption that software reliability is a function of the portion of software that has been successfully verified or tested.”

Process metrics 

Based on the assumption that the quality of a program is a directly associated with the process while developing it, process metrics can be used to estimate, monitor and improve the reliability and quality of software.

Fault and failure metrics 

Fault and failure metrics try to estimate when the software is approaching a failure-free execution. Usually, failure metrics are based upon customer information regarding failures found after release of the software. The failure data collected is therefore used to calculate failure density, Mean Time Between Failures (MTBF) or other parameters to measure or predict software reliability. 

APPENDIX

Definitions  
 
Unless otherwise indicated, these definitions are taken from the Department of Defense MIL-HDBK-338B on electronic reliability [Mil338].

Failure: (1) The inability of a system or system component to perform a required function within specific limits.  A failure may be produced when a fault is encountered and a loss of the expected service to the user results. (2) The termination of the ability of functional unit to perform its required function. (3) A departure of program operation from program requirements [AIAA] .
 
Failure intensity function: the instantaneous rate of change of the expected number of failures with respect to time [Lyu].
Failure rate: The total number of failures within an item population, divided by the number of life units expended by that population, during a particular measurement period under stated conditions. 
 
Failure rate:  (1) The ratio of the number of failures of a given category or severity to a given period of time; for example failures per second of execution time, failure per month. Synonymous with failure intensity. (2) The ratio of the number of failures to a given unit of measure; for example, failures per unit of time, failures per number of transactions, failures per number of computer runs  [AIAA]. 
 
Mean Time Between Failure: The expected or observed time between consecutive failures in a system or component [I982].
 
Mean Time to Failure: A basic measure of reliability for non-repairable items. The total number of life units of an item population divided by the number of failures within that population, during a particular measurement under stated conditions.
 
Reliability: 1. The duration or probability of failure-free performance under stated conditions. 2. The probability that an item can perform its intended function for a specified interval under stated conditions. 
               3. The ability of a system or component to perform its required functions under stated conditions for a specified period of time [I610].
 
Reliability growth: The improvement in reliability that results when design, material, or part deficiencies are revealed by testing and eliminated through corrective action. 
 
Software reliability: (1) The probability that software will not cause the failure of a system for a specified time under specified conditions. The probability is a function of the inputs to and use of the system, as well as a function of the existence of faults in the software.  The inputs to the system determine whether existing faults, if any, are encountered [AIAA] [I982].  (2) The ability of a program to perform a required function under stated conditions for a stated period of time [AIAA].
 
Software reliability model:  A mathematical expression that specifies the general form of the software failure process as a function of factors such as fault introduction, fault removal and the operational environment  [AIAA]. 
 
Time: a fundamental element used in developing the concept of reliability and is used in many of the measures of reliability. Determining the applicable interval of time for a specific measurement is a prerequisite to accurate measurement. Usually the interval of interest is calendar time, but may be broken down into other intervals (or calendar time may be reconstructed from other intervals).  
 
Wearout: The process that results in an increase of the failure rate or probability of failure as the number of life units increases. 
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