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CHAPTER 1

INTRODUCTION

The advent of the Internet has had a significant impact on the way companies operate. The last two or three years have seen businesses of all kinds switching to use the Internet and E-commerce. E-commerce solution providers predict an exponential growth in this business sector to accommodate the sales of merchandise of every kind right from home over the Internet.

E-commerce solutions are essentially client-server systems. These systems employ a standardized client-server protocol. More sophisticated systems have clients that remotely access distributed server components through clearly specified interfaces using a protocol such as the Internet Inter-Orb Protocol (IIOP). Such software that facilitates client-server communication is called middleware. The industry is hastening to establish standards both for the protocols that are used (IIOP, JRMP etc.) and for the nature of these server-side components (J2EE).

Building these robust, reliable and high-performance systems is a challenge in itself. Compounding the problem is the issue of security. The need for a foolproof security sub-system has never been felt as strongly as with the evolution of electronic commerce. With potentially the entire financial fortune of the nation out in the open in cyberspace, the price to be paid for security breaches can be large.

 There are primarily two security aspects to a client-server environment. The first ensures the integrity of traffic over the network. Client-server communication requires encryption and/or a digital signature to ensure integrity. The second specifies the security policies governing access to various components. This second aspect is the focus of this thesis.

In the E-commerce world, server-side components are valuable resources. They encapsulate the business logic that provides the services for which the customers pay. Controlling access to server-side components is an important security sub-system task. Access control is usually implemented through the specification of a security policy that is evaluated every time an access control decision is to be made. These security policies are often specified in a special language that is interpreted at runtime. 

Prior work in the Systems Research Group of the Department of Computer Science, University of Illinois, created a Java framework [4] for the specification of security policies. Java is an interpreted language that is portable and so proved to be an ideal choice for constructing such a framework. Also, Java is an object-oriented language and this helped to make the specification of security policies in the language intuitive to the user. The research effort that led to the development of this framework was sponsored by the Department of Defense (DoD). The framework supports different types of security policies through a hierarchy of classes constructed through inheritance. Specifically, the framework includes support for two important policy types, namely Discretionary Access Control (DAC) and Double Discretionary Access Control (DDAC).  Chapter 2 describes the overall design of the framework. Details of the DAC and DDAC packages of the framework are then described in this chapter. 

The primary focus of this thesis is the extension of the policy framework to support two additional and important policy types, i.e., Mandatory Access Control (MAC) and Role Based Access Control (RBAC). MAC is a security policy that is used in defense systems. MAC policies are specified through a lattice of labels that represent security levels for various components to which these labels are assigned. RBAC [7] is a relatively newer security policy type that has advantages over traditional DAC and MAC policies. RBAC specifies security policies through the assignment of roles to various users of the system. Permissions to access components are assigned to these roles. Roles thus allow a level of separation between users and the components that they wish to access, making the administration of such systems extremely intuitive. More importantly, roles are semantic constructs that can be assigned to users in various combinations and also permit specification of special rules that govern these assignments. As a result, RBAC facilitates important security functions such as delegation of privileges and ease in the management of changes in permissions. RBAC has also been adopted by the National Institute of Standards and Technology (NIST) and other government standard agencies. Support for RBAC is therefore an important feature of a good security system. Chapter 3 discusses the MAC extension to the framework and Chapter 4 describes the RBAC part. These chapters not only explain the basic concepts behind the respective policies, but also present implementation details through class hierarchy diagrams representing the classes in the respective packages.

The Cherubim security project [3] of the Systems Research Group, Department of Computer Science, University of Illinois, constituted a year-long research effort sponsored by the Defense Advanced Research Project Agency (DARPA), to investigate the use of dynamic security policies in distributed systems. The Security Policy Representation Framework described in Chapters 2 through 4 proved to be the ideal foundation on which to base the Cherubim effort. Chapter 5 describes the Cherubim security system. 

A Cherubim Policy Administrator was constructed using the policy framework. The remainder of this thesis describes this Policy Administrator. Chapter 6 provides a high-level view of the Administrator, describing its function and its design. Subsequent chapters focus on sub-components of the administrator that manage security policies of specific types. Chapter 7 describes the DAC and DDAC sub-administrators. Chapter 8 describes the MAC sub-administrator and Chapter 9 the RBAC sub-administrator. These four chapters come complete with class hierarchy diagrams, interface definitions and screen-shots of GUI views specific to them. 

CHAPTER 2

SECURITY POLICY REPRESENTATION FRAMEWORK

This chapter describes the framework approach to representing security policies. We begin by looking at the advantages offered by an object-oriented framework for policy representation. We then look at the details of the Java-based Security Policy Representation Framework described in [4], on which the work in this thesis is based. We focus on aspects of the framework that are particularly relevant to this work. During the course of this effort, the framework underwent some useful changes. We take a look at these changes at this early stage. The parts of the framework that represent Discretionary and Double Discretionary Access Control policies (DAC and DDAC) are of particular interest to us. This chapter takes a look at the framework architecture for these simple policy types.

2.1. Introduction

The functioning of a secure system depends on the evaluation of some form of security policy. Such a system can be thought of as consisting of a component called the ‘reference monitor’ that contains the mechanisms that evaluate and enforce policy decisions. While the reference monitor may be considered to be a single component in the system, it would normally be implemented as a distributed entity guarding the interfaces of the security-relevant objects in the system. The component of the reference monitor that evaluates policy decisions is often referred to as the Security Policy Decision Function (SPDF)[4].

The SPDF has to be provided security policy specifications that it can use to evaluate decisions for the system. Traditionally, the details of security policies were hard-coded within the SPDF, resulting in extremely inflexible systems not conducive to the demands of individual organizations. The Department of Defense Goal Security Architecture (DGSA) specifies that SPDFs should be designed to take policy descriptions as input. This essentially makes the SPDF akin to an interpreter that interprets policies specified using an interpreted language.

One approach to building such an SPDF involves the use of an existing interpreted object-oriented language to avoid having to build the entire system from scratch. This approach is used in [4] to build an object-oriented framework for the specification and enforcement of security policies. The framework that [4] describes (and we refer to as ‘the framework’ in the rest of this thesis) consists of a hierarchy of Java classes representing simple primitives and system entities at the bottom of the hierarchy and building up to specialized policy representations for different kinds of security policies. Instances of the framework’s classes contain state information that represents the security policy to be enforced. In addition, the classes themselves contain methods that can be invoked to obtain policy information and, more importantly, to make policy decisions based on the current state of the policy specification. 

2.2. Framework Architecture

As mentioned earlier, the framework represents security policies using a hierarchy of Java classes packaged according to the required functionality. Figure 2.1 represents the part of this hierarchical organization that is relevant to this thesis. It includes packages that were added to the framework during this work such as MAC and RBAC. We take a detailed look at these in subsequent chapters.
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We use the same conventions as in [4] in the figures that represent various pieces of the framework. Figure 2.2 should be used as a key to understanding the figures in this and subsequent chapters.

2.2.1. Primitives

The Primitives package contains the most basic primitives provided by the framework. The PolicyRepresentationObject primitive is the parent of all objects in the framework. The Enumeration class describes the concept of an enumerated type. A StringEnumeration object is an Enumeration object with a name attached to it. This package also contains classes that represent the concepts of a set, a map and a mapping. Figure 2.3 is a schematic representation of the primitives package.
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2.2.2. Operating System Entities

The OS package provides classes that may be used to represent various operating system entities. These include Users, Labels, SystemObjects and Roles. The last of these was a subsequent addition and will be discussed in detail in Chapter 4. Figure 2.4 is a schematic representation of those components of the OS package that are relevant to this thesis.
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2.2.3. External Interfaces

Policy representations based on the framework interface with the rest of the system through two classes: PolicyComponent and Mechanism. The PolicyComponent class represents an instance of a security policy. Different types of security policies such as DAC etc. subclass the PolicyComponent class to obtain specialized versions specific to the particular policy. All specializations of PolicyComponent implement a method called Evaluate which the SPDF invokes to make policy decisions. The Evaluate method is passed an instance of the DataInOut class which encapsulates various input/output parameters required for the decision making process. The Mechanism class represents the framework’s interface to various policy-enforcing mechanisms. Mechanisms may be used to implement predicates that control the decision making process based on external conditions. Subclasses of Mechanism implement a method called Invoke which again takes a DataInOut parameter. Figure 2.5 is a schematic representation of the Interface package’s class hierarchy. We will run into these classes a lot in subsequent chapters. We put off a more detailed treatment of these until then. One fact that needs to be mentioned at this point is that the DataInOut class encapsulates a couple of other objects that we look at in the future and some primitive data types too.
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2.3. Generic & Double Discretionary Access Control Policies (DAC & DDAC)

Discretionary Access Control Policy (DAC) is the kind of security policy found in traditional operating systems such as UNIX and Windows NT. DAC makes access decisions for access to various system entities by users based on entries in an access control matrix. Such a matrix stores information that tells the SPDF whether or not a user can perform a certain operation on a system object. For example, if the access matrix in a system contains an entry for ‘read’ and one for ‘execute’ in the matrix entry corresponding to a certain <object, user> pair, it means that that user may be granted permission to read and execute that file, but nothing else.

The framework contains a collection of classes to represent two forms of Discretionary Access Control policy. The first of these is the Generic DAC policy, which is essentially DAC with a single matrix of allowed operations. As we will see soon, the DAC package of the framework does more than just maintain a matrix of entries. It gives us the ability to represent conditional policies wherein accesses to objects are allowed based on the boolean results returned by predicates (Mechanisms) that the entries store. The policy representation also returns a set of predicates that have to be evaluated by the SPDF (perhaps to perform a task such as logging) after allowing the access for which permission is granted. This design gives us a powerful means of expressing security policies of the DAC kind.

The second form of Discretionary Access Control policy is the Double DAC (DDAC) policy, which maintains two matrices of operations, one of allowed operations and the other of denied operations. While the Double DAC is not any more powerful than the Generic DAC policy, it provides us with a lot more flexibility in creating and modifying security policies. The matrix of denied entries is first checked in DDAC to ensure that an operation is not to be denied outright. Only if this check passes is the matrix of allowed entries looked up. Once again, DDAC also allows predicates in both matrices, thus allowing some interesting policy possibilities. It should be mentioned at this stage that predicates in the matrix of denied entries work a little differently. If an entry is found in this matrix, its predicates are evaluated. If these return true, then this signals that the matrix of allowed entries should be looked at. 
Figure 2.6 is a diagramatic representation of the DAC/DDAC part of the Security Policy Representation Framework. The rest of this chapter will focus on understanding the various components of the DAC package. As with all other topics covered so far, except for changes made, [4] contains a more detailed treatment of this package. We, however, do take a close look at the various components of Figure 2.6 because many of the details bear direct relevance to the work in the second half of this thesis.


As can be seen in Figure 2.6, the classes that encapsulate the entire DAC and DDAC policies are the GenericDACPolicy class and the DoubleDACPolicy class respectively. DoubleDACPolicy is a subclass of GenericDACPolicy. An instance of GenericDACPolicy contains within it a mapping of SystemObjects to AccessControlLists, called DACAttributes. The DACAttributes class in a DoubleDACPolicy contains DoubleAccessControlLists. DoubleAccessControlList is a subclass of AccessControlList.

Each DACAttribute entry is a map of a SystemObject to an AccessControlList. AccessControlLists contain AccessControlSublists, exactly one in DAC and two in DDAC. Quite naturally one of the sublists contains entries for allowed operations while the other contains entries for denied operations. AccessControlSublist is itself a mapping that contains maps called AccessControlSublistEntries. AccessControlSublistEntries map sets of Users to entities called DACReferences. These maps constitute the permissions that the evaluation of the policy refers to, to make a decision.

A DACReference object consists of a set of Operations. These are the operations that the User, whose permissions this object represents, may or may not be allowed (depending on which sublist this object is in). The DACReference object also contains two instances of the MechanismSet class. As mentioned earlier, Mechanisms represent the predicates that the system may evaluate to impose additional constraints on the invocation. The first MechanismSet (a set of pre-mechanisms) is a set of predicates that have to be evaluated before making an access decision. The second (a set of post-mechanisms) is a set of predicates that have to be evaluated after the access has occurred. 
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When the Evaluate() method of a GenericDACPolicy instance is invoked with a DataInOut object as the parameter, the SystemObject, User and SPRF.DAC.Operation attributes of the DartaInOut object are first extracted. The AccessControlList corresponding to the SystemObject is fetched and searched for an entry corresponding to the User and Operation in the input. The method returns true only if an entry is found and its pre-mechanisms all return true when their Invoke() methods are invoked. The method also adds all the post-mechanisms of the entry that matched to DataInOut.postMechanisms. It is the responsibility of the system to invoke these after permitting the access.

The Evaluate() method of the DoubleDACPolicy behaves a little differently. The DoubleAccessControlList corresponding to the SystemObject in the input is first fetched. Its sublist of denied entries is first searched for an entry that matches the given User and Operation. If one is found, the access is denied unless all the pre-mechanisms corresponding to the entry return true. If this happens or if an entry is not found, the sublist of allowed entries is searched for a match and the behavior is the same as for the GenericDACPolicy. The post-mechanisms from both sublists are returned to the system.

2.4. Summary

Security systems function through the evaluation of security policies within a component called a reference monitor. The Security Policy Decision Function (SPDF) in the reference monitor that does this evaluation may be implemented using an interpreted object-oriented language such as Java. The Security Policy Representation Framework (SPRF) described in this thesis consists of a hierarchy of Java classes that are used to represent security policies of various kinds. We looked at the architecture of the SPRF in section 2.2.

The SPRF contains support for two forms of discretionary access control policies. The first of these is the Generic Discretionary Access Control policy (DAC), which contains just a single matrix of allowed operations. The second form is a specialization called Double Discretionary Access Control policy (DDAC). DDAC controls access through the use of lists of both allowed and denied operations.  In both cases the SPRF provides for conditional policies. We took an in-depth look at how the two policy types are implemented in the SPRF in section 2.3. 

CHAPTER 3

MANDATORY ACCESS CONTROL POLICY (MAC)
In the previous chapter we looked at the organization of the Security Policy Representation Framework as described in [4], with an emphasis on changes made and on parts that are particularly relevant to this work. The framework includes a package for Generic Non-Discretionary Access Control policies (NDAC), which are a class of policies that work by controlling the flow of information from one entity to another in a system by assigning labels to the entities. One specialization of NDAC is the Mandatory Access Control policy (MAC). MAC is the preferred security policy used in defense systems and is commonly used in highly secure systems. The implementation of NDAC in the framework, while quite accurate, does not easily specialize to provide an implementation of MAC. Specifically, it becomes quite cumbersome to express the relationships among labels that MAC requires, using the implementation of NDAC. Hence an entirely new package was developed to represent policies of the MAC kind. This chapter looks at the functioning, design and implementation of the MAC part of the framework. 

3.1. Introduction

The Mandatory Access Control policy (MAC) is an information flow model for representing security policies. MAC controls access on the basis of a lattice of security labels that are assigned to various entities in the system. The lattice essentially represents a partial order of these labels. MAC works for read and write accesses to an object. An entity is allowed read access to an object in the system only if the object has a label no greater that its own. Write access requires that the object have a label greater than or equal to its own. Thus, the arrangement of labels in a lattice is the key to how MAC works.

3.2. The MAC Package

Figure 3.1 is the class hierarchy diagram for the MAC package of the framework. This section describes the design and implementation of this package. The entire MAC policy is encapsulated in an instance of the GenericMACPolicy class, which is a subclass of PolicyComponent. We begin our descriptions with GenericMACPolicy

3.2.1. GenericMACPolicy: PolicyComponent

An instance of the GenericMACPolicy class contains three components. First of all, it contains a mapping of SystemObjects to Labels. Secondly, it contains a mapping of Users to labels. These two mappings together contain the information that maps entities in the system to their respective labels. The third component of GenericMACPolicy is a representation of the lattice that relates labels to each other. This component is looked up to determine label-label relationships for read and write accesses. 
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3.2.2. ObjectLabelMap: Map

An instance of ObjectLabelMap maps a SystemObject to a Label. This Label represents the security level corresponding to that SystemObject. Every SystemObject has exactly one Label associated with it.

3.2.3. ObjectLabelMapping: Mapping

An ObjectLabelMapping object contains a number of ObjectLabelMap entries. It represents the mapping of SystemObjects to their Labels. Assigning an existing Label to a SystemObject is all that is needed to introduce it into an instance of GenericMACPolicy. 

3.2.4. UserLabelMap: Map

An instance of UserLabelMap maps a User to a Label. This Label represents the security level corresponding to that User. Every User has exactly one Label associated with him/her.

3.2.5. UserLabelMapping: Mapping

A UserLabelMapping object contains a number of UserLabelMap entries. It represents the mapping of Users to their Labels. Assigning an existing Label to a User is all that is needed to introduce him/her into an instance of GenericMACPolicy.

3.2.6. MACLabelLattice: PolicyRepresentationObject

An instance of MACLabelLattice contains a representation of inter-Label relationships in the MAC policy. It represents a partial ordering of the Labels that it contains, i.e. the lattice is a reflexive, transitive, anti-symmetric relation on its Labels. This object contains an instance of MACLabelLatticeElements. The MACLabelLatticeElements represents Label-Label relationships wherein the first Label in the pair is higher in the lattice than the second. The MACLabelLattice class serves as a wrapper around the MACLabelLatticeElements class. Future additions to the lattice can be made to this class. 

3.2.7. MACLabelLatticeElement: Map

A MACLabelLatticeElement object is a map that contains the basic units of a MAC permission. It maps an instance of the MACLabelReference class to an instance of MACResult. The MACLabelReference object contains the Labels for which the relationship is being established. The MACResult object contains the MechanismSets that we discussed in Chapter 2. To recap, the predicates in these MechanismSets represent conditions that have to be evaluated before an access is allowed and some that have to be evaluated after the access.

3.2.8. MACLabelLatticeElements: Mapping

Instances of MACLabelLatticeElements are essentially the mappings that contain several MACLabelLatticeElement maps. A MACLabelLatticeElements instance encapsulates the Label-Label relationships that constitute the > relationship in the lattice. 

As we just mentioned, the relation that the lattice represents is transitive in nature. This means that if a Label A is related to a Label B and Label B is related to a Label C, then Label A is related to Label C. As a result, establishing whether a relationship exists between the Labels in a pair, does not merely involve looking for a match in all the maps in this mapping. The MACLabelLatticeElements class exports a method called HasElement() which takes two Labels as input. It recursively invokes itself in order to establish all possible paths from the first Label to the second and if matches are found, the union of all (pre- and post-) MechanismSets encountered along all paths is returned in a MACResult object.

3.2.9. MACLabelReference: PolicyRepresentationObject

The MACLabelReference class instantiates to a representation of Label-Label relationships. A MACLabelReference object contains two LabelSets. The Labels in the first LabelSet are related to the Labels in the second through the relationship that the MACLabelLatticeElements object (which contains this MACLabelReference instance) represents. Thus, the Labels in the first LabelSet are higher up in the lattice than those in the second LabelSet in the MACLabelLatticeElements instance in the MACLabelLattice class. The MACLabelReference class thus contains the first component of a permission, i.e. the Label-Label pairing.

3.2.10. MACResult: PolicyRepresentationObject

The MACResult class contains the second component of a permission. An instance of MACResult contains two MechanismSet instances. The first of these (a set of pre-mechanisms) is a set of predicates that have to be evaluated before making an access decision. The second (a set of post-mechanisms) is a set of predicates that have to be evaluated after the access has occurred. Thus whenever the relationship between a pair of Labels is looked up, the pre-mechanisms are evaluated before a decision is made. The post-mechanisms are evaluated after the access. These pre- and post-mechanism predicates make a wide range of conditional policies possible, such as a dependence on the time of the day etc.

3.3. MAC Policy Evaluation

The Evaluate() method of the corresponding GenericMACPolicy instance is invoked in order to evaluate a MAC policy. A DataInOut instance is passed to the Evaluate() method as parameter. The ‘readwrite’ integer field of the DataInOut object is first looked at to establish the nature of the operation for which the policy decision is being made. There are four possibilities here. The operation could be a plain read or a plain write operation (integer values 1 and 2 respectively). ‘readwrite’ could, alternatively, take a value of 0 signaling that  the operation is a read/write operation, i.e. one for which permission should be granted if either read access or write access is allowed. The fourth possibility is for ‘readwrite’ to take a value of 3. This would signal a read&write operation, one for which both read and write accesses should be allowed for the operation to be allowed. Depending on the value of ‘readwrite’, Evaluate() checks for either or both of read and write accesses (methods EvaluateRead(), EvaluateWrite()).

When the EvaluateRead() or EvaluateWrite() method is invoked, the SystemObject and User parameters of the DataInOut parameter are fetched. The Labels corresponding to the SystemObject and the User are then obtained from the corresponding LabelMappings. The Labels are then compared to ensure that the right relationship exist between them. For a read operation, the SystemObject’s Label should be lower than or the same as the User’s Label. For a write operation, the SystemObject’s Label should be higher than  or the same as the User’s Label. 

When the Label relationships are compared, a MACResult object is returned if a match is found. This MACResult object contains two MechanismSets. The first of these is the set of pre-mechanisms and each of its constituent predicates is evaluated. If they are return true, Evaluate() returns true. The predicates in the post-mechanisms set are added to the ‘postMechanisms’ parameter of the DataInOut object for evaluation later. In the current implementation, when the two Labels being compared are identical, the MACResult object that is returned is empty indicating that no conditions qualify operations involving entities at the same security level. The implementation could be changed in the future to incorporate predicates even with these accesses. This would involve adding an additional component to the MACLabelLattice object.

3.4. Summary
The Mandatory Access Control policy (MAC) is an information flow model for representing security policies. MAC controls access through a partial ordering of security labels that are assigned to various entities in the system. A MAC package was added to the SPRF because the Generic Non-Discretionary Access Control policy (NDAC) already implemented in the SPRF fails to specialize easily to MAC. The MAC package includes support for conditional policies. Section 3.2 looked at the details of the implementation of the MAC package. Section 3.3 described the steps involved in evaluating a MAC policy.

CHAPTER 4

ROLE BASED ACCESS CONTROL POLICY (RBAC)
Role Based Access Control (RBAC) is a form of access control that has emerged in the context of security policies for organizations. This chapter covers the RBAC package of the framework. This package is perhaps the most complex of all the framework packages. We begin by looking at what RBAC is all about and at what is required of an RBAC policy. We then look at the details of the implementation of the RBAC package. 

4.1. Introduction

A Role Based Access Control policy [7], as the name suggests, uses the concept of a role as its basis for representing permissions. A role is chiefly a semantic construct that forms the basis of access control policy. With RBAC, system administrators create roles according to the job functions performed in an organization, grant permissions to those roles, and then assign users to the roles on the basis of their specific job responsibilities and qualifications. The idea is that the particular combination users and permissions brought together by a role tends to change over time, while the permissions associated with a role are themselves relatively more stable. 

The biggest advantage that RBAC has over other forms of access control is that it is extremely intuitive to use and maps easily to real-world situations. The access control policy in RBAC is embodied in components such as role-permission, user-role and role-role relationships. These components collectively determine whether a particular user is allowed access to a particular operation on a particular component. These individual components can be easily (and intuitively) configured to provide the required degree of access control. For example, adding a new user to a system would merely involve assigning appropriate roles to the user according to his/her functions in the organization. Likewise, changing the nature of (say) printer access for all managers in an organization can be accomplished by merely changing the permissions with the manager role in the organization. All managers should immediately see the effects of the change.

4.2. Characteristics of an RBAC Policy
Different authors tend to have different views of what characterizes RBAC. While there is widespread agreement on the need for RBAC, a general consensus on what constitutes a complete RBAC system does not exist. This work in this thesis is based on a combination of the RBAC1 and RBAC2 models described in [7]. An attempt has been made to closely follow the specifications of these models. This section describes the various features of the model that have been implemented in this work. We will put off discussing implementation issues until the next session. 

4.2.1. Permissions

A permission is, generally speaking, an approval of a particular mode of access to one or more objects in a system. These permissions are associated with roles and determine what users assigned to those roles may or may not do. The nature of a permission depends largely on the nature of the system for which the RBAC policy is being defined. In the case of the system described in this thesis, a permission is an operation that may be allowed or denied for an object. In addition to this basic definition, a permission also carries with it conditions (predicates) that qualify the access. 

4.2.2. Sessions

When working in a system that supports RBAC, users establish sessions during which they may activate a subset of the roles they belong to. Each session thus maps one user to possibly many roles. A given user may have several sessions in progress at the same time (possibly in several windows on a workstation). The ability of a user to use a subset of his/her roles serves a useful purpose. Users who belong to powerful roles may keep these roles deactivated to avoid costly mistakes and explicitly activate them whenever required. Thus, support for multiple sessions is an extremely useful feature that all RBAC systems should possess. Needless to say, the RBAC package in the framework offers this feature.

4.2.3. Role Hierarchies

Given the usefulness of using roles to assign permissions to users, the logical need for structuring these roles to reflect an organization’s lines of responsibility arises. A hierarchy of roles with senior roles inheriting all the permissions of junior roles closely follows the structure of organizations. Figure 4.1 contains an example hierarchy. 


The roles hierarchy in Figure 4.1 consists of a representative university setup. Junior roles are listed lower in the diagram than senior roles. Thus ‘University Employee’ would be the junior-most role in this scenario. ‘Clerical Employee’ and ‘Academic Employee’ inherit all permissions that a University Employee has. In addition, they have their own independent permissions that they need for their functioning. Proceeding to the top, a ‘Dean’ supervises both a ‘Division Head’ and a ‘Departmental Chair’. Hence the ‘Dean’ role has both these roles as its junior roles. Quite naturally, the ‘Dean’ role has its own set of permissions (for example, executive washroom privileges) in addition to those inherited.

4.2.4. Constraints

Constraints are an important aspect of RBAC and are sometimes argued to be the principal motivation behind RBAC. Constraints are rules that qualify the addition of users and permissions to roles. For example, it may be required that the same user not possess both of two roles in a mutually exclusive pair. We should emphasize that the components of RBAC that constraints apply to are the user-role assignments and the role-permissions assignments. We look at three different constraints that are commonly considered important. The RBAC package of the framework also supports these three constraints. Each of these constraints is applicable to both the assignment of users to roles and of permissions to roles.

4.2.4.1. Mutually exclusive roles/permissions

This is the most common RBAC constraint. The same user can be assigned to at most one role in a mutually exclusive set. This ensures separation of duties. Two possibilities exist for mutual exclusion in the context of permissions. The first would prohibit the assigning of a permission to both of two roles in a mutually exclusive pair of roles. The other possibility proscribes the assigning of two permissions in a mutually exclusive pair to the same role. The RBAC package in the framework implements the latter case.

4.2.4.2. Prerequisite roles/permissions

If a role is declared a prerequisite for another role in the system, it means that a user may belong to the latter role only if he/she already belongs to the first role. In the context of permissions, a prerequisite permission has to be assigned to a role first before assigning a permission to the role. For example, permission to read a file in a system may be assigned only after permission to read the directory in which the file resides is granted. 

4.2.4.3. Cardinality constraints

A cardinality constraint on the assignment of users to roles imposes a limit on the number of users that may be assigned to the role. For example, only one person can be president of a university. Likewise we can limit the number of roles that a permission can be assigned to. The RBAC package does not implement the latter.

4.3. The RBAC Package

In the previous sections we took a broad look at the features of the RBAC package implemented in the course of this thesis. We now zoom in on the details of the actual implementation. Figure 4.2 is a detailed representation of the entire RBAC package. It should be mentioned at this point that any component whose parent class is not explicitly indicated (or has not been discussed in Chapter 2) inherits from the PolicyRepresentationObject class directly. Before we dig into the RBAC package, however, we look at two additions to the SPRF.OS package.  These are the Role class and the RoleSet class.

4.3.1. Role: Enumeration

Like the Label class we looked at in Chapter 3, the Role class inherits from the StringEnumeration class. A Role object thus has a name attribute that identifies it. In addition to description and name attributes, however, the Role constructor is also passed a set of Roles (possibly empty) as parameter. These are the Roles that the new Role inherits from. These junior Roles are added to the new Role’s ‘juniorroles’ field. Also a reference to the newly created Role is added to the ‘seniorroles’ fields of each of the junior Roles that the new Role inherits from. Thus, every Role keeps track of the Roles that it inherits from and the Roles that inherit from it. The role hierarchy that we discussed in the previous section is, therefore, implicitly maintained in the Role instances.

4.3.2. RoleSet: Set

A RoleSet is essentially a set of Roles. As we have already seen, junior Roles are passed to a new Role as a RoleSet. Also, the ‘juniorroles’ and ‘seniorroles’ fields of the Role class are RoleSets to which Roles are added. We will also run into RoleSets a lot in all the other classes that make up the RBAC package. 

4.3.3. GenericRBACPolicy: PolicyComponent

The GenericRBACPolicy class encapsulates the entire RBAC policy. This class inherits from the PolicyComponent class and implements the Evaluate() method to evaluate the policy represented by this GenericRBACPolicy instance. It also exports methods to return Session instances corresponding to the subset of Roles that a user wishes to use in the session. A GenericRBACPolicy instance contains a UserRolesAssignment instance and a RolePermissionsAssignment instance. The UserRolesAssignment object keeps track of the assignment of roles to users and of user assignment constraints. The RolePermissionsAssignment object keeps track of the assignment of permissions to roles and of permission  assignment constraints.

4.3.4. UserRolesAssignment: PolicyRepresentationObject

An instance of the UserRolesAssignment class maintains all the information that keeps track of user-roles assignments and of constraints that qualify these assignments. It contains an instance of UserRolesMapping and an instance of UserAssignmentConstraints. While the former keeps track of the roles to which users have been assigned, the latter stores the constraints involved. The methods UserRolesAssignment exports include one that assigns users to Roles, checking to make sure the constraints permit such an assignment. It also permits the addition and removal of constraints.

4.3.5. UserRolesMap: Map

An instance of UserRolesMap contains a set of Users and a set of Roles. The Roles in the RoleSet are the roles to which the Users in the UserSet are assigned. The same User can be assigned to any number of Roles. The only thing preventing this would be a constraint that limits the number.

4.3.6. UserRolesMapping: Mapping

A UserRolesMapping object contains several UserRolesMap objects. This class contains the entire mapping of Users to Roles. Among the significant ones, it exports methods to obtain the number of Roles a User has been assigned to, to get the set of Roles that a User has been assigned to and to check if a User has been assigned to a particular Role.

4.3.7. UserAssignmentConstraints: PolicyRepresentationObject

The UserAssignmentConstraints class stores all the constraints that control the assignment of users to roles. A UserAssignmentConstraints object contains two instances of the UAConstraintsSet class, one to store constraints for mutually exclusive roles and the other for prerequisite roles. In addition, it contains a Hashtable that stores the cardinality limits corresponding to different Roles. This Hashtable represents the limits on the number of Users that may be assigned to a Role. Among the important methods exported by the UserAssignmentConstraints class are methods to add and remove constraints of different kinds and to obtain information on the existing constraints. Requesting all the Roles that are mutually exclusive with or prerequisites for a given Role returns a RoleSet containing all the Roles.

4.3.8. UAConstraint: PolicyRepresentationObject

A UAConstraint object is the basic unit of representing a constraint on the assignment of Users to Roles. It contains two RoleSet instances indicating that constraints of the corresponding type bind Roles in the first RoleSet to those in the second. For example, let us consider a situation where the first RoleSet contains Role A and the second contains Role B in a UAConstraint object that represents constraints of the mutually exclusive type. This means that Role A and Role B are mutually exclusive, i.e. that no User may be assigned to both Role A and to Role B at the same time. Likewise, if the same two Roles exist in a UAConstraint object that represents constraints of the prerequisite type, then a User has to be assigned to Role B before being assigned to Role A. Role B, in this case, is a prerequisite for Role A.



4.3.9. UAConstraintsSet: Set

The UAConstraintsSet class represents a collection of UAConstraint objects. It thus represents a collection of all constraints of a particular kind. As was mentioned earlier, a UserAssignmentConstraints object contains two instances of UAConstraintsSet, each representing a different kind of constraint that relates pairs of Roles.

4.3.10. RolePermissionsAssignment: PolicyRepresentationObject

An instance of the RolePermissionsAssignment class maintains all the information that keeps track of role-permissions assignments and of constraints that qualify these assignments. It contains an instance of RolePermissionsMapping and an instance of PermissionAssignmentConstraints. While the former keeps track of the permissions assigned to Roles, the latter stores the constraints involved. The methods RolePermissionsAssignment exports include one that assigns permissions to roles, checking to make sure the constraints permit such an assignment. It also permits the addition and removal of constraints.

4.3.11. RolePermissionsMap: Map

An instance of the RolePermissionsMap class contains a RoleSet object and a PermissionsMap object. The permissions in the PermissionsMap object (which we take a closer look at further ahead) are thus assigned to all the Roles in the RoleSet. Constraints govern the addition of these permissions. 

4.3.12. RolePermissionsMapping: Mapping

A RolePermissionsMapping object contains several RolePermissionsMap objects. It contains the entire set of permissions assigned to all the Roles in a system. It exports methods to query if a Role has a certain permission, to obtain all the permissions associated with a Role for a SystemObject and to add and remove permissions.

4.3.13. PermissionsMap: Map

The PermissonsMap object contains the basic elements of an RBAC permission. Each PermissionMap object maps a SystemObject to an RBACReferenceSet object. The RBACReferenceSet object contains the permissions corresponding to the SystemObject. 

4.3.14. PermissionsMapping: Mapping

An instance of the PermissionsMapping class contains several PermissionsMap entries. The PermissionsMapping class thus contains the entire set of SystemObject-permissions associations. A PermissionsMapping object has exactly one entry for each SystemObject. One useful method that this class exports compares the PermissionsMapping instance with another PermissionsMapping instance to see if they have any common entries. We will see how this comparison proves useful further ahead.

4.3.15. RBACReference: PolicyRepresentationObject

The RBACReference object contains information that is associated with a SystemObject in a PermissionsMap object. It contains one OperationSet and two MechanismSet objects. The OperationSet instance contains all the Operations that may be allowed on the SystemObject for which these permissions are being defined. The two MechanismSets contain the predicates that we have encountered on more than one occasion in previous chapters. The first of the two MechanismSets (a set of pre-mechanisms) contains all predicates that should be evaluated before an access is permitted. The access is allowed only if they all return true. The second set of predicates is returned to the system for evaluation after the access is allowed. 

4.3.16. RBACReferenceSet: Set

An instance of RBACReferenceSet contains several RBACReference instances. Together these RBACReference objects represent all the operations and predicates associated with a SystemObject. The advantage of having several RBACReference entries for each SystemObject (instead of just one with all Operations in one OperationSet) is that this permits us to associate different predicates with different groups of Operations.

4.3.17. Operation: Enumeration

The Operation object is identical to the Operation object that we saw in the DAC package. It represents an operation on a SystemObject that is either permitted or denied by an RBAC policy. It is essentially a StringEnumeration with a name associated with it.

4.3.18. OperationSet: Set

The OperationSet object is a set of Operations.

4.3.19. PermissionAssignmentConstraints: PolicyRepresentationObject

The PermissionAssignmentConstraints class stores all the constraints that control the assignment of permissions to roles. A PermissionAssignmentConstraints object contains two instances of the PAConstraintsSet class, one to store constraints for mutually exclusive permissions and the other for prerequisite permissions. Among the important methods exported by the PermissionAssignmentConstraints class are methods to add and remove constraints of different kinds and to obtain information on the existing constraints. Specifically, getting all permissions that are mutually exclusive with or prerequisites for a given permission, returns a PermissionsMapping object containing all the permissions.

4.3.20. PAConstraint: PolicyRepresentationObject

A PAConstraint object is the basic unit of representing a constraint on the assignment of permissions to Roles. It contains two SystemObject-Operation instances indicating that constraints of the corresponding type bind Operations in the first OperationSet on the first SystemObject to those in the second SystemObject-OperationSet pair. For example, let us consider a situation where the first OperationSet contains Operation A on the first SystemObject P and the second contains Operation B on SystemObject Q, in a PAConstraint object that represents constraints of the mutually exclusive type. This means that Operation A on SystemObject P and Operation B on SystemObject Q are mutually exclusive, i.e. that no  Role may be assigned both permissions. Likewise, if the same two permissions exist in a PAConstraint object that represents constraints of the prerequisite type, then a Role has to be assigned the permission to access Operation B on SystemObject Q before being assigned the permission to access OperationA on SystemObject P. The former permissions, in this case, is a prerequisite for the latter.

4.3.21. PAConstraintsSet: Set

The PAConstraintsSet class represents a collection of PAConstraint objects. It thus represents a collection of all constraints of a particular kind. As was mentioned earlier, a PermissionAssignmentConstraints object contains two instances of PAConstraintsSet, each representing a different kind of constraint that relates pairs of permissions.

4.3.22. Session: PolicyRepresentationObject

The Session object encapsulates the concept of a session in an RBAC policy. We refer to Figure 4.3 for a representation of the Session class in the RBAC package. An instance of the Session class contains an instance of User and one of PermissionsMapping. The User instance is the user for whom the Session instance has been created. The PermissionsMapping instance contains all the permissions that the user may be granted in that session. Typically a User would request a Session instance comprising the permissions corresponding to a subset of the Roles he/she has been assigned to in the system. The Session class exports an Evaluate() method that evaluates the policy represented by the Session instance.


4.4. Editing the RBAC Policy

The RBAC policy class requires a high level of sophistication when making changes to the policy. This is because of the existence of constraints that govern the process of assigning permissions and Users to Roles. The UserRolesAssignment and RolePermissionsAssignment classes export methods that should be used to add and remove Users and permissions to the RBAC policy.  This section takes a look at the interfaces of these two classes.

Figure 4.4 is a listing of the UserRolesAssignment class’ interface.  The CreateUserEntry() method creates a new entry (an empty RoleSet) corresponding to the input UserSet. The RemoveUsersEntry() method removes the entry corresponding to the input UserSet. The AddRoles() method adds all the Roles in the input RoleSet to the set of Roles that the input UserSet maps to. In doing so, the method first checks to make sure that no constraints are violated. The RemoveRoles method that takes just a RoleSet input removes all occurrences of the Roles in the RoleSet from the UserRolesAssignment object. The second RemoveRoles method removes all occurrences of the Roles in the input RoleSet from the RoleSet corresponding to the input UserSet. The GetRoles() method returns a RoleSet containing all the Roles to which the input User belongs



The remainder of the methods in the UserRolesAssignment class’ interface pertain to the addition and removal of constraints from the UserAssignmentConstraints object. AddPrereqConstraint() and AddMutexConstraint() add constraints of the prerequisite and mutually exclusive types respectively. Their inputs consist of two RoleSets whose elements represent the constraint. The RemovePrereqConstraint() and RemoveMutexConstraint() methods remove constraints of the corresponding kinds.  The AddCardinalityConstraint() method sets a cardinality limit on the number of Users that can be assigned to each of the Roles in the input RoleSet. The RemoveCardinalityConstraint method removes such a constraint for the input Role.

Figure 4.5 is a listing of the RolePermissionsAssignment class’ interface. The CreateRolesEntry() method creates a new entry (an empty PermissionsMapping) corresponding to the input RoleSet. The RemoveRoles() method removes all occurrences of the Roles in the input RoleSet from the RolePermissionsAssignment object. The AddPermissions() method creates a new permission corresponding to the Operations in the input OperationSet for the input SystemObject. The RemovePermission() method does just the opposite. The GetPermissions() method returns a PermissionsMapping containing all the permissions that the input Role has for the given SystemObject. 


The remainder of the methods pertain to the addition and removal of constraints from the RolePermissionsAssignment object. The AddPrereqConstraint() and AddMutexConstraint() methods add constraints of the prerequisite and mutually exclusive types respectively. The constraints contain two SystemObject-OperationSet pairs and these are provided as inputs to the methods. The RemovePrereqConstraint() and RemoveMutexConstraint() methods remove constraints of the corresponding types.

4.5. Evaluating the RBAC Policy

Evaluating an RBAC policy involves generating an instance of the Session class and evaluating the policy corresponding to this object. Thus the actual work of an evaluation occurs in the Session instance that is generated. When the Evaluate() method of a GenericRBACPolicy instance is invoked with a DataInOut parameter, the User and SystemObject attributes of the DataInOut parameter are first extracted. A session corresponding to all the Roles of this User is generated and the Evaluate() method of the Session instance invoked with the DataInOut object as parameter.

The Evaluate() method in the Session object first checks to make sure that the User attribute of the object matches the User for whom the policy is being evaluated. It then looks in its PermissionsMapping component for an entry that matches the input SystemObject and input Operation (DataInOut.rbacoperation). If such an entry exists, the corresponding pre-mechanisms and post-mechanisms are obtained. The pre-mechanisms are all invoked first. If any of them returns false, the Evaluate() method returns false. If they all return true, the Evaluate() method returns true, adding all the post-mechanisms to the appropriate field in the DataInOut object for evaluation later.

4.6. Summary


Role Based Access Control policy (RBAC) is receiving widespread attention as a new and intuitive form of security policy. With RBAC, system administrators create roles according to the job functions performed in an organization, grant permissions to those roles, and then assign users to the roles on the basis of their specific job responsibilities and qualifications. Section 4.2 looked at entities such as permissions, sessions, role hierarchies and constraints that characterize RBAC.


An RBAC package was added to the SPRF. Section 4.3 described the nuts and bolts of this package. Once an RBAC policy instance is created, modifying it is governed by various constraints. Section 4.4 looked at these issues. Finally, section 4.5 described the process of evaluating an RBAC policy created using the RBAC package. 

CHAPTER 5

THE CHERUBIM SECURITY SYSTEM

In the last three chapters we took an in-depth look at the various parts of the Security Policy Representation Framework. Starting with this chapter we look at how the framework is used inside a security system. The extensions to the framework described in this thesis occurred in the context of the Cherubim security project. We, therefore, begin by looking at the architecture of the Cherubim security system, zeroing in on the component that constructs and manages security policies of various kinds, the Policy Administrator.

5.1. Introduction

The essence of the Cherubim security project [3,5] was to build a dynamic security architecture capable of adaptively providing security measures to mobile computers and wide area collaborators. The Cherubim system is composed of the following major features that together provide a dynamically changeable system to meet the demands of the future.

(a) A secure bootstrap protocol to boot up a customized security system using, say, a smart-card [9].

(b) Core security services to enable encryption of traffic and signing/verification of security agents [9].

(c) A security agent infrastructure consisting of various components for the construction, modification, deployment, evaluation and enforcement of security policies [3,5].

The first two features are discussed in detail in [9] and are not directly relevant to the topic of this thesis.  Suffice it to say that the bootstrap protocol gets the entire system started and the core security services are called upon to encrypt all traffic from the application and back using the Secure Socket Layer protocol. Specifically, the core services are used to sign security agents and to verify that a legitimate authority created and distributed these agents. 

Security policies in Cherubim are encoded in the form of security agents called Active Capabilities. A capability is obtained by an application wishing to access a secure component. The information in these capabilities is used to allow or deny access to various methods in the component’s interface. This pretty much sums up the functioning of the security agent infrastructure. In the next section we take a detailed look at the architecture of the system and at the functions of various constituent components.

5.2. System Architecture

Figure 5.1 is a diagrammatic representation of the basic architecture of the Cherubim system. The arrows indicate the flow of information and the access patterns that occur when a client wishes to access a server component. Cherubim in its current form works in a CORBA environment and complies with OMG’s general security reference model. Applications thus access components through an Object Request Broker (ORB) [1,8]. These server components register with a name server that the applications use to obtain a handle to them. Interfaces are specified using standard IDL (Interface Definition Language). With that said, let us now take a look at the various pieces of the system. 


5.2.1. Active Capability [3,5]
As mentioned earlier, an active capability is the security agent that carries security relevant information in the Cherubim system. An active capability is essentially an instance of the cherubim.capability.ActiveCapability class. The ActiveCapability class implements the java.io.Serializable interface. Active capabilities are serialized for transit from one component to another and for storage purposes.  The ActiveCapability class also contains a string data field that identifies the nature of the security policy contained within the capability. It exports a method called actype() that returns this information. The ActiveCapability class also contains methods that are used to sign the capability and to verify the signature on a capability.

Active capabilities carry security policy information. The ActiveCapability class is subclassed to obtain capabilities specific to different policy types. For example, the cherubim.capability.dac class is a subclass of the ActiveCapability class that encapsulates within it an instance of Discretionary Access Control policy. Likewise, cherubim.capability.ddac, cherubim.capability.mac and cherubim.capability.rbac encapsulate instances of DDAC, MAC and RBAC policies respectively. Each of these classes implements the Allowed() method that takes a java.util.Hashtable input containing input parameters relevant to that policy type. The Allowed() method returns a boolean value indicating whether the policy evaluated to true or false for the given input. It is invoked when making an access control decision in the ACServerInterceptor.

5.2.2. ACManager [3,5]
The ACManager component is an instance of the cherubim.capability.ACManagerImpl class. The ACManager is a CORBA component that is instantiated at both the client and the server ends. The ACManager handles the creation of interceptors at the client and server ends. It also handles the job of obtaining capabilities and installing them at the server end. The ACManager thus is the entity that manages all tasks related to capabilities, except that of creating them or modifying them in any way.

ACManagerImpl implements the cherubim.interfaces.ACManager IDL interface. The ACManager interface has three methods. The enforce() server-side method is invoked by the client-side ACInterceptor to submit a capability  for a user-component pair. The ACManager at the server then registers with the policy administrator and in the process verifies that the capability is valid. The update() server-side method is invoked by the policy administrator to give the server a changed version of a capability. The change() client-side method is invoked by the ACManager at the server to give the client-side ACManager a changed version of a capability after the update() method is invoked by the policy administrator.

In addition to the three methods in the ACManager IDL interface, the ACManagerImpl contains two forms of an installAC() method. These methods are used by a client application to get the ACManager to obtain a capability from the policy administrator.  The first of these methods is a generic method that works for all policy types. The policy administrator returns a capability based on the current policy type for a given user-object pair. The second installAC() method is specific to the RBAC policy. If the current policy for a user-object pair is set to RBAC, the policy administrator returns a capability based on a mapping of roles from a specified subset of a user’s domains to a subset of target domains.

5.2.3. ACInterceptor [3,5]
The ACInterceptor is a client-side entity that intercepts CORBA requests from a client to a component. A unique ACInterceptor intercepts requests to each component. The ACManager installs capabilities for various users within ACInterceptors corresponding to the target component. The pre_invoke() method of the ACInterceptor is invoked just before the request is sent. It is this method that checks to see if the capability has been updated since it was last sent and accordingly sends it (or not) to the ACManager at the server.

5.2.4. ACServerInterceptor [3,5]
The ACServerInterceptor is the server-side entity that intercepts incoming CORBA requests. The ACServerInterceptor corresponding to a CORBA component intercepts incoming requests from clients. It keeps track of capabilities for different users and evaluates these capabilities to allow or deny access. The ACServerInterceptor too has a pre_invoke() method where all the action happens.

5.2.5. Policy Administrator

The policy administrator is the component that will be the focus of the rest of this thesis. It is the entity that creates and modifies security policies and creates, issues and replaces active capabilities. The administrator is itself a CORBA component, that ACManagers on the client and server sides interact with, for various purposes. In addition to this, the administrator has a graphical user interface through which policies can be created and modified. Using this interface it is possible to store policies of various types in files and to generate capabilities from these policies when required.

5.3. Summary


The heart of the Cherubim security is a security agent infrastructure consisting of various components for the construction, modification, deployment, evaluation and enforcement of security policies. This infrastructure is implemented through the use of Active Capabilities that encapsulate security policy instances that are evaluated in specialized interceptors in an entity called the AC Manager. These Active Capabilities are created in and issued and replaced by the policy administrator, which is the subject of this thesis. Section 5.2 provided a functional description of these Cherubim components and looked at the Cherubim architecture at large.

CHAPTER 6

THE CHERUBIM POLICY ADMINISTRATOR
The Cherubim security policy administrator is the entity that manages security policies for a Cherubim client to use. It manages the creation, modification and deletion of security policies through a graphical user interface. A privileged authority should conceivably use this interface to manage security policies. In this and subsequent chapters, we look at the overall architecture of the administrator. We also look at the interfaces that the administrator exports to clients and at how these methods are implemented. Throughout, we will focus on tying the higher-level application issues to framework-specific concepts that we have come across in the previous chapters. The policy administrator should be viewed as a good example of how the framework described before is used in a security system. 

6.1. Policy Administrator Architecture

Figure 6.1 is the class hierarchy diagram for the policy administrator. The diagram provides a bird’s eye view of the object oriented design, and leaves the details of individual components for subsequent chapters. As is clear from Figure 6.1, the Cherubim security policy administrator consists of an instance each of five sub-administrators. Four of these five sub-administrators handle the four security policy types that the administrator supports. The fifth component handles a pool of conditions that can be inserted into security policy instances created using the other sub-administrators.


The security policy administrator is an instance of the poladmin_impl class. When instantiated, the administrator starts up with an instance of the gui class, which contains a reference to the administrator. Both the gui instance and the administrator instance contain references to the five sub-administrators. These sub-administrators are instances of the condadmin, dacadmin, ddacadmin, macadmin and rbacadmin classes. The dacadmin instance manages the administration of DAC security policies contained in several dacmain object instances that its internal tables keep. Likewise, the ddacadmin instance manages DDAC policies, the macadmin instance manages MAC policies and the rbacadmin instance manages RBAC policies. Each of these sub-administrators stores security policy instances in a directory corresponding to that policy type, by serializing these policy instance objects and writing them out to files.   

The condadmin instance, as mentioned before, manages conditions that may be inserted into security policies. These conditions are basically instances of the Mechanism class of the security policy representation framework. The condadmin instance maintains a pool of conditions that may be created and stored in files, once again as serialized Java objects. These condition instances are referenced by names that may be used when creating or modifying security policies. It is instructive at this point to take a look at the graphical user interface for the administration of these conditions (Figure 6.2). This window can be popped up when working with policies of any kind. 


As is clear from Figure 6.2, conditions are created by providing values for various parameters required in order to generate specific condition instances. Instances are referred to by name. The pull-down choices may be used to pick the type of condition (for example, ‘Time of day’) and the particular parameters to be input (for example, ‘Allowed ranges’). The display area may be used to display information about all the conditions available currently. Conditions may be stored in files by providing a file extension. These conditions can be loaded later by using the file extension as identifier. 

6.2. Policy Administrator Interfaces

The policy administrator is largely used through its graphical user interface. In addition, however, the administrator exports a CORBA interface. Figure 6.3 lists the methods in the interface. The administrator’s CORBA interface is used by ACManagers at both the client and server ends, to interact with the administrator.  The obtain() method is used by clients to obtain a stringified security policy for a certain user’s access to a CORBA component. In case, the current policy for the user happens to be RBAC, a parameter consisting of a semicolon-separated list of roles to be used is passed. The obtainmpcap() method is invoked by a client to obtain an RBAC policy based on a mapping of the user’s roles in a set of domains to the user’s roles in a different set of domains. A non-empty capability is returned only if the user’s current policy for the component being accessed is RBAC. The register() method is invoked by a server-side ACManager to register itself with the administrator after obtaining a capability from a client wishing to access a component. The administrator checks its cache to verify that the capability is current and returns a boolean value. The registration process ensures that the administrator can revoke/replace capabilities at servers when they change at the administrator.


6.3. Policy Administrator Functions

The security policy administrator primarily manages security policies. It does this by providing a graphical user interface that may be used to create, delete and modify security policies of various kinds. It also provides a low-level CORBA interface that a client or server may use to interact with the administrator. In addition, the policy administrator keeps track of information pertaining to the policy type for a give user-component pair. This information is used to direct policy requests to the appropriate sub-administrator. This information is persistent and is written to and loaded from file when shutting down/starting up the administrator. Lastly, the administrator also caches security policies that are sent to clients, in order to avoid the overhead of creating them when servers check with the administrator during a registration process.  

6.4. Summary

The Cherubim policy administrator manages the creation, modification and deletion of security policies through a graphical user interface that a privileged authority would use to manage security policies. Section 6.1 looked at the architecture of the policy administrator. It also described in detail one of the five sub-administrators that constitute the policy administrator. This sub-administrator manages the conditions that may be used by the other administrators to create conditional policies. The policy administrator interacts with the rest of the Cherubim system through a clearly specified interface. Section 6.2 looked at this interface. Section 6.3 discussed the functions of the policy administrator.

CHAPTER 7

ADMINISTRATION FOR DAC AND DDAC

DAC and DDAC policies are managed respectively by instances of the dacadmin and ddacadmin classes. We cover the administration of these two policy types together, in this chapter, due to the similarities that characterize them. We begin by studying the architecture of the dacadmin and ddacadmin sub-administrators and proceed to look at the graphical user interface that facilitates the administration of DAC and DDAC policies.  

7.1. Architecture

DAC and DDAC policy instances are encapsulated in instances of the dacmain and ddacmain classes. The dacmain and ddacmain classes thus capture the essential elements of creating and modifying DAC and DDAC policies. The dacadmin and ddacadmin architectures are built around these classes and so we look at the class hierarchy diagrams for dacmain and ddacmain to understand how the respective sub-administrators work.



Figure 7.1 and Figure 7.2 are the class hierarchy diagrams for the dacmain and ddacmain classes respectively. Since the two policy types share most of their classes within the framework, the only difference between dacmain and ddacmain lies in the PolicyComponent instance that the two classes encapsulate. The dacmain class contains an instance of the GenericDACPolicy class whereas the ddacmain class contains an instance of the DoubleDACPolicy class. The dacmain and ddacmain classes also contain references to the DACSystemState and DACAttributes objects that are contained within the PolicyComponent instance they contain. Maintaining these references facilitates the modification of a policy instance through the addition and removal of permissions. In addition, the dacmain and ddacmain classes contain references to User, UserSet, SystemObject, Operation, OperationSet and DACReference objects that are used in putting together the policy. Once again, maintaining these references is necessary to facilitate addition and removal of security permissions. 

The dacmain and ddacmain classes export a getcapability() method that returns an active capability of the appropriate type. The capability returned inherits from the base ActiveCapability class and contains policy-specific information corresponding to the policy type. The ActiveCapability instance for a DAC policy is an instance of the dac class and for a DDAC policy is an instance of the ddac class. These classes export an Allowed() method which takes a hashtable containing appropriate parameters as input and returns a true or false based on the result of evaluating the policy.

The dacadmin and ddacadmin sub-administrators maintain dacmain and ddacmain instances within hashtables. These dacmain and ddacmain instances contain permissions for one or more users and components. These instances can be made persistent by writing them out to file using a file extension provided through the graphical user interface. The sub-administrators also maintain information about the default file to look in, when a policy for a given component is requested. This information is also persistent and is stored when shutting down the system and loaded again at startup. 

7.2. Interfaces

The dacadmin and ddacadmin interfaces are used primarily by the graphical user interface to create, modify and delete permissions. A method in the interfaces is also used by the main policy administrator instance to direct its incoming CORBA requests to specific sub-administrators. We first look at the GUI screens corresponding to the two policy types to understand the former use of the interfaces.

The primary difference between DAC and DDAC policies is that permissions in the latter include negative entries that deny access. This is reflected in Figure 7.4 wherein a field for “Denied Operation(s)” exists unlike Figure 7.3. Otherwise, the behavior is identical for the two policy types.  The “Set Policy” button in the GUI sets the current policy (DAC/DDAC) as the security policy for the component entered in the “Component” field. The “View/Edit” button brings up the GUI for the administration of conditions (Figure 6.2). 

A privileged authority who uses the administrator to work with DAC/DDAC policies would begin either by creating a new DAC/DDAC policy file (“New DAC/DDAC File”) or by loading a policy from file (“Load DAC/DDAC File”). Both these operations require that a file extension be specified. The authority may at any point set the file extension that identifies the file containing the policy corresponding to a given component (“Set File Ext ”). Adding and removing permissions would be the primary task that the authority would perform (“Add to Policy”, “Remove from Policy”). In doing this, the authority may add conditions that qualify the permissions. Saving the policy to file involves hitting the “Update Storage” button. And finally the authority can generate a capability for a user-component combination, sign it and send it to a registered ACManager using “Send Capability”. The “Policy” menu in the menu bar contains a menu item to evaluate a DAC/DDAC policy for a given set of inputs and one to display the contents of a policy. The authority may use these menu items to keep track of changes being made to policies. All these operations involve calls to methods in the dacadmin/ddacadmin instance in the policy administrator. 

The dacadmin/ddacadmin classes also export one method that the poladmin_impl object calls to direct external CORBA requests. The dacobtain()/ddacobtain() method is used to obtain a capability for a client. Invoking this method causes the corresponding policy to be loaded from file (latest saved version). A capability is generated from this policy, signed and returned as a string.



7.3. Summary


The dacadmin and ddacadmin sub-administrators manage the administration of DAC and DDAC policies respectively. Owing to their similarities these sub-administrators were discussed together in this chapter. Section 7.1 looked at the design and implementation of the two components. Section 7.2 discussed the interfaces that the dacadmin and ddacadmin components export to the rest of the system. We also looked at snapshots of the graphical user interfaces that manage these policies.

CHAPTER 8

ADMINISTRATION FOR MAC
MAC policies are administered by an instance of the macadmin class. As with DAC and DDAC, the macadmin class uses the classes in the framework to manage MAC policies. We begin by looking at the architecture of the macadmin sub-administrator and then proceed to look at the graphical user interface that facilitates the administration of MAC policies. 

8.1. Architecture

A MAC policy instance is encapsulated in an instance of the macmain class. The macmain class thus captures the essential elements of creating and modifying MAC policies. The macadmin architecture is built around the macmain class and so we look at the class hierarchy diagram for macmain to understand how the macadmin sub-administrator works.


Figure 8.1 is the class hierarchy diagram for the macmain class. The macmain class contains an instance of the GenericMACPolicy class. It also contains references to the MACSystemState and MACLabelLattice instances contained within the GenericMACPolicy instance. In addition, the macmain object contains references to the ObjectLabelMapping and UserLabelMapping instances contained in the MACSystemState object and the MACLabelLatticeElements instance contained in the MACLabelLattice object. Instances of the User, Operation, Label, LabelSet and SystemObject classes are used in building a MAC policy. References to these objects are also maintained inside vectors in the macmain object. Maintaining these references facilitates the addition and removal of permissions and label mappings. 

The macmain class exports a getcapability() method that returns an active capability of the MAC type. The capability returned inherits from the base ActiveCapability class and contains policy-specific information corresponding to the MAC policy type. This ActiveCapability is an instance of the mac class. The mac class exports an Allowed() method which takes a hashtable containing appropriate parameters as input and returns true or false based on the result of evaluating the policy.

The macadmin sub-administrator maintains macmain instances within a hashtable. These macmain instances contain permissions corresponding to several labels and mappings of users and components to these labels. These instances can be made persistent by writing them out to file based on a file extension provided through the graphical user interface. The sub-administrator also maintains information about the default file to look in, when a policy for a given component is requested. This information is also persistent and is stored when shutting down the system and loaded again at startup. 

8.2. Interfaces

The macadmin interface is used primarily by the graphical user interface to create, modify and delete permissions and label assignments. A method in the interface is also used by the main policy administrator instance to direct its incoming CORBA requests to the MAC sub-administrator. We first look at the GUI screen corresponding to the MAC policy type to understand the former use of the interfaces.

Figure 8.2 is a screen shot of the GUI for creating and editing MAC policies. The “Set Policy” button in the GUI sets MAC as the security policy for the component(s) entered in the “Component(s)” field. The “View/Edit” button brings up the GUI for the administration of conditions (Figure 6.2). 

A privileged authority who uses the administrator to work with MAC policies would begin either by creating a new MAC policy file (“New MAC File”) or by loading a policy from file (“Load MAC File”). Both these operations require that a file extension be specified. The authority may at any point set the file extension that identifies the file containing the policy corresponding to a given component (“Set File Ext ”). 

Access control in MAC is specified by assigning labels to users and to components and by defining a lattice of relations among these labels. The GUI lets the authority assign labels to users and components (“Add Label”) and to remove such assignments (“Remove User Label”, “Remove Component Label”). For an access decision to be made, it is necessary to classify operations for which such decisions are being made, as “Read”, “Write”, “Read or Write” or “Read and Write”. The authority may set operation types for operations that may be performed on a component. The GUI can also be used to set label-label relations (“Add to lattice”) and to remove relations assigned before (“Remove from lattice”). Label-label relations may be qualified with condition instances from the conditions GUI. 

Saving the policy to file involves hitting the “Update Storage” button. The authority can finally generate a capability for a user-component combination, sign it and send it to a registered ACManager using “Send Capability”. The “Policy” menu in the menu bar contains a menu item to evaluate a MAC policy for a given set of inputs and one to display the contents of a policy. The authority may use these menu items to keep track of changes being made to policies. 

All the operations described above involve calls to methods in the macadmin instance in the policy administrator. The macadmin class also exports one method that the poladmin_impl object calls to direct external CORBA requests. The macobtain() method is used to obtain a capability for a client. Invoking this method causes the corresponding policy to be loaded from file (latest saved version). A capability is generated from this policy, signed and returned as a string.

8.3. Summary


The macadmin sub-administrator manages the administration of MAC policies.  Section 8.1 looked at the design and implementation of the macadmin component. Section 8.2 discussed the interface that the macadmin component exports to the rest of the system. We also looked at a snapshot of the graphical user interface that manages MAC policies.


CHAPTER 9

ADMINISTRATION FOR RBAC
RBAC policies are administered by an instance of the rbacadmin class. As with the other policy types, the rbacadmin class uses the classes in the framework to manage RBAC policies. We begin by looking at the architecture of the rbacadmin sub-administrator and then proceed to look at the graphical user interface that facilitates the administration of RBAC policies. 

9.1. Architecture

An RBAC policy instance is encapsulated in an instance of the rbacmain class. The rbacmain class thus captures the essential elements of creating and modifying RBAC policies. The rbacadmin architecture is built around the rbacmain class and so we look at the class hierarchy diagram for rbacmain to understand how the rbacadmin sub-administrator works.


Figure 9.1 is the class hierarchy diagram for the rbacmain class. The rbacmain class contains an instance of the GenericRBACPolicy class. It also contains references to the RBACSystemState and RolePermissionsAssignment instances contained within the GenericRBACPolicy instance. In addition, the rbacmain object contains a reference to the UserRolesAssignment instance contained in the RBACSystemState object. Instances of the User, UserSet, Role, RoleSet, Operation, OperationSet and SystemObject classes are used in building an RBAC policy. References to these objects are also maintained inside vectors in the rbacmain object. Maintaining these references facilitates the addition and removal of permissions and other entities. 

The rbacmain class exports a getcapability() and a getmappedcapability() method that return an active capability of the RBAC type. While the getcapability() method returns a capability based on a subset of a user’s roles, the getmappedcapability() maps a subset of a user’s domains to another subset of domains and uses the roles therein to generate a capability. The capability returned inherits from the base ActiveCapability class and contains policy-specific information corresponding to the RBAC policy type. This ActiveCapability is an instance of the rbac class. The rbac class exports an Allowed() method which takes a hashtable containing appropriate parameters as input and returns true or false based on the result of evaluating the policy.

The rbacadmin sub-administrator maintains rbacmain instances within a hashtable. These rbacmain instances contain permissions corresponding to several roles and assignments of users to these roles. These instances can be made persistent by writing them out to file based on a file extension provided through the graphical user interface. The sub-administrator also maintains information about the default file to look in, when a policy for a given component is requested. This information is also persistent and is stored when shutting down the system and loaded again at startup. 

9.2. Interfaces

The rbacadmin interface is used primarily by the graphical user interface to create, modify and delete permissions, role assignments and constraints. Two methods in the interface are also used by the main policy administrator instance to direct its incoming CORBA requests to the RBAC sub-administrator. We first look at the GUI screen corresponding to the RBAC policy type to understand the former use of the interfaces.

Figure 9.2 is a screen shot of the GUI for creating and editing RBAC policies. The “Set Policy” button in the GUI sets RBAC as the security policy for the component(s) entered in the “Component(s)” field. The “View/Edit” button brings up the GUI for the administration of conditions (Figure 6.2). 

A privileged authority who uses the administrator to work with RBAC policies would begin either by creating a new RBAC policy file (“New RBAC File”) or by loading a policy from file (“Load RBAC File”). Both these operations require that a file extension be specified. The authority may at any point set the file extension that identifies the file containing the policy corresponding to a given component (“Set File Ext ”). 

One of the first tasks of the authority when working with a new RBAC policy file would be to create new roles (“Create Role(s)”). These roles may either be independent in nature or inherit from other roles (“Junior Roles”). Roles already created may also be removed (“Remove Role(s)”) provided no other roles inherit from these roles. The authority could then assign constraints (“Set UA Constraints”) that qualify the assignment of roles to users or remove them once set (“Rem. UA Const.(s)”). These constraints have been discussed in Chapter 4. Likewise, conditions that govern the assignment of permissions to roles may also be set (“Set PA Constraints”) or removed (“Rem. PA Const.(s)”). 

Assigning roles to users (“Assign Role(s)”) and permissions to roles (“Add Permission(s)”) are the central tasks that govern the access control decisions represented by the policy. In the RBAC context, a permission is a component-operation pair. A permission may also be qualified by conditions, instances of which can be created using the GUI for administering conditions. Once created, these assignments can also be removed using “Remove Role(s)” and “Remove Permission(s)”. 

The policy administrator also supports the mapping of roles across domains. The authority may create mappings of roles across domains for use when resolving requests that are based on such a mapping. The “Add Mapping(s)” and “Remove Mapping(s)” buttons may be used to create and delete mappings of one set of roles to another. It should be mentioned at this stage that all role names have domain names appended to them and hence carry domain information with them.

Saving the policy to file involves hitting the “Update Storage” button. The authority can finally generate a capability for a user-component combination using a subset of the user’s roles, sign it and send it to a registered ACManager using “Send Capability”. The “Policy” menu in the menu bar contains a menu item to evaluate an RBAC policy for a given set of inputs and one to display the contents of a policy. The authority may use these menu items to keep track of changes being made to policies. 

All the operations described above involve calls to methods in the rbacadmin instance in the policy administrator. The rbacadmin class also exports two methods that the poladmin_impl object calls to direct external CORBA requests. The rbacobtain() method is used to obtain a capability for a client. Invoking this method causes the corresponding policy to be loaded from file (latest saved version). A capability is generated from this policy using a subset of the user’s roles, signed and returned as a string. The rbacobtainmapped() method is used to obtain a capability based on a mapping of a user’s roles in a subset of domains to those in a subset of target domains. Once again the capability is signed and returned as a string.

9.3. Summary


The rbacadmin sub-administrator manages the administration of RBAC policies.  Section 9.1 looked at the design and implementation of the rbacadmin component. Section 8.2 discussed the interface that the rbacadmin component exports to the rest of the system. We also looked at a snapshot of the graphical user interface that manages RBAC policies.


CHAPTER 10

CONCLUSION
The Cherubim security system is representative of the requirements of a security subsystem in any e-commerce solution that is emerging or is likely to emerge in the future. The various components of the system together ensure the level of security that the net-economy requires. The Policy Administrator in particular offers several useful features including,

· a clearly specified interface for clients to use

· ease of use by a privileged authority, through a graphical user interface

· easy deployment and revocation of policies

· support for a wide range of policy types including Role Based Access Control (RBAC)

· a modular design that facilitates design changes and the addition of new features

Commercial systems today are still contending with the challenges of building a system as complex as an e-commerce solution that can be deployed on the Internet. Such servers need to be capable of handling the heavy loads that are generated by people trying to do their shopping on the Internet. Such systems also need to be failsafe since downtime proves expensive to businesses. Amidst all these technological challenges the issue of security gets addressed only partially. Ad-hoc solutions that are put together as a result fail to stand the test of time. Over the next few years the issue of security in distributed object systems is bound to attract a lot of attention. The Cherubim system is a good example of the kinds of solutions that will result. 

We looked at various aspects of the Cherubim Policy Administrator in this thesis. We started out by discussing the Security Policy Representation Framework (SPRF) on which the Policy Administrator is built, at length, in chapters 2 through 4. We looked at the Mandatory Access Control (MAC) and Role Based Access Control (RBAC) packages that were added to the framework in chapters 3 and 4 respectively. Chapter 5 covered the various aspects of the Cherubim project, motivating the need for a Policy Administrator. We dug into the Policy Administrator in chapters 6 through 9, taking a close look at each of the sub-administrators that constitute the Policy Administrator.

As with any such system, there always are avenues for improvement. The RBAC component of the framework does not cover the entire gamut of possible RBAC features. Future work could involve extending the RBAC package to add new features. The Cherubim security system does not exist in the context of an application. Simple scenarios have been built to demonstrate the system. Integrating Cherubim  into an application (such as in the Active Network research currently in progress at the Systems Research Group) could be another area of future work.  The Cherubim system and more specifically the Policy Administrator are built on top of a CORBA Object Request Broker. While this design cut the workload of building the system in half, it is not entirely representative of how systems in the future will be built. The Policy Administrator should ideally be rebuilt as a stand-alone unit using socket-level communication for its functioning. 
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Figure 2.2: Key for Class Hierarchy Diagrams
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Figure 2.3: Basic Primitives Class Hierarchy Diagram
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Figure 2.4: Operating System Entity Class Hierarchy Diagram
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Figure 2.5: External Interface Class Hierarchy Diagram
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Figure 2.6: Generic (& Double) Discretionary Access Control Class Hierarchy Diagram
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Figure 4.1: A Representative Role Hierarchy
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Figure 4.3: Class Hierarchy Diagram for the Session Class
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Figure 4.4: UserRolesAssignment Class Interface
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Figure 4.5: RolePermissionsAssignment Class Interface
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Figure 5.1: Cherubim Architecture
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Figure 6.1: Policy Administrator Class Hierarchy Diagram
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Figure 6.2: GUI for the Administration of Conditions
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Figure 6.3: Policy Administrator CORBA Interface
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Figure 7.1: dacmain Class Hierarchy Diagram
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Figure 7.2: ddacmain Class Hierarchy Diagram
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Figure 7.3: GUI for the Administration of DAC Policies








Figure 7.4: GUI for the Administration of DDAC Policies











Figure 8.1: macmain Class Hierarchy Diagram
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Figure 8.2: GUI for the Administration of MAC Policies
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Figure 9.1: rbacmain Class Hierarchy Diagram
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Figure 9.2: GUI for the Administration of RBAC Policies











