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Security of P2P Systems
Part 1: General Introduction

Peer-to-peer computer networks are used today for various amounts of reasons. The most common use of a peer-to-peer network is to aid in the downloading of many illegal copyrighted files. Most of these files include music, movies, and other media that are generally considered entertainment. Almost of all forms of peer-to-peer file sharing have been attacked by various companies and trade groups that protect rights and laws of many of these forms of media. The most common trade group to go after companies or individuals that have programmed or created these peer-to-peer applications is the Recording Industry Association of America; or the RIAA.


Besides the fact that peer-to-peer computer networks are used for illegal downloading, they can be used for other purposes that are entirely legal. File sharing networks such as Limewire and BitTorrent have released legal content portals. Due to the fact that anyone who owns, or has access to a decently fast computer connection such as DSL, Cable, T1, or T3 uses a peer-to-peer application, the major concern of using one currently in this day and age of computing is the issue of overall computer security. Most users use peer-to-peer downloading to download the file type most commonly associated with music files: MP3. The problem is that most computer users do not have the common knowledge to prevent themselves from infection to various forms of security attacks; putting their computers at risk.

If a user is using a peer-to-peer application that does not use any form of server to relocate searches for files, and the network protocol is a purely peer-to-peer driven network, most files other than MP3 music files contain some sort of malware, adware, spyware, or virus. Most users do not have a common grasp on how most applications work, and a general mistake is not looking at the size of a file downloaded. If a user is downloading an application, one would think the file would be of a decent size. A common user would make a search for an application such as “Microsoft Word,” and instead of downloading the pirated software they were trying to access; they would be given a file that is generally of 1 MB in size or less. These files are almost always viruses.  [12]
Part 2: P2P Networks: How They Work.

While there are many ways to classify the various applications and P2P networks used, the general idea of P2P systems is split into two kinds of networks based on their degree of centralization: pure peer-to-peer and hybrid peer-to-peer systems. Pure peer-to-peer systems are driven by purely equal peer nodes that act as both a server and a client. [2] Examples of pure P2P networks used primarily for file sharing are Gnutella and Freenet. To give a general identification of how a pure P2P network works, I will analyze the Gnutella network.

What makes Gnutella a pure P2P network is the fact that there is no central database or server that knows the locations of files on the Gnutella network. Machines on the network communicate with one another to locate certain files using a distributed query approach.[2] This basically means that your computer knows of at least one other IP address connected to the Gnutella network. If the requested file is not on a machine you submit a search query to, that machine will send out the same search query to other machines it’s connected to, repeating the process to at least seven levels depending on the request’s time to live. This makes searching thousands of machine happen at fairly quick speeds. A diagram illustrating the file search is shown: [3]
Pure P2P:



Hybrid P2P networks usually contain some kind of a server or database that keeps all information on the peers accessing the network and responds to all requests. This means that the network is centralized. Peers host the available resources, and let the server know what resources are available to be shared.  An original piece of software to use this kind of network was the older Napster, which used a database of information to control its file sharing. [4]
Hybrid P2P System:
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A hybrid P2P network can also be decentralized meaning that it’s similar to a pure network, although the network uses minor different methods to find and search for files. An example of this is the FastTrack protocol used in the KaZaa client. This protocol divides users’ computers into supernodes and ordinary nodes, and this is done so using a central server that KaZaa connects to every time it starts. Below is an illustration of a P2P system using the FastTrack protocol: [4]
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BitTorrent technology is a relatively new kind of P2P system. This P2P application uses a tracker file (which directs your computer to a server that organizes the various pieces of the file being uploaded and downloaded) to organize tit-for-tat downloading. A tit-for-tat system means the more of the file you upload, the more you can download. Computers that are uploading the completed file are known as seeders, and computers that are uploading and downloading various trade pieces are known as leechers; together this is called the file swarm. [5]
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Part 3: Privacy & Law
A general security issue while using a P2P Application is the right of privacy. For example, when ever a user is running some form of P2P application, most companies run various access logs to see what files are being downloaded the most, and who’s connecting to whom. There are many variations of P2P servers that are implemented into the technology, and generally a third party computer comes between the downloading and uploading of files. IP address are stored in these access logs, most of the time accompanied by requests of date/time, specific files requested, transfer protocol codes, bytes served, user agents, client, etc. This could be because a lot of P2P networks/protocols use various applications.


An example of a privacy issue deals with BitTorrent technology, and its use of torrent trackers. A torrent is usually a small file which contains metadata (data about data), about the files and the specific tracker(s) the files are using. [15] A tracker is a computer that organized the various pieces of a file to be distributed throughout all peers uploading (seeding) and downloading (leeching) the torrent.  [13]

In detail a BitTorrent tracker is a computer server that handles requests for files, and assists the communications of peers. Due to no extensions in the protocol, the torrent tracker is the only source reliability and availability of the file, or the critical point. The tracker does in fact provide anyone downloading or uploading the file various statistics of what’s going on in all communications for the file. The statistics include: IP addresses, percent of file finished downloading, KB/s downloading, KB/s uploading, amount downloaded, amount uploaded, initiation type, client types, errors, and status. These statistics can tell user specific information about a user, allowing possibilities of targeting these users for various reasons (connection speeds, resources.)  [14]

The Legal issues that affect peer-to-peer applications vary depending on the type of Application, Network, and file distribution methods. For example, with the application LimeWire (which uses the Gnutella network) was sued by the RIAA saying that the company was receiving profit from their users sharing copyrighted files illegally. This was due to LimeWire encouraging its users to share as many files as possible. LimeWire currently only directly gets profit from selling the “enhanced” version of LimeWire called LimeWire Pro. [11] With BitTorrent Technologies, torrent trackers are usually targeted by cease and desist orders, but no charges are usually filed because these “trackers” do not host any of the data being distributed through the peer-to-peer technology. This affects a user in terms of security and privacy because when a company fails to go after a tracker, individual IP’s are tracked down, and individuals are sued resulting in dramatic circumstances. [12]
Part 4: General Attacks used against P2P Systems & Prevention/Defense

I will now analyze various forms of attacks and vulnerabilities that can be used against peer to peer systems. I will first focus on general attacks that are used against general network applications (communication) leading up to P2P specific attacks (application). Possible solutions to these attacks will precede their descriptions and methods.

Denial of service attacks are a lower level attack that are used against P2P systems. Lower level attacks focus on the communication aspect (TCP/IP) of P2P systems. Generally, a DoS attack is an attempt to make a computer resource unavailable to those who intend to use it. [7] The most common form of DoS attack is flood of packets that are invalid. This prevents valid queries for files, or in BitTorrent’s case, queries for parts of file; from being delivered. This forces all communications to stop in any routes being affected. DoS and DDoS attacks are most likely to occur in large networks such as Gnutella.
Denial of Service Attack on P2P network: [A]
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Detection is the primary solution of DoS attacks, but the problem of monitoring a P2P application the entire time it’s being used is not common practice unless it’s being done by protection programs such as Avast Anti-Virus’s P2P shield. A direct solution known as “pricing” can be implemented to limit the speed of requests a node makes in a network. Some P2P clients such as KaZaa create supernodes to prevent DoS attacks.
Pricing:
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The other common lower level attack used against P2P systems is a man-in-the-middle attack (MITM). A MITM is a form of attack used against cryptography in various forms of network applications. It’s generally identified as when an attacker is able to read, insert, or modify messages between two parties. [8] An attacker usually gains control by placing himself between two nodes in communication.
MITM: [A]
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The most used form of prevention of a MITM is the use of digital signatures. These signatures are based of public key cryptography allowing the verification of communication between two nodes sending queries to one another. Public key cryptography also prevents an attacker from being able to read queries being sent.
Worms can affect either the communication or application level of a P2P system, classifying this attack method as a mid-level attack. Worms use various P2P networks to send copies of itself to other nodes usually harming the network by consuming bandwidth. [9] A Worm can become a high threat to a P2P system because a high amount of users could be using the same client to connect a certain P2P network, allowing the worm to easily spread through nodes due to software vulnerabilities in the specific software.
Worm attacking a P2P System: [A]
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The only way a P2P network can defend itself against worms is to keep various P2P clients using the network secure. The client should be written in methods to avoid common flaws such as buffer overflows. Avoiding use of hybrid networks decreases risks of P2P worms, due to super nodes allowing faster spreading of infection.

Part 5: Specific Attacks used against P2P Systems & Prevention/Defense

Rational attacks are basically part of the human factor of using a P2P system. A rational attack is when a user is not cooperating with how the P2P system works to other user’s advantages. Many users will cancel the uploading of files, or not share any files at all. 


The only way to defend against rational attacks is by setting some kind of standard for how the P2P system is used. The only P2P system that can enforce this kind of rule is BitTorrent. Some private BitTorrent trackers record the amount of data that is uploaded and downloaded, and when an equal ratio of seeding and leeching is not demonstrated, the user usually ends up getting banned. 


Sybil attacks are used to create fake identities on various P2P networks either to gain a better reputation to increase download capabilities, or to eventually take control of the entire network. [10] An attacker usually joins a network as many different nodes in an ID space. An attacker can control all queries in the network once he has enough nodes in the same segment. This is a form of a gateway attack that could possibly lead to an eclipse attack.

Sybil Attack: [A]
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It is impossible to completely erase the threat of a Sybil attack against a P2P system. The only effective method of defense would be to slow the rate of how fast an attacker can generate enough nodes, similar to how one would defend against a DoS attack. P2P networks would have to apply some sort of node ID expiration to the network. [A]

A large scale MITM attack known as an eclipse is possible by separating a network into two partitions. When this is done, all communication must be forwarded through some form of malicious code.  This could successfully take an entire P2P network down, taking control of all node communication.
Eclipse Attack: [A]
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Defending against an eclipse would be done in a similar method to that of defending a P2P network against a MITM.  Digital signatures and public key cryptography would be implemented to defend against fake communication over the network. Protection against a malicious user placing new nodes in an ID space must also be implemented into defense because Sybil attacks allow the execution of an eclipse attack.
Part 6: Further Analyzation of Specific Clients’ Security Issues

Some peer-to-peer applications actually include adware and spyware bundled with their applications. Most of these applications do this, because they issue their software downloadable for free, and it is their only means of being able to make money from their software. A good example of this is KaZaa, an application popular for its supposively high number of trojans, worms, and computer viruses. The company even has a “No Spyware Commitment” published on their website. (http://www.kazaa.com/us/help/new_nospy.htm) On this website, Shaman networks lists that the company does not install or delete software, KaZaa does not contain software that gathers personally identifiable information about you (spyware), and KaZaa does not install software that records your internet usage. Unfortunately, this is not in any way whatsoever, true. I have included a chart (taken from http://en.wikipedia.org/wiki/Kazaa) that lists the various forms of malware included in KaZaa and many other popular peer-to-peer applications. In fact, Kazaa has been listed as “badware” by a company known as Stopbadware. (http://www.stopbadware.org/) As a result of this, sites used for downloading useful software such as download.com, have stopped hosting the P2P application.

	Malware Name
	Malware Type
	Description

	Cydoor
	Spyware
	Collects information on the PC's surfing habits and passes it on to the company which created Cydoor.

	B3D
	Adware
	An add-on which causes advertising popups if the PC accesses a website which triggers the B3D code.

	Altnet
	Adware
	A distribution network for paid "gold" files.

	GAIN
	Spyware
	Identifies your interests based on some of your computer usage and some of your web surfing behavior, including the URLs of Web pages viewed by you and other criteria. 

	The Best Offers
	Adware
	Tracks your browsing habits and internet usage to display advertisements similar to your interests.

	InstaFinder
	Hijacker
	Redirects your URL typing errors to InstaFinder's web page instead of the standard search page.

	TopSearch
	Adware
	Displays paid songs and media related to your search in Kazaa.

	RX Toolbar
	Spyware
	The toolbar monitors all the sites you visit with Microsoft Internet Explorer and provides links to competitors' websites.

	New.Net
	Hijacker
	A browser plugin that lets you access several of its own unofficial Top Level Domain names, e.g., .chat and .shop. The main purpose of which is to sell domain names such as www.record.shop which is actually www.record.shop.new.net.


Source: http://en.wikipedia.org/wiki/Kazaa [6]
Part 7: General Conclusion

In the future four general rules should be followed when implementing a P2P System:

1. Nodes should not be able to choose it’s own ID

2. Rates of requests, uploading, downloading, etc should always be limited.

3. Public Key Cryptography and Digital Signatures should always be used.

4. Use Open Standards, to create differences in applications used on various file sharing networks.

Security in a P2P system is something that users will always have to worry about due to many variations of a so-called “peer-to-peer” networks. Before any user decides to use a file sharing environment, one should educate themselves to have common knowledge of computer defense from viruses, malware, adware, and spyware. A user should always have some form of a firewall installed when using these programs. To decrease risk, a Pure P2P is always a safe route. Just like anything else in computing, there’s no such thing as a 100% secure system.
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