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INTRODUCTION

I took the research on the 2nd April 2005,in this research, I was supposed to complete the network design, implementation and troubleshooting using the skills gained in CCNA2 .I was supposed to use proper cabling to the appropriate devices. 

The following phases were to be accomplished:

· I was supposed to set up the physical layout of the network using the diagram and accompanying narrative.

· Also to correctly configure the routers with a basic router configuration

· Set up a TFTP server on one of the workstations

· Create and apply access control list on the appropriate router(s) and interface(s)

· Troubleshoot and test all connectivity and access control lists

ABSTRACT

This documentation is about restructuring and reconfiguring a network for a certain company. For a clearer view of the network the following network diagram is used to view the portion that is to be reconfigured.
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The project is divided into phases for modularity: first is configuration of the devices on the network and the other phase being establishing the security policy for the network.

Phase 1: This phase is aimed at describing how the network is expected to perform, as described in the introduction above. It is in this regard that we, as the students who study CCNA2, have been requested to accomplish this demand.

Phase 2 & 3: This is the point where the ip addresses are assigned for each network, and the development of an appropriate prototype for the newly constructed internetwork. Ip addresses are then assigned to the appropriate interfaces on all three routers and computers on the internetwork.

The table below will show all the information regarding the ip addresses used and router protocols and description of interfaces as well.

	Hostname
	Boaz
	Center
	Eva

	console password
	senatla
	king
	Nflex

	secret password
	Msuse
	eltaoel
	Ntsane

	VTY password
	senatla
	king
	Nflex

	serial 0/0 ip address
	195.159.18.1
	195.159.18.2
	        

	serial 0/1 ip address
	
	223.124.20.1
	223.124.20.2

	serial 0/0 clock rate
	
	56000
	

	serial 0/1 clock rate
	
	56000
	

	Fa 0/0 IP address
	156.66.12.1
	192.168.10.1
	200.168.20.1

	Fa 0/1 Ip address
	
	
	

	Enable the interfaces
	no shut
	no shut
	no shut

	Add Routing protocol
	router rip
	router rip
	router rip

	Add network statements
	network 195.159.18.0
	network 192.168.10.0
	network 223.124.20.0

	
	network 156.66.12.0
	network 195.159.18.0
	network 200.168.20.0

	
	
	network 223.124.20.0
	

	host Table
	center
	Boaz
	Boaz

	
	Eva
	Eva
	Center

	message of the day
	authorized users only
	authorized users only
	authorized users only

	serial 0/0 description
	serial 0 of Boaz
	serial 0 of center
	serial 0 of Eva

	serial 0/1 description
	serial 1 of Boaz
	serial 1 of center
	serial 1 of Eva

	Fa0/0 description
	fast ether 0 of Boaz
	fast ether 0 of center
	fast ether 0 of Eva

	Fa0/1 description
	fast ether 1 of Boaz
	fast ether 1 of center
	fast ether 1of Eva


Phase 4: Access control lists are applied in this phase such that workstation2 and the file server are on the management network, and that any device on this network can access any other device on the entire network. The current router configuration in this case was backed up for purposes of troubleshooting. In addition, Access control lists (ACLs)   are applied such that workstations on Eva and Boaz routers are not permitted outside of their networks, except o access file server1.

Here are the ACL‘s that were applied as a means for security policy:

1 on EVA
  sh ip access-lists 

Extended IP access list 104

    permit tcp 200.168.20.0 0.0.0.255 host 192.168.10.11

    deny ip any any

2 On Boaz

Extended IP access list 105

    permit tcp 156.66.12.0 0.0.0.255 host 192.168.10.11

    deny ip any any

Before ACLs were applied to any of the interfaces in the network, basic connectivity tests were made, using both ping and telnet commands, and the output of these commands were included into the documentation as follows

· Telnet from Boaz to Eva                                   SUCCESSFUL

· Telnet from workstation 4 to  Eva                   SUCCESSFUL

· TELNET from workstation 5 to Boaz            SUCCESSFUL 

· TELNET from workstation 2 to  Boaz            SUCCESSFUL

· TELNET from workstation 2 to Eva               SUCCESSFUL

· Ping  from workstation 5 to file server1          SUCCESSFUL

· Ping from workstation 3 to file server1           SUCCESSFUL

· Ping from workstation 3 to workstation 4       SUCCESSFUL

· Ping from workstation 5 to workstation 6       SUCCESSFUL

· Ping from workstation 3 to workstation 5      SUCCESSFUL

· Ping from workstation 2 to workstation 5       SUCCESSFUL

· Ping from workstation 2 to workstation 3       SUCCESSFUL

· Ping  from Router Eva to workstation 3         SUCCESSFUL

· Ping from Router Boaz to workstation 5        SUCCESSFUL

· Telnet from Boaz to Eva                                   SUCCESSFUL

· Telnet from workstation 4 to  Eva                   SUCCESSFUL

· TELNET from workstation 5 to Boaz            SUCCESSFUL 

After ACL’s were applied to any of the interfaces in the network, basic connectivity tests were made, using both ping and telnet commands, and the output of these commands were included into the documentation as follows

· TELNET from workstation 2 to  Boaz            BLOCKED

· TELNET from workstation 2 to Eva               BLOCKED

· Ping  from workstation 5 to file server1          SUCCESSFUL

· Ping from workstation 3 to file server1           SUCCESSFUL

· Ping from workstation 3 to workstation 4       SUCCESSFUL

· Ping from workstation 5 to workstation 6       SUCCESSFUL

· Ping from workstation 3 to workstation 5      SUCCESSFUL

· Ping from workstation 2 to workstation 5       BLOCKED

· Ping from workstation 2 to workstation 3       BLOCKED

· Ping  from Router Eva to workstation 3         SUCCESSFUL

· Ping from Router Boaz to workstation 5        SUCCESSFUL

LAST PHASE   

Configuration management documentation

BOAZ 
18/04/2005

· sh cdp ni
 
neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

                  S - Switch, H - Host, I - IGMP, r - Repeater

Device ID        Local Interface     Holdtme    Capability Platform Port ID

center           Ser 0/0            139          R        2620XM    Ser 0/0

Switch           Fas 0/0            138         S I       WS-C2950T-Fas 0/4

· Boaz#sh ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

       * - candidate default, U - per-user static route, o - ODR

       P - periodic downloaded static route

Gateway of last resort is not set

R    200.168.20.0/24 [120/2] via 195.159.18.2, 00:00:22, Serial0/0

C    156.66.0.0/16 is directly connected, FastEthernet0/0

R    192.168.10.0/24 [120/1] via 195.159.18.2, 00:00:22, Serial0/0

R    223.124.20.0/24 [120/1] via 195.159.18.2, 00:00:22, Serial0/0

C    195.159.18.0/24 is directly connected, Serial0/0

· Boaz#sh ip protocol

Routing Protocol is "rip"

  Sending updates every 30 seconds, next due in 23 seconds

  Invalid after 180 seconds, hold down 180, flushed after 240

  Outgoing update filter list for all interfaces is not set

  Incoming update filter list for all interfaces is not set

  Redistributing: rip

  Default version control: send version 1, receive any version

    Interface             Send  Recv  Triggered RIP  Key-chain

    FastEthernet0/0       1     1 2                                  

    Serial0/0             1     1 2                                  

  Automatic network summarization is in effect

  Maximum path: 4

  Routing for Networks:

    156.66.0.0

    195.159.18.0

  Routing Information Sources:

    Gateway         Distance      Last Update

    195.159.18.2         120      00:00:11

  Distance: (default is 120)

· Boaz#sh ip int

FastEthernet0/0 is up, line protocol is up

  Internet address is 156.66.12.1/16

  Broadcast address is 255.255.255.255

  Address determined by setup command

  MTU is 1500 bytes

  Helper address is not set

  Directed broadcast forwarding is disabled

  Multicast reserved groups joined: 224.0.0.9

  Outgoing access list is not set

  Inbound  access list is not set

  Proxy ARP is enabled

  Security level is default

  Split horizon is enabled

  ICMP redirects are always sent

  ICMP unreachables are always sent

  ICMP mask replies are never sent

  IP fast switching is enabled

  IP fast switching on the same interface is disabled

  IP Flow switching is disabled

  IP Fast switching turbo vector

  IP multicast fast switching is enabled

  IP multicast distributed fast switching is disabled

  IP route-cache flags are Fast

  Router Discovery is disabled

  IP output packet accounting is disabled

  IP access violation accounting is disabled

  TCP/IP header compression is disabled

  RTP/IP header compression is disabled

  Probe proxy name replies are disabled

  Policy routing is disabled

  Network address translation is disabled

  WCCP Redirect outbound is disabled

  WCCP Redirect inbound is disabled

  WCCP Redirect exclude is disabled

  BGP Policy Mapping is disabled

  Serial0/0 is up, line protocol is up

  !Internet address is 195.159.18.1/24

  !Broadcast address is 255.255.255.255

  !Address determined by setup command

  !MTU is 1500 bytes

  !Helper address is not set

  !Directed broadcast forwarding is disabled

  !Multicast reserved groups joined: 224.0.0.9

  !Outgoing access list is not set

  !Inbound  access list is not set

  !Proxy ARP is enabled

  !Security level is default

  !Split horizon is enabled

  !ICMP redirects are always sent

  !ICMP unreachables are always sent

  !ICMP mask replies are never sent

  !IP fast switching is enabled

  !IP fast switching on the same interface is enabled

  !IP Flow switching is disabled

  !IP Fast switching turbo vector

  !IP multicast fast switching is enabled

  !IP multicast distributed fast switching is disabled

  !IP route-cache flags are Fas

  !Router Discovery is disabled

  !IP output packet accounting is disabled

  !IP access violation accounting is disabled

  !TCP/IP header compression is disabled

  !RTP/IP header compression is disabled

  !Probe proxy name replies are disabled

  !Policy routing is disabled

  !Network address translation is disabled

  !WCCP Redirect outbound is disabled

  !WCCP Redirect inbound is disabled

  !WCCP Redirect exclude is disabled

  BGP Policy Mapping is disabled

 !Serial0/1 is administratively down, line protocol is down

  Internet protocol processing disabled

· Boaz#sh version

Cisco Internetwork Operating System Software 

IOS (tm) C2600 Software (C2600-I-M), Version 12.2(12c), RELEASE SOFTWARE (fc1)

Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Wed 05-Feb-03 16:12 by kellythw

Image text-base: 0x8000808C, data-base: 0x809E1A6C

ROM: System Bootstrap, Version 12.2(7r) [cmong 7r], RELEASE SOFTWARE (fc1)

Boaz uptime is 6 hours, 3 minutes

System returned to ROM by reload

System image file is "flash:c2600-i-mz.122-12c.bin"

cisco 2620XM (MPC860P) processor (revision 0x100) with 28672K/4096K bytes of memory.

Processor board ID JAE071807FS (1184950591)

M860 processor: part number 5, mask 2

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface(s)

2 Low-speed serial(sync/async) network interface(s)

32K bytes of non-volatile configuration memory.

16384K bytes of processor board System flash (Read/Write)

· !Boaz#sh hosts

!Default domain is not set

!Name/address lookup uses domain service

!Name servers are 255.255.255.255

Host                      Port  Flags      Age Type   Address(es)

· Boaz#sh startup-config

Using 697 out of 29688 bytes

!

version 12.2

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname Boaz

!

enable secret 5 $1$DGFn$atp26.LneOVVo08MVu.mC0

enable password csthecharm

!

ip subnet-zero

!

!

!

!

!

!

interface FastEthernet0/0

 description Boaz link

 ip address 156.66.12.1 255.255.0.0

 duplex auto

!

interface Serial0/0

 description boaz LAN

 ip address 195.159.18.1 255.255.255.0

!

interface Serial0/1

 no ip address

 shutdown

!

router rip

 network 156.66.0.0

 network 195.159.18.0

!

ip classless

ip http server

!

banner motd ^CCodt # authorized users only  #

^C

!

line con 0

 password senatla

 login

line vty 0 4

 password senatla

 login

!

· sh access-list

Extended IP access list 105

    permit tcp 156.66.12.0 0.0.0.255 host 192.168.10.11

    deny ip any any (103 matches)

Center configuration
8/04/2005

· show cdp neighbors

!Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

                  S - Switch, H - Host, I - IGMP, r - Repeater

Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID

Switch           Fas 0/0            151         S I       WS-C2950T-Fas 0/4

Boaz             Ser 0/0            148          R        2620XM    Ser 0/0

EVA              Ser 0/1            126          R        2620XM    Ser 0/1

· sh ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

       * - candidate default, U - per-user static route, o - ODR

       P - periodic downloaded static route

Gateway of last resort is not set

R    200.168.20.0/24 [120/1] via 223.124.20.2, 00:00:00, Serial0/1

R    156.66.0.0/16 [120/1] via 195.159.18.1, 00:00:21, Serial0/0

C    192.168.10.0/24 is directly connected, FastEthernet0/0

C    223.124.20.0/24 is directly connected, Serial0/1

C    195.159.18.0/24 is directly connected, Serial0/0

· sh ip protocol

!Routing Protocol is "rip"

 ! Sending updates every 30 seconds, next due in 17 seconds

 ! Invalid after 180 seconds, hold down 180, flushed after 240

  !Outgoing update filter list for all interfaces is not set

  !Incoming update filter list for all interfaces is not set

  !Redistributing: rip

  Default version control: send version 1, receive any version

   ! Interface             Send  Recv  Triggered RIP  Key-chain

    FastEthernet0/0       1     1 2                                  

    Serial0/0             1     1 2                                  

    Serial0/1             1     1 2                                  

  !Automatic network summarization is in effect

  Maximum path: 4

  Routing for Networks:

    192.168.10.0

    195.159.18.0

    223.124.20.0

  !Routing Information Sources:

    Gateway         Distance      Last Update

    195.159.18.1         120      00:00:08

    223.124.20.2         120      00:00:12

  Distance: (default is 120)

· sh ip interface brief

FastEthernet0/0 is up, line protocol is up

  Internet address is 192.168.10.1/24

  Broadcast address is 255.255.255.255

IP output packet accounting is disabled

  IP access violation accounting is disabled

  TCP/IP header compression is disabled

  RTP/IP header compression is disabled

  Probe proxy name replies are disabled

  Policy routing is disabled

  Network address translation is disabled

  WCCP Redirect outbound is disabled

  WCCP Redirect inbound is disabled

  WCCP Redirect exclude is disabled

  BGP Policy Mapping is disabled

 Serial0/0 is up, line protocol is up

  Internet address is 195.159.18.2/24

  Broadcast address is 255.255.255.255

  Address determined by setup command

  MTU is 1500 bytes

  Helper address is not set

  Directed broadcast forwarding is disabled

  Multicast reserved groups joined: 224.0.0.9

  Outgoing access list is not set

  Inbound  access list is not set

  Proxy ARP is enabled

  Security level is default

  Split horizon is enabled

  ICMP redirects are always sent

  ICMP unreachables are always sent

  ICMP mask replies are never sent

  IP fast switching is enabled

  IP fast switching on the same interface is enabled

  IP Flow switching is disabled

  IP Fast switching turbo vector

  IP multicast fast switching is enabled

  IP multicast distributed fast switching is disabled

  IP route-cache flags are Fast

  Router Discovery is disabled

  IP output packet accounting is disabled

  IP access violation accounting is disabled

  TCP/IP header compression is disabled

  RTP/IP header compression is disabled

  Probe proxy name replies are disabled

  Policy routing is disabled

  Network address translation is disabled

  WCCP Redirect outbound is disabled

  WCCP Redirect inbound is disabled

  WCCP Redirect exclude is disabled

  BGP Policy Mapping is disabled

 Serial0/1 is up, line protocol is up

  Internet address is 223.124.20.1/24

  Broadcast address is 255.255.255.255

  Address determined by setup command

  MTU is 1500 bytes

  Helper address is not set

  Directed broadcast forwarding is disabled

  Multicast reserved groups joined: 224.0.0.9

  Outgoing access list is not set

  Inbound  access list is not set

  Proxy ARP is enabled

  Security level is default

  Split horizon is enabled

  ICMP redirects are always sent

  ICMP unreachables are always sent

  ICMP mask replies are never sent

  IP fast switching is enabled

  IP fast switching on the same interface is enabled

  IP Flow switching is disabled

  IP Fast switching turbo vector

  IP multicast fast switching is enabled

  IP multicast distributed fast switching is disabled

  IP route-cache flags are Fast

   Router Discovery is disabled

  IP output packet accounting is disabled

  IP access violation accounting is disabled

  TCP/IP header compression is disabled

  RTP/IP header compression is disabled

  Probe proxy name replies are disabled

  Policy routing is disabled

  Network address translation is disabled

  WCCP Redirect outbound is disabled

  WCCP Redirect inbound is disabled

  WCCP Redirect exclude is disabled

  BGP Policy Mapping is disabled

· sh version

Cisco Internetwork Operating System Software 

IOS (tm) C2600 Software (C2600-I-M), Version 12.2(12c), RELEASE SOFTWARE (fc1)

Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Wed 05-Feb-03 16:12 by kellythw

Image text-base: 0x8000808C, data-base: 0x809E1A6C

ROM: System Bootstrap, Version 12.2(7r) [cmong 7r], RELEASE SOFTWARE (fc1)

center uptime is 37 minutes

System returned to ROM by power-on

System image file is "flash:c2600-i-mz-122.12c^[^[^[^[.122-12c.bin"

cisco 2620XM (MPC860P) processor (revision 0x100) with 28672K/4096K bytes of memory.

Processor board ID JAE071807R3 (3612845182)

M860 processor: part number 5, mask 2

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface(s)

2 Low-speed serial(sync/async) network interface(s)

32K bytes of non-volatile configuration memory.

16384K bytes of processor board System flash (Read/Write)

 Configuration register is 0x2142

· Sh hosts

Name/address lookup uses domain service

!Name servers are 255.255.255.255

Host                      Port  Flags      Age Type   Address(es)

Eva                       None  (perm, OK)  0   IP    200.168.20.1

Boaz                      None  (perm, OK)  0   IP    156.66.12.1

· center#sh startup-config

Using 970 out of 29688 bytes

!

version 12.2

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname Centre

!

enable secret 5 $1$hBSm$o1CNAL2iRerSgVGiCFY1U1

!

ip subnet-zero

!

!

!

!

!

!

interface FastEthernet0/0

 description gateway-to-eva-&-boaz

 ip address 192.168.11.3 255.255.255.0

 ip access-group 125 in

 duplex auto

  speed auto

!

interface Serial0/0

 description connection-to-boaz

 ip address 192.168.13.2 255.255.255.0

 clockrate 56000

!

interface Serial0/1

 description connecction-to-eva

 ip address 192.168.12.2 255.255.255.0

 clockrate 56000

!

router rip

 network 192.168.11.0

 network 192.168.12.0

 network 192.168.13.0

!

ip classless

no ip http server

!

· sh access-lists

access-list 125 permit ip 192.168.11.0 0.0.0.255 192.168.9.0 0.0.0.255

access-list 125 permit ip 192.168.11.0 0.0.0.255 192.168.10.0 0.0.0.255

banner motd ^Cyou have enterred a secure connection^C

line con 0

 password ccna

 login

line aux 0

line vty 0 4

 password ccna

 login

!

end

EVA

show 
 

 

 

 

 











·    show cdp neighbors 

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

                  S - Switch, H - Host, I - IGMP, r - Repeater

Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID

center           Ser 0/1            172          R        2620XM    Ser 0/1

Switch           Fas 0/0            171         S I       WS-C2950T-Fas 0/11

EVA#

· show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

       * - candidate default, U - per-user static route, o - ODR

       P - periodic downloaded static route

Gateway of last resort is not set

C    200.168.20.0/24 is directly connected, FastEthernet0/0

R    156.66.0.0/16 [120/2] via 223.124.20.1, 00:00:12, Serial0/1

R    192.168.10.0/24 [120/1] via 223.124.20.1, 00:00:12, Serial0/1

C    223.124.20.0/24 is directly connected, Serial0/1

R    195.159.18.0/24 [120/1] via 223.124.20.1, 00:00:12, Serial0/1

EVA#



· 
Routing Protocol is "rip"

  Sending updates every 30 seconds, next due in 13 seconds

  Invalid after 180 seconds, hold down 180, flushed after 240

  Outgoing update filter list for all interfaces is not set

  Incoming update filter list for all interfaces is not set

  Redistributing: rip

  Default version control: send version 1, receive any version

    Interface             Send  Recv  Triggered RIP  Key-chain

    FastEthernet0/0       1     1 2                                  

    Serial0/1             1     1 2                                  

  Automatic network summarization is in effect

  Maximum path: 4

  Routing for Networks:

    200.168.20.0

    223.124.20.0

  Routing Information Sources:

    Gateway         Distance      Last Update

    223.124.20.1         120      00:00:09

  Distance: (default is 120)

EVA#

· sh ver

Cisco Internetwork Operating System Software 

IOS (tm) C2600 Software (C2600-I-M), Version 12.2(12c), RELEASE SOFTWARE (fc1)

Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Wed 05-Feb-03 16:12 by kellythw

Image text-base: 0x8000808C, data-base: 0x809E1A6C

ROM: System Bootstrap, Version 12.2(7r) [cmong 7r], RELEASE SOFTWARE (fc1)

EVA uptime is 38 minutes

System returned to ROM by power-on

System image file is "flash:c2600-i-mz.122-12c.bin"

cisco 2620XM (MPC860P) processor (revision 0x100) with 28672K/4096K bytes of memory.

Processor board ID JAE071807GQ (2087349818)

M860 processor: part number 5, mask 2

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface(s)

2 Low-speed serial(sync/async) network interface(s)

32K bytes of non-volatile configuration memory.

16384K bytes of processor board System flash (Read/Write)

 --More-- 








        








Configuration register is 0x2142

EVA#

· sh hosts

Default domain is not set

Name/address lookup uses domain service

Name servers are 255.255.255.255

Host                      Port  Flags      Age Type   Address(es)

center                    None  (perm, OK)  0   IP    192.168.10.1

Boaz                      None  (perm, OK)  0   IP    156.66.12.1

EVA#

· sh startup

Using 770 out of 29688 bytes

!

version 12.2

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname EVA

!

enable secret 5 $1$fAb4$oDbOIFOXBlL.a.5bgWtjx.

enable password nflex

!

ip subnet-zero

!

!

ip host center 192.168.10.1

ip host Boaz 156.66.12.1

!

!

!

!

interface FastEthernet0/0

 description F0/0  LAN OF EVA

 --More-- 








        








 ip address 200.168.20.1 255.255.255.0

 duplex auto

 speed auto

!

interface Serial0/0

 no ip address

 shutdown

!

interface Serial0/1

 description S0/1 OF EVA CONNECTED TO S0/1 OF CENTRE

 ip address 223.124.20.2 255.255.255.0

!

router rip

 network 200.168.20.0

 network 223.124.20.0

!

ip classless

ip http server

!

banner motd ^CC u ba tlang, tsoa ^C

!

line con 0

 password nflex

 --More-- 








        








 login

line aux 0

line vty 0 4

 password nflex

 login

!

end

EVA#

DISCUSSION & CONCLUSION

The reaserch was successful, it depicted the real world scenario where one was supposed to block some of the ip address offered by the LAN OR WAN using access lists. There were some few problems during the research where some of the access-list built were blocking other networks which were not supposed to be blocked.

In conclusion, ccna 2 provides enough material for accomplishment of this research, also  routing configurations should be at ones fingure tips. 
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RouterCENTER�

Router BOAZ�

Router EVA�

SWITCH�

server 1
ip address 192.168.10.11
gateway 192.168.10.1
subnet mask 255.255.255.0�

host 2
ip address 192.168.10.9
gateway 192.168.10.1
subnet mask 255.255.255.0�

interface f0/0
ip address 192.168.10.1
subnet mask 255.255.255.0�

host 3�

host 5�

SWITCH�

SWITCH�

host 6�


host 4
�


host 2
�

interface s0/1
ip address 223.124.20.1
subnet mask 255.255.255.0�

interface s0/1
ip address 223.124.20.2
subnet mask 255.255.255.0�

interfce f0/0
ip address 200.168.20.1
subnet mask 255.255.255.0�

ip address 200.168.20.3
gateway 200.168.20.1
subnet mask 255.255.255.0�

ip address 200.168.20.4
gateway 200.168.20.1
subnetmask 255.255.255.0�

ip address 156.66.12.4
gateway 156.66.12.1
subnet mask 255.255.0.0�

ip address 156.66.12.3
gateway  156.66.12.1
subnet mask 255.255.0.0�

interface f0/0 
ip addres 156.66.12.1
subnet mask 255.255.0.0�

interface s0/0 
ip address 195.159.18.1
subnet mask 255.255.255.0�

interface s0/0 
ip addresss 195.159.18.2
subnet mask 255.255.255.0�


