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in Desert Storm

Major Michael R. Macedonia, US Army

During operations Desert Shield and Desert Storm, communications
were critical to controlling the scope of the operations. The author
reviews how technology allowed the coalition forces to plan, coordinate
and disseminate the required information for successful operations. He
also looks at some of the areas that used computers and high technology
to reduce tasks that had required days to accomplish to hours. Finally,
he points out that Desert Storm showed the military that its current
communications structure needs to be reviewed and upgraded to
support the way commanders intend to fight in the future.

Uncertainty being the central fact that all com-
mand-systems have to cope with, the role of uncer-
tainty in determining the structure of command
should be—and in most cases is—decisive.

—Martin van Creveld!
IN AUGUST 1990, the US Central Com-
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room at MacDill Air Force Base, Florida, seemed
to be at the center of the world. The place was
a frenetic hub at the start of Operation Desert
Shield. The CENTCOM staff was trying to coor-
dinate the largest deployment since the Korean
War; maintain an eye on Iraqi forces; and control
a dangerous blockade. Even the weather was
closely monitored, with the appearance of a hur-
ricane off the African coast.

The room exhibited powerful technology at
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displaying the status of everything, everywhere;
from the status of transport ships headed for the
ports of Saudi Arabia to the current Iraqi order
of battle. On the large, color monitors overhead
was the constant vision of the Cable News Net-
work and an electronic map on the center wall
tracked the US carrier groups in the region and
the transit of Iraqi merchant vessels. The
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CENTQOOM staff could call instantly to the
command ships and to the forward element in
Riyadh over satellite phone circuits. Situation
charts were constantly being updated on work
stations and forwarded to the Joint Staff in
Washington and other commands via fax ma-
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chines now helped relieve a saturated automatic
digital network.

These powerful technologies were tied to the
question of the moment—when would the
command group and staff deploy to Riyadh? De-
ployment forward was an issue shaped by the
command structure of CENTCOM and the in-
formation systems that supported it. In peace-
time, the unified command had no forces but had
to prepare to fight a wide spectrum of contingen-

cies across vast distances, from mer to Pa]ncmn
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Though a modem facility ex1sted in the Saudi
Ministry of Defense (MOD) compound, the
computer and communications resources were
not there. The political pressure from Washing-
ton and Riyadh was to immediately establish the
presence of the commander in chief of CENT-
OOM in the theater, with the purpose of assuring
our allies, presenting a threat to the Iraqis and
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avoiding the image of “chateau generalship.”
The irony of the modern age was that the
CENTCOM commander, at the outset of the
crisis, could gather more intelligence informa-
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miles away from the cheater of operations than
from the Saudi MOD. The command could
deploy too early, only to have to call MacDill to
find out what was going on in the theater. Not
only did CENTCOM have to await the build-up
of its forces but also the development of a com-
munications infrastructure to fight the war.
The crisis surrounding the blockade demon-
strated that the structure and location of the
CENTCOM command systems were not theo-
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and degree to which CENTCOM could manage
wide-ranging events. The stakes were extremely
high, requiring a fine grain of control of the US
forces in the region and knowledge of the Iragi
situation and capabilities. The actions of the
Iraqis were unpredictable and US enforcement
of the blockade might have provoked them into
attacking the Saudi oil fields, throwing the situa-
tion into chaos. The United States was also try-
ing to gather support in the UN and did not want
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The level of control and the technology to
support it were made evident one evening when
General H. Norman Schwarzkopf, the CENT-
COM commander, entered the middle of the
current operations center. In a tense conversa-
tion, Schwarzkopf talked on a telephone with
chairman of the Joint Chiefs of Staff, General
Colin L. Powell in Washington. At the same
time, he communicated by radio with the com-
mander of a US ship in the Indian Ocean that

was preparing to engage an Iraqi merchant vessel

attempting to run the blockade.

These early command and control issues pres-
aged how commanders would attempt to deal
with uncertainty through technology during the
war; mmm,shapmgmemunearﬂﬁmcuon
of command. tion Desert Storm provided
clues toward understanding the future of warfare
and how the battlefield has changed dramatical-
ly from the influence of late~20th—century infor-
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mation technology. The pervasive use of the
computer and data networks by all partici-
pants—from the tactical to strategic level of
war—surprised the world and military com-

manders. The command systems employed by
The irony of the modern age

was that the CENTCOM commander,
at the outset of the crisis, could gather
more intelligence information and more
effectively control his forces 7,000 miles
away from the theater of operations than
Jrom the Saudi MOD. . . . Not only did
CENTCOM have to await the build—up

of its forces but also the development
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of a communications mﬁustmcture
to fight the war.

the US forces reduced uncertainty, allowing the
coalition forces to efficiently destroy a larger Iragi
force in a time—compressed war. In hindsight,
the technology used by US forces at the start of
the war was a major advantage despite the appar-

ent parity in force numbers the Iraqi army’s edge
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long lines of commumcatlon of coalmon forces
Computer and communications systems not
only changed the character of war; they also

. changed the behavior of US military organiza-

tions. While using the technology to gain ad-
vantage over the enemy, commanders also re-
shaped the traditional processes by which they
planned operations and managed forces in
battle. A great deal of analysis is required before
we can understand the full extent of the technol-
ogy employed and how it influenced the course
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of the war and the management of forces but, as
the anecdote above demonstrated, the impact
was obvious.

Computers were used for almost every func-
tion, including:

e Guiding Tomahawk missiles.

® Maintaining data bases on air and ship
movements, personnel and enemy electronic

order of battle .
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e Route planning for aircraft against enemy
air defenses.

e Analyzing and filtering intelligence.

e Artillery and air defense management.

e Development of the daily air tasking
order (ATO).

o Frequency Management.

Artificial intelligence systems were also used
for the first time in support of a war. The Army

embloved a
employed a
HAWKEYE at VII Corps that assisted in elec-
tronic warfare targeting and collection manage-
ment for combat operations. Another advanced
data base was developed by the Army to reduce
the planning time for the movement of individ-
ual US-based units from several days to a matter
of hours by matching unit equipment loads to
ship and aircraft capacities.

The management of that deployment could
not have been accomplished without computers

decision sunnort svstem called
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The command systems employed
by the US forces reduced uncertainty,
allowing the coalition forces to efficiently
destroy a Ia:ger Iraqt force in a ume—
compressea war. l n nmaszglu, me zecn-
nology used by US forces at the start of
the war was a major advantage despite
the apparent parity in force numbers;
the Iraqi army’s edge afforded by
defending on its homeland; and the
long lines of communication.

scheduling the flow; accounting for all supplies
and forces; and quickly predicting the resources
required. Compare this with the slow build-up
in Vietnam, which took several years to develop
the infrastructure for 500,000 soldiers.
Computer networks over satellites, telephone
circuits and radio links were essential in tying to-
gether the US and coalition partmers with criti-
cal data and information: tactical and strategic
systems gave instantaneous warnings of Iraqgi
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up-to-date information on the state of the US
forces and logistics; and permitted rapid plan-
ning of combat operations.

Operational commanders could view the
battlefield as never before. US and coalition
forces could observe Iragi elements in near real-
time via Joint Surveillance and Target Attack
Radar System, AWACS (Airborne Warming
and Control System) and advanced unmanned
aerial vehicles. Intelligence systems denied, for

the most part, the Iraqis the advantage of opera-
tpar aqis 1age or op

tional surprise and the use of their homeland to
cloak preparations. Nothing remained hidden
for long. Unlike Vietnam, much of the intelli-
gence was readily available to tactical and opera-
tional forces for exploitation because of a change
in attitude by the intelligence community to-
ward supporting front-line commanders and the
capability of communications systems to rapidly
disseminate information.

These systems promoted “jointness” and uni-
ty of command by allowing commanders to
share and exploit lnformatlon, permitting close
coordination of operations. The single ATO is
a widely stated example of this. Lieutenant
General Charles A. Homer, the CENTCOM
air component commander, gave credit to auto-
mation as the key to successfully developing the
highly complex ATO. The integration of Air
Force AWACS with Army Patriot missiles and
theater—level systems through the use of sophis-
ticated data links also showed how information
technology could generate a high level of syner-
gism among the services.

Much of the technology was employed for the
first time and, to a large degree, was unanticipat-
ed or untried. Major innovations occurred in
adapting commercial systems to fill immediate
information requirements of commanders, be-
cause military technology in this area had not
kept up with the computer revolution of the
past decade. For example, personal computers
with modems sent enormous amounts of record
traffic over phone lines far faster than the mili-
tary message system, which was based on 1960’
technology. Staffs scrambled to purchase fax
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Computer networks over satellites, telephone circuits and radio links

: » A soldier trofn the 51st Signal
s Battalion makes adjustments to
- a satellite dish in Saudi Arabia.

were essential in tying together the US and coalition partners with critical data and
information. . . . Major innovations occurred in adapting commercial systems to fill
immediate information requirements of commanders, because military technology

in this area had not kept up with the computer revolution of the past decade.
L]

machines, which became mandatory to send
graphics such as maps and charts to tactical
units. There were just not enough couriers and
aircraft to do otherwise.

Other improvisations included the use of mo-
bile satellite ground stations that were leased
from commercial operators. The era of the suit-
case terminal arrived to handle critical voice and
data communications from remote locations.
Both commercial and military satellite commu-
nications became so essential that major bureau-
cratic battles were fought over frequency band-
widths and access. These disputes had to be
resolved at the joint staff and the Defense Com-
munication Agency levels in the United States.

Use of the Global Positioning System (GPS)
reduced the uncertainty of Army commanders
in controlling operations in the vast desert west
of Kuwait. GPS made up for the lack of accurate
maps and absence of terrain features in the Saudi
desert and permitted precise coordination of tac-
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tical ground forces and aircraft. Most of the GPS
receivers were commercial systems bought spe-
cifically to support Desert Storm. There were
4,500 receivers used during the war. The systems
were essential to the famous left hook by the co-
alition, providing the means for maneuvering

the huge force through an uncharted desert. The
move surprised the Iragis, who had thought that
the area was unnavigable.

However, the use of computers and data
communications brought to the attention of
commanders the continuing pathologies, as
Martin Van Creveld has called them, of modemn
command systems—too much data either ig-
nored, misdirected or misjudged for knowledge.
Though techniques such as expert systems
were used to assist in the analysis of raw data for
many wartime planning functions, there was still
too much to absorb by commanders and staffs
during the fast—paced war. The overwhelming
amount of data resulted in blind spots by forcing
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destruction. Were Iragi
facilittes? Ground forces overrunni

:ntact shelters sxmeume;,f‘okund lhe
Is it still nnnmhnnnl o ol

morale of its crew?

A controversial example of a “misdirected telescope” was the focus by the
intelligence community on imagery-based battle damage assessments used to measure
Iragqi strength. The allure of pictures stems from the fact that they are a more
concrete form of data than the products from other intelligence collection methods
such as enemy prisoner of war debriefs.

organizations to narrow their focus on particu-
lar forms of information.

A controversial example of a “misdirected
telescope” was the focus by the intelligence com-
munity on imagery—based battle damage assess-
ments (BDAs) used to measure Iraqi strength.
The allure of pictures stems from the fact that
they are a more concrete form of data than the
products from other intelligence collection
methods such as enemy prisoner of war debriefs.
Those products are complex and require sophis-
ticated analysis. However, Homer has stated
that “we may have been overly entranced with
some forms of intelligence collection” (imagery)
LU Lhc dcl.l illlcl 1L UfULhCl SOUrces Uf 'lllfUlllldLiUl 1,
which indicated that the Iraqls were far more dis-
sipated than BDA indicated.? Pictures are criti-
cal to determining the disposition of enemy
forces, but they do not reveal the enemy state of
mind or morale.

Problems associated with the ATO also illus-
trate the problem of “information overload.” Al-
though the use of the computer allowed for the
generation of the ATO and permitted central
management of coalition air forces, the product
was immense, consisting of a thousand pages of
text. The limited time available to read it and
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plan air operations forced the air wings to con-
centrate on only the data that specifically applied
to them. The air operations planmng staffs often
were unaware of other missions in the same area
that might have affected their plans even though
that information was buried in the ATO.

A corollary of this is that critical data did not
always go to the appropriate place. From the be-
ginning of the crisis, the routing list for CENT-
COM messages grew geometrically. The scale of
the operation made it impossible for anyone to
know all the organizations that might benefit
from any particular piece of data. Additionally,
units often created redundant data bases and oth-
er applications on computers or retransmitted
data that others already possessed. The tradition-
al downward branching flow of information had
been corrupted long before the deployment. The
complexity of modern war has caused data to
become compartmentalized and channeled lat-
erally, based on a variety of needs that undermine
the concept of information moving alonga chain
of command. These needs include security, com-
munication formats and systems, joint service
requirements and the cross—linking of many
external organizations under the influence, but
not necessarily the command, of the theater
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commander in chief (CINC).

However, command and decision making, as
opposed to strictly information passing, re-
mained hierarchical with a distinct chain from
the president to the CINC and to the service
components. The lessons of Vietnam were
heeded by military commanders paying due re-
spect to the critical importance of organizational
structure in command systems, even though the
technology made it possible and laid open the
temptation to micromanage the war.

Accurate data received by the right people
does not necessarily produce the appropriate de-
cisions, even with systerns such as HAWKEYE
that rely on explicit rules or templates. The ac-
tinne f the Traaic and Qaddam Hiceoin aften
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contradicted the opinions of experts because
those actions did not fit in with past pattemns of
behavior and often were irrational. Prior to Des-
ert Shield, despite the sophistication of our intelli-
gence information systems, Saddam succeeded
in his plan for strategic surprise in his invasion of
Kuwait. Fear of surprise after the Iraqi invasion
of Kuwait caused intelligence organizations to
adopt very conservative approaches to analyzing
Iraqi capabilities and intentions. The conserva-
tism had the circular effect of making the agen-
cies focus on the literal forms of information, (for
example, imagery), which were incomplete, as
discussed above. The result was overly cautious
and caveated analyses constructed with incom-
plete information. As Schwarzkopf told the
\lep /l Cf!"
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be waiting to start the ground war if the com-
manders of Desert Storm had depended on the
national agencies to agree that requirements for
beginning the offensive had been met.”

The constant demand for automation and the
subsequent communications capacity to support
it proved again that the demand for information
is insatiable in the preparation for and conduct
of war. Desert Storm showed that the current US
communications infrastructure is inadequate for
the way commanders intend to fight in the fu-
ture. The various pipes and spigots of data were
either too large or small for each other, causing
backups or stoppages. The limitations existed
despite the fact that “we put in more communi-
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The roles and functions of the
other elements of command systems,
organizations and procedures must be
reexamined carefully in light of new tech-
iim'ugy Formal siajj [f structures and
procedures have changed little in the last
40 years. . . . During Desert Storm, staffs
had to improvise new methods and orga-
nizations for managing a huge enterprise;
[or] they would be overwhelmed.

cations connectivity [in Saudi Arabial than
we've had in Europe during the past 40 years.”*

The ATO provides another example of this.
A]r}n“mh the ATO consisted nf text data, it
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was often carried on floppy disk or in paper copy
to ships supporting the air war.

“A high-ranking Navy communications offi-
cial said the service tried to circumvent these
problems by sending the ATO on circuits de-
signed for record traffic—essentially teletype cir-
cuits running at 75 bits per second. These cir-
cuits were overwhelmed quickly by the sheer size
of the AT

High bandwndth computer applications such
as imaging are more in demand by staffs because
the information produced is less abstract and
more readily understood than textual data. Yet,
those products cannot be generally supported by
the limited capacity of standard military systems.
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Dissemination of imagery to tactical forces was
delayed during the war because the coalition
lacked a distributed communications system ca-
pable of handling such high data rates.

The US military was also vulnerable to cen-
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point but from the physical placement of key
command system facilities. The high demands

Command and decision making, as
opposed to strictiy information passing,
remained hierarchical. . . . The lessons

of Vietnam were heeded by military
commanders paying due respect to the
critical importance of organizational

Structure in command systems, even

though the technology . . . laid open the
temptation to micromanage.

for communications assets forced theater-level
units and staffs to locate closely together to ac-
cess indigenous systems and share the general
support military communications and the logis-
tic infrastructure necessary to maintain and op-
erate them.

Another serious issue was the lack of trained
users of the technology in US forces. Most of the
computers were user—owned and operated—no
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tain the data or provide quality control. It was
not uncommon to see a lone junior enlisted sol-
dier or officer acting as the computer expert on
astaff. Unfortunately, the quality of their knowl-
edge of the computer, its application and the
data it processed received little scrutiny from su-
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limitations of the technology.

Countering these “pathologies” requires our
leaders to recognize that computers and coiti-
munication have changed the behavior of
military forces and their command systems.
The use of computers on the battlefield is
similar to the development of another tech-
nology that has changed the American way of
war—the helicopter.

Although the helicopter has been used since

World War I, it took 40 years to create an envi-
ronment within the Army to maximize its attack
capabilities. The current status of military com-
puters and communications is much like that of
the helicopter during the Vietham War. That

war damanetrmead that ratams wing aircmfr wara
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no longer a marginal factor in fighting the war as
they had been in Korea. The experience of Viet-
nam proved the potential of these systems to le-
verage military power at the tactical level by in-
troducing rapid mobility for the infantry and
giving Army commanders their own dedicated
air support in the form of the AH-1 Cobra.
However, as explained previously, the helicopter
was not a complete weapon until doctrine, pro-
cedures and other technology such as sensors
were fully integrated.

The successful use of Apache attack helicop-

ters during Desert Storm required a tactical
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concept -integrate Operations
doctrine; a corps of expert operators and com-
manders trained in their employment; a fully de-
veloped logistics support structure; and the right
mix of technology on the aircraft itself including
weapons, sensors and communications. This
synchronization has provided Army command-
ers with an unmatched responsive and lethal
weapon protected by its capability to destroy tar-
gets at long range, over the horizon of armor and

infantry forces.

The same processmust be observed for com-
puters and networks. The roles and functions of
the other elements of command systems, organi—
zations and proceu‘ures must be rccxauuucu
carefully in light of new technology.® Formal
staff structures and procedures have changed

little in the last 40 years. However, during Desert
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organizations for managing a huge enterprise;
otherwise, they would be overwhelmed. These
methods often revolved around the use of infor-
mation technology.

Commanders should encourage innovation
but at the same time understand the limits of
computer technology. The current system of
training the operators and users of computers is

a barrier to exploiting and properly understand-
ing the processed data. This is a universal prob-
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lem, because information technology has a gen-
erational cycle approaching 24 months. If
commanders are to have the latest hardware and
software, they must have experienced operators
and administrators who are constantly retrained.
An expert system requires an expert user—one
who is knowledgeable of his field, whether logis-
tics, intelligence or operations—who can vali-
date and provide a reality check on the infor-
mation produced. No software is perfect. The
consumers, commanders and staffs (who often
are the system operators) must be made aware of
the reliability and quality of the products and
how best to use them. This is because a single de-
fect does not only influence the performance of
one piece of equipment but, more profoundly,
human decisions, with broad consequences.

Military leaders must consider the doctrinal
implications of computer technology. In light of
Desert Storm, do the assumptions of AirLand
Operations mesh with the reality of the techni-
cal means for implementing it? How can com-
puters. and communications best be used or im-
pfOVéu fo bupp()r[ l[b [Cnc[b rlUW UU we prLCL[
our command systems while at the same time ex-
ploit or destroy our foe’s capabilities?

Unlike other countries that orient their de-
fense from their own soil, the United States has
been faced with the critical challenge of respond-
ing to crises all over an unstable world. Forward
basing is becoming less viable for the United
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States while contingency-based planning for
warfighting has become the norm. For future op-
erational and tactical commanders, the require-
ment to prepare for contingencies will continue

the problem confronted by CENTCOM in the

Military leaders must consider
the doctrinal implications of computer
technology. . . . Do the assumptions of
AirLand Operations mesh with the reality
of the technical means for tmplementmg
it? How can computers and communica-
tions best be used or improved . .. ? How
do we protect our command systems while
at the same time exploit or destroy our
Jfoe’s capabilities?

beginning of Desert Shield—how to establish a
flexible command system for an uncertain war.

The Gulf War showed that information tech-
nology is already a key element in the pursuit of
reducing uncertainty. The technology promises
to be a decisive tool of command on future
battlefields. Lieutenant General Robert H.
Ludwig, Air Force deputy chief of staff for com-
mand, control, communications and computers,
made this clear:

“You have to be a little careful about what you
say you learned out of Desert Storm. But one les-
son | am utterly confident we’ve learned is that
we have become dependent upon information
technology. It is now and will continue to be a
very significant portion of our military force.”?

However, commanders must have a realistic
understanding of its possibilities and challenges.
Finally, as in the case of the helicopter, the US
military must develop the appropriate doctrine,
training and procedures to extend the technolo-
gy and fully integrate it within the way we fight.
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