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Introduction

For a few years back, many computer software and communication technology companies has flourished throughout the world like growing mushroom after rainy season. This growth had us advancing through time into a more sophisticated world of information technology. As it is so, laws were trying to constantly adapting itself to the ever changing environment that surrounds us to ensure protection for the potential growth available from any threats. 

What we will look into here now is the role of software protection law, what type of law available to protect softwares derived from the exceptional mind of the century and where it is available. But first, what do we know of software protection? Software can be defined as a computer program that is built through a set or group of computer languages designed to do certain tasks (such as word processing, graphic editing, etc.) through a user interface. While, the word protection can be defined as the action of protecting something from harm, damages, etc. Thus, we defined can software protection as the act of protecting computer programs from being illegal use by others.

 

So, why is it important for such law to exist? First of all such law could bring a major impact on the advancement of information technology where software protection law can verify the authorship of the creator of the software. It gives them the right to protect their own valuable asset from being infringed by others who seek a short cut to success (To be eligible for protection, it has to be original, creative, and fixed in a tangible medium of _expression). Without protections, these authors to be will have their hard work, source codes of existing computer program be copied without authorization and then be used to create a similar program to compete with existing one, piracy would flourished (which could hurt the computer software industry) where no legal action are being taken, other people taking credits for your own original work and others. Such situation could create a stale environment where software creators has their motivation stripped off them and they no longer create new software for fear of their work being unprotected and exposed to piracy and other type of infringements. 

Software Protection in Malaysia

 

The software industry has lost a lot of money, or the opportunity to earn more money, when software piracy is going on. They can protect themselves with different types of legal and technical measures, but it seems that pirates are one step ahead all the time. Codes can be hacked by skilled computer hackers and encryption can be used when distributing the software. The Recording Industry Association of Malaysia (RIM) has reported a drastic drop of 37% in CD and cassette sales over the past three years due to the increasing piracy problem. The estimated sales for last year were RM126mil, a 20% drop from 2001, amounting to RM157mil. In the past few months, there have been many threats on government officers who were performing their duties. The henchmen have been compromising the raids by tailing the local authorities or Domestic Trade and Consumer Affairs Ministry officers.

 

In Malaysia the law gives the authorities the right to take anything that is used to sell pirated products. The Trade and Consumer Affairs Ministry has been given the power to catch this piracy syndicates since 1998, they has watched Malaysia become one of Asia's biggest centers of digital piracy. For years, illegal CDs came largely from factories in Taiwan, Hong Kong and mainland China. But as police have cracked down on criminal syndicates in those places, much of the production moved south. A recent report by the International Intellectual Property Association says: "VCD piracy originating in Malaysia is polluting markets all around the globe." 

 In Malaysia many different authorities came to tackle the issues of intellectual property protection and software piracy, which are plaguing the region and inhibiting economic growth.

 In Asia alone, the industry lost almost US$3 billion in 1998 to piracy. Piracy also directly impacted on tax revenues and employment rates. In a region struggling to recover its economic balance, these losses are a major concern for both government and industry. 

 Before the September 1, 2002 deadline the Malaysian government in cooperation with the BSA had conducted an extensive advertising campaign to inform and advise corporations of the need to use only legal software. In Kuala Lumpur alone an estimated 7,000 warning letters were sent to remind senior managers and company directors of their responsibilities with regards to software usage and the consequence of flaunting the copyright laws. However, many companies still did not take the warnings seriously.

 Copyright Act 1987

 So what are the laws to protect this software in Malaysia? According to the Copyright Act of 1987, which was amended in 1990, if an organization is found guilty of copyright infringement, the company and the senior management may be liable to a fine of up to RM10, 000 and/or up to five years jail term per infringing software copy. In addition to criminal prosecution, the company may also face civil action by the copyright owner/owners.

 Using pirated software does not necessarily mean copying an illegal piece of software bought from the streets. The indiscriminate act of copying from an original CD-ROM is also an act of piracy if the license agreement does not allow it

 Software piracy is not just another form of theft but also a criminal offence under Malaysian law. Senior management and company directors have a legal obligation to ensure that all software utilized in companies are legal as they are held personally and criminally accountable under the law.

Copyright is an intellectual property right that includes creative works as provided in Section 7 of the Act i.e. literary works; sound recordings; musical works; broadcasts, and artistic works. The copyright protection of Malaysia is governed by the Copyright Act 1987 and it provides the enforcement of the law by the Ministry of Trade and Consumer Affairs. There is no registration required in order for the author to have copyright protection for his works as opposed to some countries that have registration offices.

The Act states that the following works are protected and eligible for copyright under Section 7(1):

o       artistic works;
o       films;

o       literary works;

o       sound recordings; and

o       broadcasts.
There is no requirement for registration. However, certain criteria under the Act need to be satisfied such as:

·        Originality – only works which is original quality for copyright protection.

·        Works – Literary works like software, musical, artistic, films, sound recording and broadcasts.

·        Qualified person – when he work is made, the author must be a ‘qualified person’ which means he/she must be a citizen of or a permanent resident in Malaysia. As of 1st October 1990, a person who is from countries of the Berne Convention is also qualified.

·        First Publication – If the software is first publish in Malaysia or first published in Malaysia within 30 days of such publication elsewhere, it is also consider protected.

 

Duration

The author or the owner (author’s employer) of the software is the owner of the copyright. The software copyright in such works will expire 50 years from the end of the calendar year in which the author dies.

 Owner’s Right

The software copyright by the 1987 Act gives the owner the exclusive right to control in Malaysia the following acts in relation to the work:

·        Reproduction in any material form

·        Performance, showing or playing to the public

·        Broadcasting

·        Communication by cable and

·        Distribution of copies of the work to the public by sale, rental, leasing or lending.

 

Infringement

It follows therefore that copyright will be infringed if any person does or causes any other person to do without the permission or consent of the copyright owner any of the acts enumerated above in relation to his work.


A person is guilty of an offence under the Act if, at a time when copyright subsists in a work, him /her:

·        Make for sale or hire

·        Sells, lets for hire or by way of trade

·        Distributes

·        Possesses otherwise than for his private and domestic use

·        Import into Malaysia otherwise than for his private and domestic use

·        Makes or has in his possession any contrivance used or intended to be used for the purpose of making infringing copies.

 

Offences under the 1987 Act are sizeable offences, which mean the offender can be arrested. Criminal action are taken by lodging report to the Controller of Copyright, who is part of the Enforcement Unit of the Domestic Trade and Consumer Affairs, or the police who will later raid the premises of the offender, take into custody the infringing material and file charges in court.

 Remedies

Here are some of the remedies for infringement of copyright:

·        Damages – compensation to copyright owner for the losses suffered

·        Account of Profit – to deprive profit from infringer and transfer it to the copyright owner

·        Injunction – restraining the infringers from violating the owner’s copyright 

Software copyright is covered under the Software Copyright Act. Business Software Alliance (BSA) and Federation Against Software Theft (FAST) are two examples of the responsible parties to prosecute those involved in software piracy. 

In 2000, the Optical Discs Act was enacted and came into force in September to deal with the problem of illegal copies of copyright works in the form of optical discs such as VCD, DVD, CDs, etc. The law provides for the regulation of the manufacture of optical discs and the licensing of optical disc manufacturers. It represents one of the legislative initiatives taken to combat the problem of piracy of copyright works and in the process to strengthen the protection of intellectual rights in Malaysia.

 

 

Software Protection in India

 The advance in today’s technology has not let India behind in its bid to overcome software piracy and copyright issues. India has given the world the largest number of computer software programmers therefore the need to uphold and protect the literary and artistic works of the creators of software arises. 

 Copyright Act, 1957

In this Act, the interpretation of computer programme or software means a set of instructions expressed in words, codes, and schemes or in any other form, including a machine readable medium that is capable of causing a computer to perform a particular task or achieve a particular result. The author(s) of the computer programme must be registered in the Copyright Office of India and shall contain the titles of works and the names and addresses of authors, publishers and owners of copyright in the form called Register of Copyrights.

 

In today’s scenario of technological advances, the software industry in India has come to a level where there is insufficient enforcements made to curb this serious issue. India is the home of computer programme engineers that rakes in the big bucks for the country’s economy. Unfortunately, due to negligence, copyright issues were still taken lightly thus resulting to an alarming growth of pending court cases. Due to the losses in the form of royalties to the legitimate copyright owners, the Act is amended in 1984 with the changes below:


i. Infringers of copyright were raised to a maximum of (3) three years, with a minimum imprisonment of six months and a fine of up to Rs. 2 lakh, with a minimum of Rs. 50,000. 
ii. The Act is now specifically made applicable to video films and computer programmes. 
iii. The producers of records and video films were now under a statutory obligation to display certain year of first publication. 
 

However, another amendment was made to the Copyrights Act in June 1994 and became enforceable on May 10, 1995. This is to establish a whole new potential in India’s efforts to curb piracy. The legislature creates an effective copyright protection and rewards human creativity especially so in this modern society, providing a strong support for intellectual, cultural and economic activity. 

 

Offences

Infringement of Copyrights

Any infringement upon a computer programme shall be punishable with imprisonment for a term not less than 7 (seven) days but may extend to 3 (three) years and with fine which shall not be less than fifty thousand rupees.

 

Enhanced penalty on second or subsequent convictions

Whoever is, again, convicted of such an offence shall be punishable for the second and for every subsequent offence, with imprisonment not less than 1 year but may extend to 3 years and with fine not less than 2 lakh rupees but which may extend to 3 lakh rupees.

 

 

Knowing use of infringing copy of computer programme
Any person who knowingly makes use on a computer of an infringing copy of a computer programme shall be punishable with imprisonment for a term which shall not be less than seven days but which may extend to three years and with fine which shall not be less than fifty thousand rupees but which may extent to two lakh rupees:

Penalty for making false entries in register, etc., for producing or tendering false entries
any person who:

v     makes or causes to be made a false entry in the Register of Copyrights kept under this Act, or 

v     makes or causes to be made a writing falsely purporting to be a copy of any entry in such register, or 

v     produces or tenders or causes to be produced or tendered as evidence any such entry or writing, knowing the same to be false, shall be punishable with imprisonment which may extend to one year, or with fine or with both. 

 

Offences by companies.
Where any offence under this Act has been committed by a company, every person who at the time of the offence was committed was in charge of ,and was responsible to the company for, the conduct of the business of the company, as well as the company shall be deemed to be guilty of such offence and shall be liable to be proceeded against and punished accordingly: 
Provided that nothing contained in this sub-section shall render any person liable to any punishment, if he proves that the offence was committed without his knowledge or that he exercised all due diligence to prevent the commission of such offence. 

Notwithstanding anything contained in sub-section (1), where an offence under this Act has been committed by a company, and it is proved that the offence was committed with the consent or connivance of, or is attributable to any negligence on the part of, any director, manager, secretary or other officer of the company, such director, manager, secretary or other officer shall also be deemed to be guilty of that offence and shall be liable to be proceeded against and punished accordingly. 

 

Acts that are not infringement of copyright

The following acts shall not constitute an infringement of copyright:-

(a) Fair dealing with a literary, dramatic, musical or artistic work [not being a computer programme] for the purposes of-

(i)                  private use, including research;

(ii)                criticism or review, whether of that work or of any other work;

(aa) the making of copies or adaptation of a computer programme by the lawful creator of a copy of such computer programme, from such copy

(i)                  in order to utilize the computer programme for the purpose for which it was supplied; or

(ii)                to make back-up copies purely as a temporary protection against loss, destruction or damage in order only to utilize the computer programme for the purpose for which it was supplied;

(ab) the doing of any act necessary to obtain information essential for operating inter-operability of an independently created computer programme with other programmes by a lawful possessor of a computer programme, provided that such information is not otherwise readily available;

 (ac) the observation, study or test of functioning of the computer programme in order to determine the ideas and principles which underline any elements of the programme while performing such acts necessary for the functions for which the computer programme was supplied;

 (ad) the making of copies or adaptation of the computer programme from a personally legally obtained copy for non-commercial personal use.

 

Remedies

When the copyright of any computer software has been infringed, the owner of the copyright shall be entitled to all remedies by way of injunction, damages, accounts or otherwise as are or may be conferred by law for the infringement of right. The author, however, has a special right in which the author of a work has the right:

 

v     to claim the authorship of the work, and

v     to restrict or claim damages in any respect of distortion, mutilation, modification or other act in relation to the said work which is done before the expiration of the term of copyright if such distortion, mutilation, modification or other act would be prejudicial to his honor or reputation:

 

India, being a member of the two major copyright conventions of the world – Berne Convention and the Universal Copyright Convention, the works of Indian authors and Indian works are granted the copyright protection in all major countries worldwide.

 

 

 

 

 

 

 

 Software Protection in the United States of America

 

A nation which boasts great advancement in computer science technology such as America is not without a meticulous rules and regulations to protect the ideas and the ever-growing industry. In looking at the software protection laws provided in the US we can see that it is much more established yet it still changing from time to time as technology brings down world barriers towards globalization.

 

 Infringements and Penalties.
 

Infringement is considered a civil matter (a tort). It may also be a federal crime in certain circumstances. If it is willful and committed for commercial advantage or financial gain, it is subject to criminal prosecution. In cases of offending reproduction or distribution rights of 10 or more copies with a value of more than $2500 during any 180-day period, the offense is a felony. The statute of limitation for copyright infringement for both civil suits and criminal prosecutions is three years.

 
Laws on Software Protection in the United States of America.
 

A copyright provides ownership of intellectual property e.g. software, art, literature, in which the author secures certain exclusive rights to an original work for a limited time. Copyright law is authorized by Article 1, Section 8 of the United States Constitution. The law provides protection to inventors and scientists to encourage more new inventions and improvements in computer technology. In the United States, copyright includes the following rights:

 

· Reproductive Right: The right to make copies of a work. 

· Adaptive Right: The right to produce derivative works based on a copyrighted work. 

· Distribution Right: The right to distribute copies of a work. (This includes importation right, the right to prevent unauthorized importation of a work.) 

· Performance Right: The right to perform a copyrighted work in public. (The performance right does not ordinarily apply to sound recordings, but a limited performance right prohibiting only digital performances of sound recordings was added in 1995.) 

· Display Right: The right to display a copyrighted work in public. (These rights apply to musical, dramatic, literary, choreographic, film, and video programs only. They do not apply to audio recordings or architectural designs.) 
 

Digital Millennium Copyright Act

 

With regards to software protection in the United States, effective of October 1998, the Digital Millennium Copyright Act was introduced to protect software producers and those who use them worldwide through the following provisions provided by the law:

 

· Implements the terms of the World Intellectual Property Organization (WIPO) Copyright Treaties (Title I). 

· Prohibits circumvention of technological measures that control access to copyrighted works (copy protection schemes) (Title I). 

· Limits liability to online service providers (Title II). 

· Provides exemptions for use of diagnostic computer programs (Title III). 

· Makes other miscellaneous changes (Title IV). 

· Provides two years of protection for certain designs for useful articles (Title V). 
 

 The WIPO Copyright Treaties Implementation Act (Title I) grants copyright protection to:

 

· Sound recordings that were first fixed in a treaty party (a country other than the United States that is a party to international copyright agreements). 

· Pictorial, graphic, or sculptural works incorporated in a building or an architectural work embodied in a building located in the United States or a Treaty party. 

 Remedies

 On top of this, the United States regulatory board provides specific licenses which protect rights of software producers. Software producers who have ownership in content may need to consider ways to protect their interests. A licensing contract is unclear if the rights protected are not specific. A licensee authorizes an implied negative promise to the licensor not to use the unauthorized portion of the copyright to the disadvantage of the licensee. There are four steps that parties may take to clarify contractual license agreements:

 

· Specify the rights that are granted and those that are not. One right that many multimedia producers may wish to retain is the Right to Reuse Art, or to make a number of copies to show as portfolio samples. The wording in a contract might be as follows: . . . Nothing in this Contract deprives the Licensor of the right to copy or display the Artwork otherwise exclusively licensed hereunder to the extent (1) the Artwork is not sold, (2) it is used solely for the purposes of promoting the Licensor's work in a portfolio, and (3) the Licensee shall have continuing nonexclusive rights to the Artwork. 

 

 

· The Reservation of Rights clause may be included in a license contract to avoid granting more rights than intended. It could be stated in the following terms: . . . This Contract is a complete statement of the rights granted related to the Artwork that is licensed. All rights and licenses of any kind, including copyrights and rights that might otherwise be implied that are not expressly granted in this Contract are reserved exclusively by the Licensor. 

 

· Multimedia producers may wish to include a Merger clause in their licenses. Such a clause is intended to prevent a court from considering previous verbal agreements (or anything else) that may modify the terms of a contract. An example might read as follows: . . . This contract sets forth the entire agreement of the parties relating to its subject matter and merges and supersedes all prior discussions or understandings of any kind, written or oral. The terms of this contract may not be changed, modified, canceled, or terminated except by a written document signed by all parties to this contract that explicitly refers to this contract. 

 

· Producers and developers may choose to specify that the publisher of their work maintain accurate records related to royalties, and that an accountant be permitted to inspect the books on which royalties are based annually. This is a Standard Audit clause. 
 

However, copyright laws on software protection are tested on a case to case basis. Indeed with the ever-changing advancement of computer technology is at an accelerated speed, old customs of fairness and granting credit to the lawful owner has always been the foundation of all disputes.  

 

Conclusion

 Software protection is definitely a plus when it comes to protecting software creators’ fruits of labor, thus, providing one way of sending off the infringers through legal means. But how far effective is it? Even so the law exists, revenue loses are still incurred by firms or individual throughout the regions in this world and those loses are directly hampering the growth of the original computer software industry which is the least thing the giant computer software maker want to see. 

 

Therefore, how should government enforced the law to make it an effective law? What part does the public hold in this? What about geographical boundary effect has to the software protection law? Software protection law might be a valuable tool but it won’t be as effective as it was meant to be unless it was totally enforced without any prejudice and aimed without geographical boundary.
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