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SubSeven - Introduction


SubSeven was made to improve upon the design of NetBus.
It has 'improved' NetBus so much now that this is a Very deadly trojan that can be very damaging and quite hard to remove.

The best way to tell what version of SubSeven you are infected with is by running an updated AntiVirus program. Second best is to check our Which Version page.


If you have any comments or questions about our SubSeven removals, please feel free to leave us feedback.

SubSeven was made to fill in the gaps left by NetBus.
NetBus was the first 'point and click' trojan that made it very easy for hackers to abuse an infected system. The makers of SubSeven wanted to take this even further and give the hackers even more control than NetBus ever could.

SubSeven can do everything that NetBus can do. This includes things such as

· File controls 

· Upload / Download 

· Move, Copy, Rename, Delete 

· Erase harddrives and other disks 

· Execute programs 

· Monitoring 

· Can see your screen as you see it 

· Log any/all keypresses (even hidden passwords) 

· Open/close/move windows 

· Move mouse 

· Network control 

· Can see all open connections to and from your computer 

· Can close connections 

· Can 'bounce' or relay from their system to yours, so wherever they connect it seems as if You are doing it. This is how they prevent getting caught breaking into other computer systems and get You in trouble! 



The SubSeven trojan can also be configured to inform someone when its infected computer connects to the internet, and tells that person all the information about you they need to use the trojan aginst you.

This notification can be done over an IRC network, by ICQ, or by email.


HackFix - SubSeven - Fix v2.1 - 2.1 Gold + SubStealth - 2.1.3 MUIE + 2.1 Bonus

NOTE: You should print this page for reference before starting.

Sub7 has many flavors of v2.1. Most simply have added features, however the removal for the 2.1 family basically uses the same guidelines.


Please note that any/all filenames in this document are simply Default names. The trojan can be configured to use Any filename, or even to randomly pick a filename each time it infects a computer.
For this reason, you should always use the filenames provided by your antivirus software.


While the default filename is msrexe.exe, there are many reports of the filename mueexe.exe being found as well, for 2.1 Gold.
windos.exe is the name used by the MUIE versions, and win32.exe is used by SubStealth.
Also newer releases of this trojan default to pick random names.


The trojan can use 4 main methods to load itself.
Each and every trojan can be changed to use any combination of the below methods, so your infection may use only one, or it may use all of them, or anything in between.
You should check each location for the filename(s) reported by your antivirus software.


1. C:\Windows\Win.ini
At the top, look for two lines reading:
run=msrexe.exe
load=msrexe.exe
If you see either file above (or the file reported by your antivirus software) then you will want to delete the lines in question.


2. Registry (You will need to run regedit to edit the registry.)
Follow the paths using regedit and find:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices\
each containing (default key name) WinLoader = MSREXE.EXE
Both of these should be deleted (Right click and choose Delete.)


3. C:\Windows\System.ini 
In the System.ini file, the line containing:
shell=explore.exe msrexe.exe
should be changed to
shell=explore.exe
(I.e. simply removing msrexe.exe from the end of the line.)


4. Registry (.exe filetype handler)
The last, and most cleverly hidden method, is now known.
Using this method, any time you run an .exe file, windows will also reload the trojan into memory.
An additional side effect of this is, if you delete the trojan, windows will not know how to run Any .exe file.

Below is steps to remove the trojan safely, and to repair the damage to windows so the system can run .exe files.


Restart your computer in MS-DOS mode. All of the steps below will be carried out in DOS.

You should be at a C:\windows\> prompt.

Any text in Bold below means you should type it on the DOS line.
Make sure you are at the C:\Windows\> prompt now.


· rename windos.exe windos.___
This is the trojan, and renaming it keeps windows from loading it again.
From this point on, windows cannot run .exe files.

· cd ..
Simply to move back one dir into C:\

· regedit /e file.reg hkey_classes_root\exefile\shell\open\command
This will export the registry key that needs to be edited, and place it in a file.

· edit file.reg
Opens the file in your text editor.

In this file, look for the line that reads:
@="WINDOS \"%1\" %*"
And edit so it reads: (Take out WINDOS and the space after)
@="\"%1\" %*"

Save the file and exit edit.

· regedit file.reg
This imports the edit you just made Back into the registry.

· exit
You will now be taken back to windows.


Verify that you can indeed run an .exe program, without windows asking to find windos.
If windows asks to find windos, you will need to attempt these directions again.

Be sure to delete the c:\windows\windos.___ file once removal is successful.





After a reboot, you will find two files in c:\windows\, one named MSREXE.EXE, the other WINDOS.EXE.
You should delete both.

Also, new with 2.1 gold, there is a DLL left (used for key logging) which should be deleted as well, located in C:\windows\system\systray.dll


The Basics of SubSeven (aka Sub7 or Backdoor_G)
SubSeven (aka Sub7 or Backdoor_G) currently affects Windows 95/98 PC's and can be a bit tricky to remove. This is because the server portion can be configured to rerun itself automatically from any of four places each time the system has been rebooted. The trojan also has two files that can be configured with any name.

As mentioned above and although the server portion can have any name, it's found in the WINDOWS directory, with one of the following:
"server.exe" (328kb)
"rundll16.exe" (328kb)
"systray.dl" (328kb)
"Task_bar.exe" (328kb)

The second file is found in the WINDOWS\SYSTEM directory, with one of the following:
"FAVPNMCFEE.dll" (35kb)
"MVOKH_32.dll" (35kb)
"nodll.exe" (35kb)
"watching.dll" (35kb)

If you've encountered any names other than the above, please send me an mailto:dkelloway@commodon.comPRIVATE "TYPE=PICT;ALT="mailto:dkelloway@commodon.comso I can include them.

mailto:dkelloway@commodon.com
TCP Ports 6711 and 6776 are used by default, but there's a third TCP port which is the port used in the establishment of the connection between the "client" and "server". This third TCP port can be configured to be anything, although it's commonly seen as TCP port 1243 or TCP port 1999 .

As mentioned above, the server portion of the trojan can be configured by the hacker to rerun itself everytime the system is rebooted due to an entry in one of the four locations. Provided below, are the four locations.

The first, is an entry on the "shell=" line in the SYSTEM.INI file.

The second, is an entry on the "load=" or "run=" line in the WIN.INI file.

The third, is under "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run"
The fourth, is under "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices"
NOTE: Of the systems compromised with SubSeven, it's often found to be the first location.



Anonymous asked this question on 4/13/2000: 
how to detect and remove SubSeven 2.2. Beta ? As I understand, everytime windows is booted, it launches this trojan, gerenarting another random filename which then alters the registry to point to the newly created file. This goes on forever untill the latest file has been removed from the registry and the hard drive.... PRIVATE "TYPE=PICT;ALT=!"
davidovv gave this response on 4/13/2000: 
SubSeven is becoming a worse and worse nightmare..As far as we know, new (not Beta) versions are on there way or have been already out.

To your question:

Your understanding is a correct one. To eliminate SubSeven v2.2 Beta, we suggest using an awesome anti-trojan program: TDS-2
http://www.diamondcs.com.au Using an updated version from this program (advice: download the manual as well, print it out), do the following off-line:

> run a Full System Scan and kill the proces
running "System Analysis - Live Proces Scan

Take a note of the filename as 2.2 can randomly change the name it copies (hacker options). It usually copies itself to C;\windows\system, and then edits the autostart registry to the new random filename. The next time window is rebooted, it will launch SubSeven, and generates another random filename which then alters the registry to point to the newly created file; this going on forever - as you stated yourself.

Because of this behaviour, SubSeven is inadvertantly leaving footprints for TDS, as TDS will continually say the following eveytime it checks the autostart registry:
[NOTICE} A change has been detected in the autostart registry.

> simply clicking System Analysis | Autostart Registry will reveal the new "random" filename.

> Remove these registry entries:
HKLM\Software\Microsoft\Windows\CurrentVersion\Run\Loader
HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices\L
oader

(The default registry vualue is "Loader" - but it is changeable !)

> It may be uselfull to check the registry at
HKEY_CLASSES_ROOT\exefile\shell\open\command\(default).
The normal value for "(Default)" is supposed to be "%1" %*
However if you find run.exe "%1" %* as the data, edit and remove "run.exe" from the string.

> You should check your c:\windows\system.ini file under [boot] and make sure that the line
shell=explore.exe
Has not changed into:
shell=explore.exe c:\windows\system\(filename).exe

> Also check c:\windows\win.ini and remove
load=c:\windows\system\(filename).exe

This should do the trick, and clean your system from this nasty vandal.

asked this question on 8/30/2000: 
I recently got a subseven virus.Does formatting your computer get rid of it. Also what programs that are free can protect me from hackers besides the zone alarm. PRIVATE "TYPE=PICT;ALT=!"
davidovv gave this response on 8/31/2000: 
Hi,

Yes, formatting will get rid of SubSeven, which is actually not a virus, but a trojan horse. But... there might be a far easier way to clean your system; restoring the registry.

Using Windows, do als follows:

Right-click on your desktop
choose "new > text file

an icon appears on your desktop; leftclick and write (don't make ANY mistake !):

REGEDIT4
[HKEY_CLASSES_ROOT\exefile\shell\open\command]
@="\"%1\"%"
[HKEY_LOCAL_MACHINE\Software\CLASSES\exefile\shell\open\comm
and]
@="\"%1\"%"

Safe this in C:\ named regfix.reg

Start with a dubbelclick and answer "yes" when asked if the registry must change.

That's it. Leftovers can be deleted using a good and updated anti-virus.

As your question concerning a firewall is concerned; ZoneAlarm must be considered quite safe. You might have a try at a new freeware firewall: Sybergen Secure Desktop. Surf to www.sygate.com/free/ssd/ssduser.htm

Feel free to aak any remaining questions.

davidovv
PRO-TECT 2000
http://go.to/protect 2000

SubSeven Trojan v 1.1 

A large number of the detects we have received are apparently SubSeven Trojan related. From time to time we get questions asking what is SubSeven? Analyst Georg Wagner provided the following description.

SubSeven is a trojan for the windows platform. It comes at least in two parts a client and a server. The client is used by the hacker to connect to the victim' s machine. Once the server.exe is installed on the victim's machine the hacker has full access to the victim's machine.

The zip-file I downloaded contained 3 executables: 

· server.exe The real trojan, which is installed on the victim's machine 

· sub7.exe The client used by the hacker to connect to his victim's machine 

· EditServer.exe A configuration utility to set several configuration options on server.exe. 

The EditServer.exe gives the hacker the opportunity to configure: 

· the port used by server.exe 

· to set a password for the server 

· several other values 

and most important to set some notification options, to notify the hacker when his victim(s) are online. This notification can be done using ICQ, IRC, or e mail.

Known Information about SubSeven
Known TCP ports for SubSeven: 

· 1243 

· 6711 

· 6712 

· 6713 

· 6776 

Known TCP ports for SubSeven 2.1 

· 27374 

Files on an infected machine: 

· server.exe 

· rundll1.exe 

· systray.dl 

· Task_bar.exe 

· FAVPNMCFEE.dll 

· MVOKH_32.dll 

· nodll.exe 

· watching.dll 

Entries in configuration files: 

· in system.ini: 

an entry on the line containing "shell=" 

· in win.ini: 

an entry on the line containing "load=" or "run= " 

· in the registry: 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Current\Version\Run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices

To be able to connect to the victims machine the hacker needs the ip address of that machine. There are two methods to get this ip address: 

1. Using ICQ
If the victim has not enabled IP Hiding in his ICQ User Profile, then the hacker can retrieve this information from the victim's profile. 

2. To use the notification option of the trojan. That way the hacker is always notified when his victim(s) connect to the internet. He will even get the IP address and the port number delivered. 

It is claimed in the description of SubSeven that most Antivirus Software won't be able to detect newer versions of it. Have a look in your registry whether the strings SubSeven, "Sub Seven" or "Sub 7" are found. If yes, your machine got infected. If no, well that does not mean that your machine is not infected, since the hacker can set the values used in the registry with the EditServer.exe.

The server.exe can be removed using the file client.exe. If you downloaded and extracted the zip-archive of the subseven-trojan do not click on the file server.exe. Otherwise you will have infected your machine.

Detecting SubSeven on the Net
The following attack patterns for the NIDS snort can be used to recognize SubSeven network activity: 

alert tcp $HOME_NET 1243 -> !$HOME_NET any (msg:"

TROJAN ACTIVITY-Possible Subseven"; flags:SA;)

alert tcp any any -> any any (msg:"TROJAN ACTIVITY-Possible 

SubSeven access"; content:"connected. time/date"; flags:PA;)

alert tcp !$HOME_NET any -> $HOME_NET 6776 (msg:"TROJAN ATTEMPT- 

SubS even access"; flags:S;) 

alert tcp !$HOME_NET any -> $HOME_NET 6711 (msg:"TROJAN ATTEMPT- 

Deep Throat/SubSeven"; flags:S;) 

alert tcp !$HOME_NET any -> $HOME_NET 1243 (msg:"TROJAN ATTEMPT- 

Subseven"; flags:S;) 
Removing SubSeven 

1. Edit SYSTEM.INI
If you find the line shell=Explorer.exe Task_Bar.exe, remove the Task_Bar.exe entry. Ave SYSTEM.INI 

2. Edit win.ini and look at the lines containing run= and load=. If you find one of the files listed above, remove this entry (entries). 

3. Start the regedit.exe and search for the files listed above. If you find an entry with one of the files, remove it. 

4. Reboot 
http://download.cnet.com/downloads/0-10093-100-3212043.html
Sub Seven Inoculation 
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Description
From the developer: "Sub Seven Inoculation is a free utility designed to detect and remove ALL variants of the Sub Seven Trojan horse. It comes with a port scanner to scan your local computer ports (100+ a second). It works by connecting to a remote computer with the Sub Seven trojan and sends a command to remove the server, thus disinfecting them. It also comes with an auto-updating utility to retrieve the latest version." 

CNET User Opinions 
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Matt



"beautiful"
nice interface, easy to use, gets the job done.
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/downloads/0,10152,0-10093-110-3212043,00.html?gid=63124&tag=st.dl.10093-100-3212043.ur.10093-110-3212043

INCLUDEPICTURE  \d "http://a.r.tv.com/cnet.1d/Images/dload-bn.gif"


HYPERLINK "/downloads/0,10152,0-10093-110-3212043,00.html?gid=63124&tag=st.dl.10093-100-3212043.ur.10093-110-3212043"
/downloads/0,10152,0-10093-110-3212043,00.html?gid=63124&tag=st.dl.10093-100-3212043.ur.10093-110-3212043Download Now

Read User Opinions
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Quick Facts


Company:
storm tek programming

Version:
1.09

Date added:
October 16, 2000

File size:
95.7K

Approx. download time:
less than 1 min. at 56 kbps; Clock Your Download 

Downloads:
12,521

License:
Free

Minimum requirements:
Windows 95/98

Download Now


http://www.sub-seven.com/freeware.html
12. Octobre 2000: TFAK 4.5 finished today, check it out ... 

20. September 2000: Complete Update of the E-Zines list ! V-Dat, is dead, Ciatrix stops his great work :( More information 

16. August 2000: I uploaded some tutorials today. Coderz.net is up again ;) 

05. August 2000: I finished TFAK 4.0 today ! It detects and removes now 366 Trojans ! 

14. May 2000: Yesterday I left the Kefrens.. was a nice time with you. 

11. May 2000: Update of the Links and the E-Zines list. 

25. April 2000: Just a small update of the Tutorials sektion 

22. April 2000: TFAK 3.0 released. Detects now 257 different Trojans by searching for Scanstrings ! 

01. April 2000: TFAK 2.0 released today ! Many new features ! Download now !
10. March 2000: Just a little update of the design.. nothing serious *g*

05. March 2000: No updates for a long time, but now a big one ;) .. STC 3.0 released, with several new Tools : Download now !, I also released TFAK, a Trojan Controller / Remover for several Trojans , and last but not least i updated the Zines list.

02. February 2000: STC 2.0 now available. More tools than ever *bg*... I also updated my E-Zines section !!

13. January 2000: I added some zines to the list and created a mailing list for updates.

10. January 2000: First Update .. wow *g* .. I finished STC, a collection of internet tools for skript kiddies like me *g* It contains thinks like Anonmailer, Portscanner, IRC-Flooder, Telnet Brute-Force Hacker and more..

http://www.kryptocrew.de/snakebyte/indexe.htm
