Security issues in Distributed Systems:

Is Kerberos the Answer?

Prepared by

Emir Accilien

CMPT 585 001

For

Dr. Robila

Introduction

Nowadays, distributed systems are very popular and widely used throughout the globe.  Most companies uses some flavor of distributed system to connect their various branches located in different geographic locations.  In computer science, distributed Systems studies the coordinated use of physically distributed computers (Wikipedia.com).  In addition, as stated by Andrew S. Tanenbaum, "Distributed systems need radically different software than centralized systems do."  While it is a desirable concept to use distributed systems widely, some concerns remain to be addressed.  One of the main concerns that users face when using distributed system is ‘security authentication, integrity and confidentiality, and authorization’.

Modern computer systems provide service to multiple users and require the ability to identify the user making a request accurately.  In traditional systems, the user's identity is verified by checking a password typed during login; the system records the identity and uses it to determine what operations may be performed. The process of verifying the user's identity is called authentication.  Password-based authentication is not suitable for use on computer networks.  Passwords sent across the network can be intercepted and subsequently used by eavesdroppers to impersonate the user.  While this vulnerability has been long known, it was recently demonstrated on a major scale with the discovery of planted password collecting programs at critical points on the Internet (CERT CA-94).

There are many different types of distributed computing systems and many challenges to overcome in successfully designing one.  The main goal of a distributed computing system is to connect users and resources in a transparent, open, and scalable way.  Ideally, this arrangement is drastically more fault tolerant and more powerful than many combinations of stand-alone computer systems.

An example of a distributed system is the World Wide Web.  As you are reading a web page, you are actually using the distributed system that comprises the site.  As you are browsing the web, your web browser running on your own computer communicates with different web servers that provide web pages.  Possibly, your browser uses a proxy server to access the web contents stored on web servers faster and more securely. To find these servers, it also uses the distributed domain name system. Your web browser communicates with all of these servers over the internet, via a system of routers which are themselves part of a large distributed system.
Of course, just as security is a major concern for any system, so is the security for distributed systems.  In fact, security among distributed systems is more complex and requires more….
Properties of Distributed Systems

Openness

Openness is the property of distributed systems such that each subsystem is continually open to interaction with other systems, i.e. clients or servers.  Web Services protocols are standards that enable distributed systems to be extended and scaled.  In general, an open system that scales has an advantage over a perfectly closed and self-contained system.

Consequently, open distributed systems are required to meet the following challenges:

Monotonicity: Once something is published in an open distributed system, it cannot be taken back. 

Pluralism: Different subsystems of an open distributed system include heterogeneous, overlapping and possibly conflicting information. There is no central arbiter of truth in open distributed systems. 

unbounded non-determinism: Asynchronously, different subsystems can come up and go down and communication links can come in and go out between subsystems of an open distributed system. Therefore the time that it will take to complete an operation cannot be bounded in advance.

Scalability

A scalable system is one that can easily be altered to accommodate changes in the number of users, resources and computing entities affected by it.  Scalability can be measured in three different dimensions:

Load scalability — A distributed system should make it easy for us to expand and contract its resource pool to accommodate heavier or lighter loads. 

Geographic scalability — A geographically scalable system is one that maintains its usefulness and usability, regardless of how far apart its users or resources are. 

Administrative scalability — No matter how many different organizations need to share a single distributed system, it should still be easy to use and manage. 

Note:  Some loss of performance may occur in a system that allows itself to scale in one or more of these dimensions.

Architecture of Distributed Systems

Client-server — Smart client code contacts the server for data, then formats and displays it to the user. Input at the client is committed back to the server when it represents a permanent change. 


3-tier architecture — Three tier systems move the client intelligence to a middle tier so that stateless clients can be used.  This simplifies application deployment. Most web applications are 3-Tier. 
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N-tier architecture — N-Tier refers typically to web applications, which further forward their requests to other enterprise services. This type of application is the one most responsible for the success of application servers. 

Tightly coupled (clustered) — Refers typically to a set of highly integrated machines that run the same process in parallel, subdividing the task in parts that are made individually by each one, and then put back together to make the final result.
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Peer-to-peer — an architecture where there is no special machine or machines that provide a service or manage the network resources.  Instead, all responsibilities are uniformly divided among all machines, known as peers. 

Service oriented — Where system is organized as a set of highly reusable services that could be offered through a standardized interfaces. 

Mobile code — Based on the architecture principle of moving processing closest to source of data 

Replicated repository — Where repository is replicated among distributed system to support online / offline processing provided this lag in data update is acceptable.
The Proposal

As noted earlier, password-based authentication is not suitable for use on computer networks.  Eavesdroppers can intercept passwords sent across the network and use it to impersonate a legitimate user.  MIT began a project research named—Athena, during which they analyze the way users authenticate themselves to a network and also what happen at other nodes in the network.  The study reveals many flaws in the system and consequently, Kerberos was developed to answer a very complicated question—how do you authenticate a user to the server without worrying about impersonation and replay attack from attackers.  The purpose of Kerberos was to provide secure authentication between client and server and to prevent interception by eavesdroppers; however, was Kerberos the answer? 
History

Kerberos originated at the Massachusetts Institute of Technology (MIT) in the early 1980s. As computer models began to evolve from central system/dumb terminal to client/server researchers at MIT realized there were a whole new set of issues to resolve.  Network users were now able to cause mischief, since they now controlled at least a portion of the computer power.  Administrators would need a way to limit and track user actions. An MIT research project was created – named Athena. One of the most important issues they found was the passing of passwords across a network in plaintext.  The old model had a dedicated line and a single logon – there was no threat of attackers listening in.

The Kerberos protocol was the result of the work on project Athena.  The earliest versions were limited to internal use at MIT, mainly for testing and interpretation of the results of development (and testing).  Kerberos 4 was the first officially distributed release.  It was made available to the public in 1989.  Kerberos 5 is the most current version available.

Terminology


When discussing the Kerberos protocol, there are many terms that are Kerberos-specific and are probably not well known.  Some of these terms are commonly referred to by their acronyms.

Realms

For each installation of Kerberos, there is an associated realm.  A realm defines the scope of administrative control.  It can be thought of as similar to a network domain.  In fact, the naming convention for a Kerberos realm is the domain name converted to uppercase.  There can be multiple realms in a Kerberos implementation, with trusts set up between the realms.  However, the resources from one are not automatically available to the other. For security purposes, it may be required to login to each realm separately.  This discussion of Kerberos is limited to a one-realm model.

Principals

Principals are associated with all entities within a Kerberos installation.  These entities include users, computers, and services (running on application servers). These principals are unique across the installation, and each is associated with a long-term key.  A password may be a long-term key.  A principal is made up of a username (for users) or a service name (for services), followed by an instance (optional), and the realm name.  The name portion of a service principal is the name of the service it represents.  Kerberos also has many of its own principals, the most important being.  The optional instance part is used to create special principals, such as those for an administrative user. An example of a principal without the instance is kUser1@KERBERSIM.COM.

Key Distribution Center

The Key Distribution Center, or KDC, is the main piece of the Kerberos puzzle.  Each Kerberos realm must have at least one KDC.  When using multiple KDCs, it is imperative that that they be kept synchronized.  Because some of the Kerberos authentication relies on timestamps, KDCs that are out of sync may deny access when the credentials are legitimate.  Three logical components make up the KDC – a database containing all of the principals and their keys, the Authentication Server, and the Ticket Granting Server.  These three components are most often run together as a single process. 

Authentication Server (AS)

The Authentication Server receives requests to log in to the realm.  No password is sent to the AS, as it retrieves password information from the KDC database containing users and passwords.  The AS is responsible for creating a Ticket Granting Ticket and sending it back to the client for decryption.  Authentication occurs when the client successfully decrypts the message returned by the AS.

Ticket Granting Server (TGS)

The TGS provides tickets to the client that are used to access services.  The TGS receives two pieces of information in a request from a client – a ticket request including the service principal’s name, and the TGT previously returned by the AS. The TGS also knows about the TGT key and uses it to authenticate the TGT received.  If authenticated, the TGS returns a service ticket to the client.
Ticket
A ticket is a confirmation of a user’s identity.  A ticket contains a lot of data, including a session key (an encryption key unique for each session), the user’s principal, a service principal, the ticket valid start time and expiration, and a list of IP addresses the ticket may be used from.  The KDC itself provides the session key and the ticket expiration.  Ticket expirations created by the KDC are typically ten hours to one day after the valid start time.  This way, users do not have to repeatedly log on during the course of a working day, and lengthy attacks using compromised tickets are limited.

Credential Cache

Tickets are stored differently dependent upon the specific implementation.  The default is to store them in a file, however this is very insecure.  Both Microsoft and Apple implementations of Kerberos use a credential cache that is memory based.  This forces the credential cache to be destroyed when the login session has concluded. A file based credential cache looks as follows:

Ticket cache: FILE:/test/kerberSim

Default principal: kUser1@KERBERSIM.COM
What’s Kerberos

Before discussing specific problem areas, it is helpful to review Kerberos Version 4.  Kerberos is an authentication system; it provides evidence of a principal’s identity.  A principal is generally either a user or a particular service on  home machine. A principal consists of the three-tuple:

< primaryname, instance, realm >.

If the principal is a user — a genuine person — the primary name is the login identifier, and the instance is either null or represents particular attributes of the user, i.e., root.  For a service, the service name is used as the primary name and the machine name is used as the instance, i.e., rlogin.myhost.  The realm is used to distinguish among different authentication domains; thus, there need not be one giant— and universally trusted — Kerberos database serving an entire company.
Kerberos principals may obtain tickets for services from a special server known as the ticketgranting server, or TGS.  A ticket contains assorted information identifying the principal, encrypted in the private key of the service. (Notation is summarized below)

{Tc,s }Ks = {s, c, addr, timestamp, lifetime, Kc,s }Ks

Notation

c 


client principal

s


server principal

tgs


ticket-granting server

Kx


private key of ‘x’

Kc,s


session key for ‘c’ and ‘s’

{in f o}Kx

info encrypted in key Kx

{Tc,s }Ks

Encrypted ticket for ‘c’ to use ‘s’

{Ac }Kc,s 

Encrypted authenticator for ‘c’ to use ‘s’
addr


client’s IP address

Since only Kerberos and the service share the private key Ks, the ticket is known to be authentic. The ticket contains a new private session key, Kc,s , known to the client as well; this key may be used to encrypt transactions during the session.  To guard against replay attacks, all tickets presented are accompanied by an authenticator:

{Ac }Kc,s = {c, addr, timestamp}Kc,s

This is a brief string encrypted in the session key and containing a timestamp; if the time does not match the current time within the (predetermined) clock skew limits, the request is assumed to be fraudulent.  For services where the client needs bidirectional authentication, the server can reply with 

{timestamp + 1}Kc,s

This demonstrates that the server was able to read timestamp from the authenticator, and hence that it knew Kc,s; that in turn is only available in the ticket, which is encrypted in the server’s private key.  Tickets are obtained from the TGS by sending a request
s, {Tc,tgs }Ktgs , {Ac }Kc,tgs
In other words, an ordinary ticket/authenticator pair is used; the ticket is known as the ticket-granting ticket. The TGS responds with a ticket for server s and a copy of Kc,s, all encrypted with a private key shared by the TGS and the principal:

{{Tc,s }K s ,Kc, s }Kc,tgs

The session key Kc,s is a newly-chosen random key.  The key Kc,tgs and the ticket-granting ticket itself, are obtained at session-start time. The client sends a message to Kerberos with a principal name; Kerberos responds with
{Kc,tgs ,{Tc,tgs }Kegs }Kc

The client key Kc is derived from a non-invertible transform of the user’s typed password.  Thus, all privileges depend ultimately on this one key.  Note that servers must possess private keys of their own, in order to decrypt tickets. These keys are stored in a secure location on the server’s machine.
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Computer Emergency Response Team, Ongoing work monitoring attacks, CERT Adviso_¢ CA-94:01, Fd). 3, 1994.

You must be wondering, if all this takes place before a session starts, how can there be any limitations to Kerberos.
Kerberos Limitations
Although Kerberos was developed to resolve all the issues related to the password-based authentication, many studies reveals that Kerberos is not altogether one hundred percent immune against other form of attacks.  
Replay Attacks

The Kerberos protocol is not as resistant to penetration as it should be.  A number of weaknesses are apparent; the most serious is its use of an authenticator to prevent replay attacks.  

The authenticator relies on use of a timestamp to guard against reuse.  This is problematic for several reasons.  The claim is made that no replays are likely within the lifetime of the authenticator (typically five minutes).  This is reinforced by the presence of the IP address in both the ticket and the authenticator.  We are not persuaded by this logic.  An intruder would not start by capturing a ticket and authenticator, and then develop the software to use them; rather, everything would be in place before the ticket-capture was attempted. 
Let us consider two examples.

Some years ago, Morris described an attack based on the slow increment rate of the initial sequence number counter in some TCP implementations (Morr85).  He demonstrated that it was possible, under certain circumstances, to spoof one-half of a pre-authenticated TCP connection without ever seeing any responses from the targeted host.  In a Kerberos environment, this attack would still work if accompanied by a stolen live authenticator, but not if a challenge/response protocol was used.  Alternatively, an intruder may simply watch for a ‘mail-checking’ session, wherein a user logs in briefly, reads a few messages, and logs out.  A number of valuable tickets would be exposed by such a session, notably the one used to mount the user’s home directory. Note that the lifetime of the authenticators —5 minutes — contributes considerably to this attack.

Further, the proposed Version 5 of Kerberos anticipates alternative communication protocols in which such replays may be trivial to implement.  If Kerberos is to be considered as a general-purpose utility, it must make few security-critical assumptions about the underlying network, and those must be explicit.  It has been suggested that the proper defense is for the server to store all live authenticators; thus, an attempt to reuse one can be detected (Stei88).  In fact, the original design of Kerberos required such caching, though this was never implemented. 
(While that is a feature of the implementation rather than of the protocol itself, a security feature is not very useful if it is too hard to implement.)

However, for several reasons, we do not think that caching solves the problem. First, on UNIX systems it is difficult for TCP-based (Post81) servers to store authenticators.  Servers generally operate by forking a separate process to handle each incoming request.  The child processes do not share any memory with the parent process, and thus have no convenient way to inform it — and hence any other child servers — of the value of the authenticator used. There are a number of obvious solutions — pipes, authenticator servers, shared memory segments and the like — but all are awkward, and some even raise authentication questions of their own.  To date, we know of no multi-threaded server implementation, which caches authenticators.  

UDP-based (Post80) query servers can store the authenticators more easily, because a single process generally handles all incoming requests; however, they might have problems with legitimate retransmissions of the client’s request if the answer was lost. (UDP does not provide guaranteed delivery; thus, all retransmissions happen from application level, and are visible to the application.)  Legitimate requests could be rejected, and a security alarm raised inappropriately.  One possible solution, however, would be for the application to generate a new authenticator when retransmitting a request; were it not for the other weaknesses of the authenticator scheme, this would be acceptable.

Secure Time Services

As noted, authenticators rely on machines’ clocks being roughly synchronized.  If a host can be misled about the correct time, a stale authenticator can be replayed without any trouble at all. Since some time synchronization protocols are unauthenticated,(Post83, Mill88) and hosts are still using these protocols despite the existence of better ones (Mill89), such attacks are not difficult.  The design philosophy of building an authentication service on top of a secure time service is itself questionable.  That is, it may not make sense to build an authentication system assuming an already authenticated underlying system.  Furthermore, while spoofing an unauthenticated time service may be a difficult programming task, it is not cryptographically difficult.  Using time-based protocols in a secure fashion means thinking through all these issues carefully and making the appropriate synchronization an explicit part of the protocol.  As Kerberos is proposed for more varied environments, its dependence on a secure time service becomes more problematic and must be stressed.  As an alternative, we propose the use of a challenge/response authentication mechanism.  As is done today, the client would present a ticket, though without an authenticator.  The server would respond with a nonce identifier encrypted with the session key Kc,s; the client would respond with some function of that identifier, thereby proving that it possesses the session key.  Such an implementation is not without its costs, of course.  An extra pair of messages must be exchanged each time a ticket is used, which rules out the possibility of authenticated datagrams.  More seriously, all servers must then retain state to complete the authentication process.  While not a problem for TCP-based servers, this may require substantial modification to UDP-based query servers.  (The complexity of managing outstanding challenges may be comparable to that needed to cache live authenticators — the trade-off is not between a stateful and a stateless protocol, but in managing two kinds of state.)  There is a significant philosophical difference between the two techniques, however.  In the current Kerberos implementation, with its assumptions about the network environment, retained state is only necessary to enhance security.  The challenge/response scheme, on the other hand, guarantees security in a more general environment, but requires retained state to function at all.  Instead of substituting challenge/response throughout, a possible compromise is to extend the protocol with a challenge/response option.  This option could be use, for example, to authenticate the user in the initial ticket-granting ticket exchange and to access a time service.   Subsequent client-server interactions could use the current time-based protocol.  Nevertheless, synchronizing the servers remains a problem; not synchronizing them will lead to denial of service (DOS), and if they access the time service as a client, they must somehow obtain and store a ticket and key to authenticate it.  Given these complexities and possible weaknesses, it would seem reasonable to allow any service to insist on the challenge/response option.

Password-Guessing Attacks

A second major class of attack on the Kerberos protocols involves an intruder recording login dialogs in order to mount a password-guessing assault.  When a user requests Tc,tgs (the ticket-granting ticket), the answer is returned encrypted with Kc, a key derived by a publicly-known algorithm from the user’s password.  A guess at the user’s password can be confirmed by calculating Kc and using it to decrypt the recorded answer. An intruder who has recorded many such login dialogs has good odds of finding several new passwords; empirically, users do not pick good passwords unless forced to (Morr79, Gram84, Stol88).

To resolve this issue, propose the use of exponential key exchange (Diff76) to provide an additional layer of encryption. Without describing the algorithm in detail, it involves the two parties exchanging numbers that each can use to compute a secret key.  An outsider, not knowing how the numbers were calculated, cannot easily derive the key.  Such a use of exponential key exchange would prevent a passive wiretapper from accumulating the network equivalent of /etc/passwd.  While exponential key exchange is normally vulnerable to active wiretaps, such attacks are comparatively rare, especially if dedicated network routers are used.  Apart from licensing issues — a U.S. patent protects exponential key exchange — using it has its costs.  LaMacchia and (LaMa) have demonstrated that exchanging small numbers is quite insecure, while using large ones is expensive in computation time.  Additionally, we have added extra messages to the login dialog, and imposed the requirement for considerable extra state in the server.  Given the trend towards hiding even encrypted passwords on UNIX systems, and given estimates that half of all logins at MIT are used within a two-week period, the investment may be justifiable. Perhaps the  best solution is to support this feature as a domain-specific option.  Even exponential key exchange will not prevent all password-guessing attacks. Depending on how carefully the Kerberos logs are analyzed, an intruder need not even eavesdrop.  Requests for tickets are not themselves encrypted; an attacker could simply request ticket-granting tickets for many different users.  An enhancement to the server, to limit the rate of requests from a single source, may be useful.  Alternatively, some portion of the initial ticket request may be encrypted with Kc, providing a minimal authentication of the user to Kerberos, such that true eavesdropping would be required to mount this attack. (As we are preparing this manuscript, just such a suggestion is being hotly debated on the Kerberos mailing list. We originally overlooked an alternative avenue for mounting a password-guessing attack. Clients may be treated as services, and tickets to the client, encrypted by Kc, may be obtained by any user.  This capability has been suggested as the basis for user-to-user authentication and enhanced mail services (Salt90).  However, any such scheme would seem to require repeated re-entry of the user’s password, an inconvenience we suspect would not be tolerated.  We would prefer to provide the same functionality by having clients register separate instances as services, with truly random keys.  Keys could be supplied to the client by the keystore, described below.) 
An alternative approach is a protocol described by Lomas, Gong, Saltzer, and Needham (Loma89).  They present a dialog with a server that does not expose the user to password-guessing attacks.  However, their protocol relies on public-key cryptography, an approach explicitly rejected for Kerberos.

Spoofing Login

In a workstation environment, it is quite simple for an intruder to replace the login command with a version that records users’ passwords before employing them in the Kerberos dialog.  Such an attack negates one of Kerberos’s primary advantages, that passwords are never transmitted in clear-text over a network.  While this problem is not restricted to Kerberos environments, the Kerberos protocol makes it difficult to employ the standard countermeasure: one-time passwords.  A typical one-time password scheme employs a secret key shared between a server and some device in the user’s possession. The server picks a random number and transmits it to the user.  Both the server and the user (with the aid of the device) encrypt this number using the secret key; the result is transmitted back to the server. If the two computed values match, the user is assumed to possess the appropriate key.  Kerberos makes no provision for such a challenge/response dialog at login time. The server’s response to the login request is always encrypted with Kc, a key derived from the user’s password.  Unless a ‘‘smart card’’ is employed that understands the entire Kerberos protocol, this precludes any use of one-time passwords.  An alternative (first suggested by T.H. Foregger) requires that the server pick a random number R, and use Kc to encrypt R.  This value {R} Kc, rather than Kc, would be used to encrypt the server’s response.   R would be transmitted in the clear to the user.  If a hand-held authenticator was in use, the user would employ it to calculate {R}Kc; otherwise, the login program would do it automatically.  Several objections may be raised to this scheme.  First, hand-held authenticators are often thought to be inconvenient.  This is true; however, they offer a substantial increase in security in high-threat environments.  If they are not used, the cost of our scheme is quite low, simply one extra encryption on each end.  A second, more cogent, objection is that if the client’s workstation cannot be trusted with a user’s password, it cannot be trusted with session keys provided by Kerberos.  This is, to some extent, a valid criticism, though we believe that compromise of the login password is much more serious than the capture of a few limited-lifetime session keys.  This problem cannot be solved without the use of special-purpose hardware, a subject we shall return to below.  Finally, it has been pointed out that a user can always supply a known-clean boot device, or boot via the network.  The former we regard as improbable in practice unless removable media are employed; the latter is insecure because the boot protocols are unauthenticated.

Inter-Session Chosen Plaintext Attacks

According to the description in the Version 5 draft, (Kohl89) servers using the KRB_PRIV format are susceptible to a chosen plaintext attack.  (A chosen plaintext attack is one where an attacker may choose all or part of the plaintext and, typically, use the resulting cipher text to attack the cipher.  Here we use the cipher text to attack the protocol. Mail and file servers are examples of servers susceptible to such attacks.)  Specifically, the encrypted portion of messages of this type have the form:
X = (DATA, timestamp + direction, hostaddress, PAD)

Since cipher-block chaining (FIPS81, Davi89) has the property that prefixes of encryptions are encryptions of prefixes, if DATA has the form

(AUTHENTICATOR, CHECKSUM, REMAINDER)

then a prefix of the encryption of X with the session key is the encryption of (AUTHENTICATOR, CHECKSUM), and can be used to spoof an entire session with the server.

It may be argued that most servers are not susceptible to chosen plaintext attacks.  Given that there are easy counters to this attack, it seems foolish to advocate a general format for private servers that does not also protect against it.  It should be noted that the simple attack above does not work against Kerberos Version 4, in which the encrypted portion of the KRB_PRIV message is of the form:
(length(DATA) , DATA, msectime, hostaddress, timestamp + direction, PAD)

as the leading length (DATA) field disrupts the prefix-based attack.
Exposure of Session Keys
The term "session key" is a misnomer in the Kerberos protocol. This key is contained in the service ticket and is used in the multiple sessions between the client and server that use that ticket.  Thus, it is more properly called a "multi-session key".  By making this point explicit, it leads naturally to the suggestion that true session keys be negotiated as part of the Kerberos protocol.  This limits the exposure to cryptanalysis (Kahn67, Beke82, Deav85) of the multi-session key contained in the ticket, and precludes attacks which substitute messages from one session in another. (The chosen-plaintext attack of the previous section is one such example.)  The session key could be generated by the server or could be computed as a session-specific function of the multi-session key.
The Scope of Tickets
Kerberos tickets are limited in both time and space. That is, tickets are usable only within the realm of the ticket-granting server, and only for a limited period of time.  The first is necessary to the design of Kerberos; the TGS would not have any keys in common with servers in other realms.  The latter is a security measure; the longer a ticket is in use, the greater the risk of it being stolen or compromised.  A further restriction on tickets, in Version 4, is that they cannot be forwarded.  A user may obtain tickets at login time, and use these to log in to some other host ; however, it is not possible to obtain authenticated network services from that host unless a new ticket-granting ticket is obtained.  And that in turn would require transmission of a password across the network, in violation of fundamental principles of Kerberos' design.

RECOMMENDED CHANGES TO THE KERBEROS PROTOCOL

Below, there is a list of recommended changes to the Kerberos protocol.  Their recommendation is governed by their estimate of the likelihood and consequences of the attack, balanced against the difficulty of implementing the modification.
a.
A challenge/response protocol should be offered as an optional alternative to time-based authentication.

b.
Use a standard message encoding, such as ASN .1, which includes identification of the message type within the encrypted data.

c.
Alter the basic login protocol to allow for handheld authenticators, in which {R}Kc, for a random R, is used to encrypt the server's reply to the user, in place of the key Kc obtained from the user password. This allows the login procedure to prompt the user with R, who obtains {R}Kc from the handheld device and returns that value instead of the password itself .

d.
Mechanisms such as random initial vectors (in place of confounders), block chaining and message authentication codes should be left to a separate encryption layer, whose information-hiding requirements are clearly explicated.  Specific mechanisms based on DES should be validated and implemented.

e.
The client/server protocol should be modified so that the multi-session key is used to negotiate a true session key, which is then used to protect the remainder of the session.

f.
Support for special-purpose hardware should be added, such as the key-store.  More importantly, future enhancements to the Kerberos protocol should be designed under the assumption that a host, particularly a multi-user host, may be using encryption and key-storage hardware.

g.
To protect against trivial password-guessing attacks, the protocol should not distribute tickets for users (encrypted with the password-based key), and the initial exchange should authenticate the user to the Kerberos server.

h. 
Support for optional extensions should be included. In particular, an option to protect against password-guessing attacks via eavesdropping may be a desirable feature.

Conclusion
As you can see from the above analysis, the Kerberos protocol has many weaknesses.    Some of which stem from the fact that the protocol was specifically designed for used at MIT, and other weaknesses came from poor implementation.  To summarize, the security of Kerberos depends critically on synchronized clocks.  In essence, the Kerberos protocols involve mutual trust among four parties: the client, server, authentication server and time-server.  If any one of these parties fails, then the security of the whole system is compromised.  
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