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Abstract

Pseudo-random and random sequences are widely
used in many applications, such as stream cipher
systems. Statistical tests are usually used to evaluate
randomness of sequences. Binary Matrix Rank Test is
one method to evaluate randomness of sequences [2].
This test is based on constructing matrices whose rows
are successive sub-strings ofthe sequence, and checkfor
linear dependency among the rows or columns of the
constructed matrices. In this paper, we represent new
method to testing for randomness based on linear
dependency among fixed-length substrings ofsequences
over GF(q).

1. Introduction

In many applications such as cryptography systems
and especially in stream cipher systems, randomness or
in better words, how much the output of algorithms look
random- has a special significance? Also in many
computer simulations, generating random or pseudo-
random sequences is highly significant and brings the
results of simulations closer to reality. The important
question is that how can the amount of randomness of a
sequence generated by a source be determined, or in
another concept, how can randomness of a source be
determined by the sequences it has generated. In this
paper we assume an ideal random sequence will be a
sequence with independent and uniform distribution
elements. There are several methods for comparing
sequences generated by different sources with an ideal
random sequence. But unfortunately, recognizing an
ideal random sequence from another sequence (a
pseudo-random sequence) is not a simple task. Therefore
different methods are used for this purpose and the most
general one is using statistical tests. By subtle
mathematical examination of the ideal random
sequences, some standards have been stated, for
sequences having desired random behavior (pseudo-
random sequences). Subsequently and according to the
probabilistic modeling of some specifications of random
sequences, numerous tests have been introduced for
studying the randomness of sequences [2]. The main
point of a statistical test is to compare the randomness of
the sequence undergoing the test (and subsequently the

randomness of the source that has generated it), to a
mathematical probabilistic model. Statistical tests are
applied to the output of random (or pseudo-random)
generators or sources with specific lengths and through
that test; the sequence either fails, or passes. To evaluate
a source, often a considerably large number of sequences
are tested to determine the amount of compatibility
between those sequences and an ideal random sequence.
It is necessary to mention that if a sequence passes the
test, it does not mean that it is random; because in these
tests, the general behavior of a sequence is studied in the
form of a limited probabilistic model, thus the sequences
that match this general behavior, it will be passed.
Therefore it is difficult to compare different statistical
tests, because each test uses a different concept to model
the random behavior of an ideal random sequence.
Therefore when a sequence passing one test, it does not
mean it's an ideal random sequence, except for universal
tests that are considered from a theoretical point of view
and no practical methods have been mentioned yet.

The Binary Matrix Rank (BMR) test is one of the
statistical tests which are based on the probability
function of a matrix with uniformly distributed
independent binary elements, being full-rank. In the
present paper we explain the appropriate approximation
of the probability function of a random matrix being
full-rank, by stating the probability function of rank of
random matrices with elements belonging to GF(q).
Afterwards, on that basis, we present a method to
upgrade the BMR in the general case for matrices with
elements belonging to GF(q).

II. The Binary Matrix Rank test (BMR)

The BMR test is based on this question, if we build a
matrix with consecutive bits of a binary sequence, with
desired numbers of rows and columns, how can we
study the dependency between rows and columns? [1].
So we assume that we have binary matrix m x q with
independent elements uniformly distributed (or an ideal
random matrix). It can be proved that the rank of this
matrix has following probability function,
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P(R = r) = P~= 2r(q+m-r)-mq (I1- 2'- (- 2-m)
i=O 1 - 2ir

r = 0, 1, ...,n
m = Mit(m, q)

Pr = Pr [rank(Am )=r=

I r-l (I -qi-n)(I -qi-m
q (m-r)(n-r) 1lI_ q i-r

Where R is the rank of the random binary matrixmxq,
and pr is the probability if rank of the matrix is r.

If m=q then Pm z 0.2888, Pm 1 0.5776, Pm-2
0.1284 and if m > 10 other values of P, will be very
small. To perform the statistical test, if the length of the
binary sequence is assumed to be n=m2N bits, this
sequence will be formed into N matrices, m x m
which have ranks R1, R2,..., RN. In fact this sequence
consists of discrete random variables with probability
functions (1). Now if we form N matrices m x m in
the sequence undergoing this test, which has a length of
m2N, and let the number of matrices with a rank ofMbe
Fm and the number of matrices with a rank of M-1 be
FM-1, then,

FM {R1= M} I = 1,2,- .,N
FM-1 = {14 =M-1}

Statistic of the BMR test will be,

2 (FM - O. 2888N)2 (FM-1 - O. 5776N)2%BMR O. 2888N ± O. 5776N

(N - FM - FM-l O. 13336N)2
0. 13336N

In limit whenN -X o ,I R will be a Chi squared
random variable with 2 degree of freedom. The
calculated XB2M for a sequence provides a basis to
determine whether that sequence fails or passes the test.

Above expression shows that if r and m (m < n) are
great, calculating the probability function is not easily
possible. Therefore, comparatively good approximation
can be used for equation (4), especially for q > 2. First,
through a lemma we state an approximation for

Pr,[rank(Am n) = r], and then for the special case
m = n, we calculate a lower bound for this probability
and prove that this lower bound tends towards the
desired probability. Calculating this bound is very much
easier than (1).

Lemma:

In this Lemma we calculate the number of full-rank
mxm matrices over GF(q). There are M matrices over
GF(q). Where

m
M=q (2)

n (qm q') of these are full rank, Therefore,
i=l

m

Pr[AmXmfull rank]= (1
i=l

(3)1 )
q

This probability is a bounded and decreasing function
of m. Thus, it will be greater than

mlimfl(Im-ooo
I.=1

(4)
q

We denote this lower bound by L. According to
convexity of the logarithm function, it is obvious that,

1
log(l - x) > xq log(l --)

q

for 0 < x <

(5)

1

III. The Probability Function for the Rank
of Matrices on GF(q)

If elements of matrix Amxn belong to GF(q), and these
elements are randomly chosen from the elements of
GF(q), then it is proved that the probability that the
matrix has a rank of r is equal to [4,1],

q
Thus for any integer i, by choosing x=1 q', we have

log(l --) > log (1 - ) qll
q q

By using the above inequality, we have
m I m

logL = E log(l - .) > log(l -

i=1 q i=
q m

>log(1- -)y,q'-'
q j=1

(6)

q i-
q

- q log(l-
q -1
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q
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Therefore,

q -1 -1L>( 1)q1
q

(8)

Considering above lemma, it can be seen that for q > 2
and great values of m, Pm can be calculated with simpler
expressions than (4). Also considering (4) and assuming
to have the value of Pm, we can also calculate Pm , Pm 2,
using Pm. For example,

mm I

i = I ( q )

I1 m2 (1 - ql-m )2

q i0 (1 q(ml))

probability function of the samples is not of the assumed
type. A usual method to test these cases is the Chi
Squared test.

If (xI, x2, ..., xn) is a random vector with parameters n,

PI 'P2' Pm , in which xi's each get values of a (j =
1,..., m) with the following probability,

P(xi = a,) = P,

Then for enough big n, the following expression will
tend towards the Chi Squared distribution with m-1
degree of freedom.

(9)

q p
(q 1)2

1 m3 ql-m)2 q

2

m-2 q4 i(1 q(m2)) t(q2 _ 1)(q 1))

(10)

(1 1)

T7 (obs) = m(Nnp- )
npi

(12)

Where Ni is the number of times that ai has appeared in
the sample random variable (or observed samples). For
acceptable approximation in (12), the following
condition must be met,

nPi> 5 i= 1,2, ...,Im

If in a particular application, only Pm, Pm l and Pm 2
are required and the approximation The Chi Squared random variable distribution function

is as follows,

q
P (q 1)ql

q

is also used, calculations are very easier than (4). In the
following paragraph, we present a statistical test,
considering that it only uses Pm, Pm and Pm 2.In the
following sections first we explain the Chi Squared test,
and then we try to upgrade the BMR test.

IV. The x2 Test

Samples of a random variable with a particular
probability function have a behavior compatible with
that probability function. Now, having a number of
samples taken from a random variable, how can it be
determined whether or not the mentioned samples are
compatible with the probability function assumed for
that random variable? Statistical test method is a subject
that tries to answer this question. In this test a
probability function is assumed for the subject random
variable, and then the test determines whether or not this
probability function is acceptable for the samples.
Generally speaking, if the results of the samples seem to
be compatible with the assumed probability function, we
tend to accept the assumption and otherwise, we tend to
reject it. In practical matters, the case that the probability
function is known for a random variable whose samples
are available, is tested against the case that the

P(y < k)

(m-2)
m2 / 2y 2 ey /

y(m e2)
F(m / 2)

dy (13)

Where F(-) is the Gamma function which is[2],

F(t) = xt-le-xdx (14)

Tj(obs) is called "observed value" in the test. By getting
Tn(obs) and considering the theory of the test, the
probability value, which is the area under the curve of
the Chi Squared distribution density function, can be
derived from the value of Tn(obs) to infinity, as follows.

PV = F(m-l, Tn(obs))

To make the decision, it is enough to calculate PV
according to the significance level (a) which is usually
chosen smaller than 0.01 [2]. If the PV is greater than a,
then the sequence is assumed to be random, and if PV is
smaller than the chosen value of a, then the sequence
fails.

V. Test of Ranks of Matrices with Elements
Belonging to GF(q)
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Suppose that S* is a random sequence with elements
belonging to GF(q), where n* = n*m2, and Y* = S1, S2,

Sn, Si E GF(q). Now if we look at each m2
consecutive elements of this sequence as an m x m
matrix (M1), a sequence of m x m matrices Matn can
be formed,

Matn M1, M2, Mn

If we let the rank of each matrix Mi (i = 1, 2, ..., n) in
the Mat' sequence be called Ri, we have a sequence
Rann matching Mat' like this,

Rann = R1, R2, ...R, RRi e 0, 1, 2, ..., m}

If we assume that elements of S* are chosen from
elements of GF(q) to be completely random,
independent and uniformly distributed, then sequence
Rann is a sequence of independent random variables,
which according to equation (4) has the probability
function below,

It is evident that Tn(obs) will tend towards a Chi Squared
random variable with 2 degree of freedom. The
condition for appropriate approximation to perform the
test will be, nPm, nPmiJ nP* > 5.

If a fewer number of Pi's are desired to be combined,
then Tn(obs) will be,

T1(obs) Zt (F np )2 (F- nP* )2
p= 1- i = 0nPm-Pi

In this case Tn(obs) will tend towards a Chi Squared
random variable with t+1 degree of freedom. Therefore
the probability value for Tn(obs) in the two mentioned
cases will be,

PV= gamma(2, Tn(obs))

PV= gamma(t+l, Tn(obs))

P[Ri = ri] = Pr, ri = 0, 1, ..., m

In section III we introduced a simple method to
approximate Pm and as a result, Pm , Pm 2,.... As it is
evident, if elements of the S* sequence are independent
and uniformly distributed, then the sequence Rann will
be equivalent to a random vector with parameters n, P1,
P2, ..., Pm, and according to theorem 1 it can be said that
Tn(obs) will tend to a Chi Squared random variable with
m degree of freedom..

Therefore, to perform the test, by choosing a and
comparing it to the probability value (PV), we can make
a decision about the sequence undergoing the test. If the
PV for a sequence is greater than or equal to a, then
from these tests, the sequence is random, and if the PV
is smaller than a, then the sequence will not be taken as
random. It is necessary to mention that the value of a is
suggested to be in the span 0.001<a<0.01 [2,3].

VI. Conclusion

Tn (obs) = m (F np1) (15)
npi

Considering that using Tn(obs) as the statistic of the
Chi Squared test, is bound to the condition nPi > 5, it is
possible that for some cases this condition is not met.
Therefore, a number of events with high probability can
be picked, and other cases can be combined such as
BMR test. Therefore ifwe assume that except for Pm, Pm
I and Pm 2, probabilities are not significant, then we can
count all matrices having a rank smaller than or equal to
m-2 as one, and call it F*. It is evident that the
probability that matrices with a rank of m-2 or less
occur is equal to,

In this paper we consider the presented BMR test that
converted the binary sequence to m x m matrices, and
then the statistical test was performed, according to the
probability function of resulting binary matrices' ranks.
Then we went through the process of upgrading this test
we suppose that the sequences have elements belonging
to GF(q). In this regard, considering that the ranks of
matrices with elements belonging to GF(q), do not have
a simple expression, first we tried to simplify an
approximate this function, then considering the achieved
expressions and the simplified probability function, we
presented the method to perform the test on the basis of
the ranks of matrices with elements belonging to GF(q).

P* = 1-(Pm + Pm-)

Therefore statistic of the Rank of Matrix on GF(q) test
can be looked at this way,

T(ob) = iiin;P92 + (F7F1 -n-AY (F -nPY (16)
nn-P. n,t- nlP
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