
NAT (NETWORK ADDRESS TRASLATION)

El NAT es un servicio que nos ofrece convertir nuestras direcciones IP locales en otras direcciones que los usuarios externos observan, con esto ocultamos realmente las direcciones que poseemos en nuestra red.

Este servicio es muy util ya que ofrece grandes capacidades de seguridad y administración.

En esta práctica hicimos uso del software VNC con lo que la configuración resultó muy sencilla, ejecutando los pasos que a continuación se mencionan:
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INSTALAMOS EL VNC
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YNC Server Status and Troubleshooting
This page shows the current status of VHC Server and helps to
diagnose common configuration problems.

VNG Server is working normally in Service-Hode [ what s this? ]

Details
Address: 192.168.1.68 [ copy | test | show al ]
URL: hitp:f}152.168.1.63:5800 [ copy ]

No users connected

Server signature: S0-ef-a6-c2-09-2c-a6-9¢ [ what i this? ]





El programa nos proporcionara unas direcciones, pero estas no las tomaremos en cuenta en este momento.
Ya instalado el programa accederemos a nuestro router para abrir los puertos del 5800-5900
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By defaut, he firewall bocks il unwarted acoess fromthe Infernet. You can alow access from the rternet to
applicafions runring on computers inside your seeure hame netwrk by enabling frewail Fnholes. Opening frewsl
pinholes i alsa known a= opening firewall pors ar frewallport forwarding. To do ths, assaciste the desired
application withthe computer below. I you cannat ind a Isting for your applcation, yau can create  user-defined
applcaton profie. (To create 2 user-defined profie, you will need to know protocal and port nformatian.)

o Allow Users Through the Firewallto Hosted Applications.

© selecta computer
Choase the compute that will host applations hroughthe frewal: [pavi 1o []

@ Kt firewallsettings for this computer:

@ maximum protection — Disalow unsolicted inbound traffic.

O Allow individual appli
to add 1o the Hosted Applications st

Applications:
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g of Kings
Audionideo e of Wonders
Aliens vs Predator
narchy online
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© Visw fremal getais

n(s) — Choose the appication(s) tha willbe enablec o pass throughthe firewallto tis computer. Clck ADD >
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Phene Asheron's Call
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Battlston TEWGVE
Gther Battlefisld Commumicator
Userdstinad Blackend Waite,
Dark Reigm
Add s nemusseseines  Dark Reiom 2
apliostion Delca Force
Delta Forcs 2
) Allow all applications (DMZplus mode) — et the selscted computer in DMZplus mode. Allnbound traffic, excep traffc which has been

specificall assignedto ancther compter using the "Alow incivicual appications” festure, will automatically be directed o tis computer
The DMZplus-enekled computer is less secure because alunassigned frewall ports are apen for that computer

Note: Once DMZplus mode is selected and you olick DDNE, the systam willssue 3 new 1P address o the selected computer. The computer must
be setto DHCP mode to rceive the new IP addrass from the sstem, and you must rebootthe campute, I you ars changing DMZplus mode

flom one computer o ancther compute, you must reboot both computrs

DONE
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Profile Name
Enter & name for the applcation profie that you are creating.

Application Hame: Houbresplicacion

Definition

Choase & protacel and enter the port(s) for tis applicaton, then cick ADD
DEFINITION 1o ack the definon tothe Definton List. f the application resuires
muliple ports or both TCP ant UDP ports, you wil neect o ad mutiple cefintions.

Nota: In some rare instances,certain applicaton types equire specialized frawall

changes in addition to imple portfommarding. It he applieation you are adding
appears i the application type menu below, i 1 resommended thatyou select it

Protocol: @

Port (or Range): From [ss00 | To

Protocol Timeout (seconds): |

Map to Host Port:

Application Type: Hone (pefaule)

[T

<Back




Hecho esto guardamos los cambios nuestros puertos están funcionando para nuestro ingreso por la red
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Ingresamos a una página web y tecleamos la dirección que nos proporciona el router de la persona que nos dejara hacer el acceso remoto

http://189.143.15.36:5800/
Después nos confirmara si deseamos entrar y listo tenemos el escritorio de la otra persona listo y operando
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