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Remember big picture:

· Keep it simple; spoon-feed customer appropriately

· Gather customer requirements and respond appropriately

· Highlight our strengths over the competition 

Legend:

· Feature / Benefit

· Action by SE

Demo Scenario: 

Big weekend coming up, and our consumer (e.g. portal application) will allow us to:

· Deposit quickly

· Withdraw securely 

Console

Easy-to-use browser-based interface for managing a distributed enterprise-grade SOA, including:

· Services
· Management Points (XML proxy, broker, or gateway)
· Subsystems (including AM | PM | RM)

Platform for distributed mgt of centralized policy


· What services we’re managing (Services)

· Who is managing them (MP’s)

· How are they managed (Pipeline Templates)

Services > Account Manager  > operations

DE management is optional, and rollback takes 5 seconds (addresses the “DE lock-in objection”)


WSDL’s can be published in our UDDIv3-compliant registry (but you don’t have to use our UDDI)

Management Points

…are flexibly deployable inside or outside of:

· App servers 

· Firewalls

· Traditional

· XML (subset of what MP does)

· DMZ’s

Details (multi-transport: HTTP, HTTPS, JMS)

Pipeline Templates


…reduce deployment time 

Examples:

Enterprise Standard Baseline


Enterprise Standard Security

MP | Deposit 

Modify

Add Component built-in functionality (along with unlimited power through custom components)

Service Lifecycle and Retirement of MP components

Disable will un-manage WS

Block will prevent access to WS 

MP | Withdrawl 

Add Pipeline provides a hot standby MP (component)
Pipeline Template: Enterprise Standard Security to easily rollout new policy
Modify Component 

Security: (Where we supply A,A,A,NR,P)
Sample App Portal showing consumer requirements

Login as Matthew

Transaction: WS operation

Account Information passed as XML parameters


Dynamic Configuration > withdraw (to reverse-engineers service requirements for security)

Static (Request Message) (to match Request Pipeline)

Operation: Deposit (compress)

Console 

Let’s see how our services are doing.

Monitor

What does this mean to my business?

Service performance?

Service Response Chart > MP1 > Monthly by day


What operations are most popular?

Operation Usage Chart > MP1 > deposit - Monthly by day
Reporting 

All Operations Usage Chart 


We’re happy because deposits exceed withdrawls(!)

Any Questions so far?

Recap: “This was an overview, now we can look at each subsystem”

Ask customer which subsystem(s) they want to focus on: AM | PM | RM

Natural segue could be…

Reporting and Monitoring
Alert Manager

Blurb:  AM is used to track health of your MP’s and subsystems

Manage

Email Groups

SNMP Hosts
Management Scripts



Workflow / Escalation


Alert Codes 


Customize alert codes:

20104 (Export Audits) and/or

20504 (Export Audit Trails)

Launch SNMP manager 


Export, to kick off workflow

Get SNMP trap, check email, etc.
Service description and discovery 
Registry Manager
Blurb: This is UDDIv3, whereas others (Confluent) don't even have a UDDI server

Publish 

DE > Services ("everything's a WS") > MP1 > operations > withdraw > WSDL > (open)

Search 

Name = Account > (displays sample WS(s))

Access Points

Operations  

Configure

Federated Servers (e.g. Acme, localhost, remote hosts)

Use/Study:

· https://uddi.ibm.com/ubr/find
· https://uddi.ibm.com/ubr/registry.html
· http://www-306.ibm.com/software/solutions/webservices/uddi/
Fault Tolerance, High Availabililty, Load balancing, Weighting
SM Console 

Load balance (applies to both subsystems and MPs)
Transparency of versions of services and of development platforms (Java vs. .Net)


Routing and Transformations (DE does both)

Blurb: "Allows customers & employees to call diff WS versions without changing consumer code"


1 client applications


2 web services (WSv1, WSv2)

Client App

Operation: deposit with MP2 to see transact (vs. deposit)

Ease of Use

Online Help 
PDF’s

Interested in SOAP packets?

SM Console | Monitor

SOAP Messages - MP1 – Withdraw
soapenv:Header
CredentialType=SAML
We can use WS-Security tokens (e.g. uid/pw, X.509, SAML)

We can also sign a SAML, to add non-repudiation
CredentialValue=…NameQualifier=pmdomain 

We can also read SAML from others (e.g. LDAP, Netegrity, RSA)

CredentialValue=…UserName … Matthew

Proof of Authorized ID

Show dig.sign in Request message
soapenv:Body


XML params in payload

Client SDK

Benefit:
Automatically reverse-engineers service requirements

DE method calls can be wrapped in customer’s toolkit or API (as Verizon did)

Example (from Web_Service_Client_Programming_Guide.pdf)

WSClientSDK provides three classes additonal services:

 - WSClientSecurityAPI
 - WSClientVaultAPI

 - WSClientAlert

The WSClientSecurityAPI class provides static methods to

 - Retrieve Public/Private keys for a user

 - Retrieve Authentication SAML for a user
 - Add a security audit trail in Policy Manager.

GetAuthenticationSAML:

    Returns Authentication SAML assertion of specified user

Syntax:

   GetAuthenticationSAML (Credential appCredential, Credential userCredential)

Returns:

   Byte array of authentication SAML information.

