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Abstract

Configuring the IP addresses and other information necessary for creatiragaged a Logical
IP Subnet (LIS) is performed automaticallpproving the ease of configuration foi M
switches and IP routers which support RFC 18877 K@)assite applBaaten tek
easily etensible to other protocols.

IP over ATM - Background

One of they &erlays usedThhneworks is that vef PRI.oTrhis permits [P services to
use an AM network as a datalink layeexactly in the manner that IP frames are carrieet @an

Ethernet or a dken Ring netwrk. The specifications for IRver ATM [RFC1577] hae ev/olved

in the ION working group (the current name) of the IETF during the pasty®ars.

When a host on an Ethernet wishes to communicate with another host on the same Ethernet, the
paclet has to contain the correct layer 2, or @Aaddress of the destination host, so that the des-

tination host can recognize etthas destineack for it. This address is obtained |
Address Resolution Protocol (ARP) [RFC826] to inform the source host whi¢h Adéress is

associated  with the destimatiéh addiesst’ Once the desGnatidress NsAnknthe

source host can send the peicicross the Ethernet to the destination host.

When running IP wer an AM network, one can vie the ATM network as just anothexample

of a layer 2 netark, such as an Ethernet, with a similar need tragesole IP addresses to

layer 2 addresses, in this cas&€Mhaddresses. Once the destination [so8TM address is

knowvn, the source host can set up a conneclibhnetwbrougb thiee dastinatian host’
ATM address and send the patkn that connection, as Hosts A and C are doing in Figure 1.

The prwision of IP ver an AM network is complicated by thett that gisting ARP in lgacy

LANs such as Ethernet uses the ability et® twroadicastestpations as part of the
anism of address resolution. This is easy to do in shared media LANs, such as Ethernet, where
paclets can be easily broadcast to all hosts on a LAMeder, in an A'M network there is no

equialent mechanism for all hosts to be able to broadcasefsattkall other hosts. This means

that for IP to run successfullwer an AM network, some analogous mechanism to broadcast

ARP paclets needs to be created for address resolution.
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Figure 1: A Logical IP Subnet (LIS) with Three Hosts

The way that address resolution is pided in an IP wer ATM overlay is through the use of an

address seer called theATMARP senrer’. All hosts which wish to send data in the IP ratwv

have to use TdARPserner to get Tiheaddress associated  with the [P address of i
tination host. The AMARP sener keeps a table of all the kwa IP and AM addresses of the

hosts whichve heonnected to it. The collection @fcebostenneatied interf a particular
ATMARPserer and thEMARPsener itself is referred to as a Logical I[P Subnet,
LIS shen in Figure 1 comprises three hosts, allTMédPseteel, and theof Athe

hosts, A and C, directly connected afterytheed the AMARP sener to resole one anothes’

ATM addresses.

The Need 6r Autoconfiguration

As has been documented ivaral places [RFC1900, RFC1971], manual configuration or recon-
figuration of IPv4 netwarks is a tedious and errprone actrity, yet is a necessary part of permit-
ting the Internet to g exponentially Autoconfiguration is also a crucial part of establishing
connectvity in wireless netwrks.

The configuration of LIS has similar issues to that of the configuration of traditional IPv4 sub-
nets. Some draft vk has bgun on the autoconfiguration of IPv6 L$Swhich should be able to
use the autoconfiguration capabilities of IPv6 for LIS configuration.

Aims of Autoconfiguration

The practical need for autoconfiguration asfdren Bv4Ahe lSieed within  ya compan
(Fujitsu  xiddg to manag@&Mtswitdhes acrossTMheetwark made up of these switches.
The standard onketwmanagement protocol SNMPuses UDR®m carry management infor-
mation between entities being managed. So one solution is to create a LIS called the “manage-

ment LIS” to carry the I[P (ShMB) paekMAnetwork. Since this is a necessary part
the netvork configuration, it seemed appropriate that the management LIS should be automati-



cally created and that each switch should be automatically connected to the management LIS.
The information needed to configure a single host onto an Ethernet can be minimally stated as:

« |P address of the intex€e
* Network mask
e Subnetvork mask

Similarly, the information needed to configure a LIS can be minimally stated as:

» |P addresses of the intades to be attached to the LIS
* Network mask

* Subnetvark mask

 ATM address of the BMARP sener for that LIS

There are other pieces of configuration information, suclaulhs tobetetife address
Maximum Tansmission Unit (MTU) for the LIS, the encapsulation type used on
various timerd, thdse can oftenaultsse def can also uteel distrilan autoconfiguration
system.

The other aim of an autoconfiguration system is that it really should cmafiguring the
switches in an AM network easier for the netwk administratarTo this end, a number of other
aims were defined:

* There should be a central place for entering information, so that the administrator only has to
enter information in one place.

* Minimal manual interention should be necessayt total manual inteention should be
possible.

* The information itself should be easy to enter example, a range of IP addresses, rather
than eery IP address in the range.

» The configuration system itself should be able to be managed using. SNigProduces a
chicken-and-gg problem, since the LIS must be created before SNMPcan be use
the autoconfiguration system which creates the managemerdd LQ. créhis can be
ing the autoconfiguration system using ac#cathercrafbanagbegf it remotely only
after the LIS has been created.

* Finally, the configuration system should scale well as the nunvberetof switches
work increases.

Client/Server vs.Distrib uted Configuration Architectures

There are tw broad approaches for ensuring the digtrdn of information within a netark.

The first, the client/sggproach, assumes that there is a cenitadg ot inflor distrib
mation (the semrr) and arious clients which retnie the information from the sesw This

approach is used by g file systems in LANSs, for instance. The second, the disddb

approach, maintains the configuration information at each place it is needed,
LAN. In this approach, the information is updated byy seindthg iefmimahiosts’ cor
to the other hosts for them to update their copies of the information. This



routing protocols, such as RIP and others.

One adantage of a client/seev approach is that it can be made to scale well as thenketw

grows in size by using hierarchies of seny, just as the heart of the Internet naming scheme, the

Domain Name System (DNS), does. Oneasdage of the distriied approach to replicating

information is that of reliahdiy ofildrein thHEhisf is becaluse thgf farmber of

hosts does not stopfecéed undbst from using the information which it has locally
ing more information from the remaining hostswéwer, protocols which imolve exchanging

large amounts of information vérgtwammede host ofeeh tb scale well as the number ¢
hosts gravs, so for information distriltion to lage numbers of hosts, a client/serapproach is

often used.

The olvious way to reduce the fefcts of serer failure on the client/seer approach is to add

other serers to the netark. Note that this is dérent from just making hierarchies of ser,

since each seev in the hieraropnis still a single point ofdilure for its clients. The replication of
information contained leysthen seasktwthen leads to questios ensurdo that the
information is consistent bewveen wihieh sémv turn leadsuted ardfig&diure for
the serers. Thus anarchitecture for the dissemination of information canXpeeted to hee

the potential for a distrilied architecture at its core, possibly with a clientéseaypproach out-

side the core for impxed scalability

Existing Configuration Protocols

There are almost as maoonfiguration protocols as there are protocols which need to be config-

ured. An early gample is RARP [RFC903], where a host can broadcast, at layer 2, a request for

an IP address for itself. Somieere in the LAN, a RARP seavis listening and will reply to the

host with a suitable IP atRrfRECISRDO* RARPU uses UDRther than a layer

2 broadcast, and consequently can De cantedlso Bf@Oused to obtain  more than jus
IP address for a host. DHCP [RFC2131] is based onBOWith the capability of automatic re-

allocation of IP addresses when a ratwneeds to be reconfigured.

All of the abwe protocols epect that either a shared mediuxises so that layer 2 broadcast is
easy or that IP conneatity already eists in the netark. In an AM network, neither case is
true, which is wly a novel protocol vas deeloped for the autoconfiguration of IPv4 L3S’

Work currently in progress for IPv6 discusses the use of stateful and stateless autoconfiguration
[RFC1971].  Stateful autoconfiguration ers iswhased atcaadistiiformation, as in the
configuration protocols mentioned ao Stateless autoconfiguration is where a host can con-

struct its evn address using its layer 2 address and information common to all the hosts on a sub-

net. The IPwék valso introduces the idea of lifetime for an address, after wh
deprecated automaticallyhe ideas being westicated in the IPv6 wrk are useful and will no

doubt be introduced to future configuration protocols foMAetworks.

The IP Autoconfiguration (IPAC) Architecture

Work at Ascom Neion (nowv Fujitsu Neion) by the authgrtogether with Jim Luciani, Hal
Rosenstock, Bill Wicox and others, lead to the IP AutoconfiguratiolA@R architecture sivan
in Figure 2. As can be seen, there are three tiers of informaticersedOCS (Directory Of Co
figuration Serers), CSs (Configuration Seers) and CG (Configuration Clients).
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Figure 2: IPAC Architecture

The purpose of the DOCSIis tosinfbioh CS/thehould use. The DOCSdeep not k
ary permanent connectiory C@, amhich means that the configuration system can sce
out the DOCS becoming a bottle-neck (assuming that the signalling implementation can handle

large numbers of connection requests). The DOCScan act as the central point
uration information. It passes this information onto the appropriate CS’

The purpose of a CS is to pide CC5s with the configuration information which theequire,

such as IP addresses, netkwand subnetark masks and theTM address of the PMARP

sener for the management LIS. Each CS need only storevarthe toinfirenatooup okle
CC'’s which might potentially attach to it.

The purpose of a CCis to obtain the necessary configuration infarehation and
to create anadetetb a LIS, ondeo ipropalysi for some other piecare ofudoftas a
Network Management application in the host to use to create aracedd a LIS. Each CC is

only connected to one CS. The connection from the CC to the DOCS is transient in that after the

CC has found out from the DOCS which CS it should use, it has no more use for the DOCS and

can disconnect from it.

A typical implementation of the architecture in Figure 2 might be ¥e baCC on eachTa

switch in the netark, one CS per PNNI pegroup or geographical cluster of switches and the
DOCS at a geographically central and well-connected place in therkefypically, one might
expect less than 100 CE<per CS and less than 100 €pér DOCS. The PM address of the
DOCS can either be a well-kwa ATM address, or it can be configured at each CC and CS at



start-up, possibly through ILMI. Manual configuration of IP addresses at the CC is permitted in
our implementation, and im€t uses the DOCS ‘inverse’, to check that the IP addresses in
guestion hee not already been assignegwhere else in the LIS.

Redundancy

The purpose of the pvision of redundancin the autoconfiguration system is to remohe sin-

gle points ailofe f such as the DOCSand the CS (for ®achTlyrodipst of pdiE’ of f
ure, the DOCS, can be@ded by haing several DOCSS in the netwrk. The multiple DOCS

can be kpt in synchronization by using other IETF draftriwon the Semr Cache Synchroniza-

tion Protocol (SCSP) or grother of a number of simple reliable multicast protocols[CAP].

The other point ofdilure, the CS for a group of C&’can be remed by permitting each CC to
recontact anailable DOCS for the AM address of another CS, should the one originally pro-
vided fail to perform properlyThe alternate CS may be either a CS fromfarint group of

CC's, thus maging the tvo groups of CG, or it may be a replicated CS, in the same sense that
the DOCS can be replicated.

There are seeral extensions to the simple hierarchical client/serapproach which need to be

made for redundaggcnot least a mechanism for tracking when clients anaseare out of syn-
chronization after reboots. The current implementationA€ClBsed a simple inger at each

DOCS, CS and CC, restored from persistent storage after a reboot and increme
a comparison between senand client instances and updating of thevegieinformation, as

necessary

Conclusion

The hierarchical client/seev approach described in this papenpies the basis of a scalable

solution to the problemutimg dstrifiguration information, which is necessary to
networks closer to the ideal of “plug and play”. Theability issues which come with the cli-

ent/serer approach can be sely, particularly if the number of sems which need to be repli-

cated is small. orkThdescribed here has been used to implement an autoconfiguration
for configuring IP @er ATM Logical IP Subnets, which are used for managimiylAetworks.
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