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I.  What is Cyber Crime?

According to the September 2004 report from www.overture.com
Forget about breaking and entering, aggravated assault and armed robbery. Cyber crime is taking over. While most of us use computers to work, shop, play games, book vacations, or do banking transactions, a new breed of criminal uses the same device to perpetrate crimes.

Cyber crime, also known as Internet crime, e-crime, hi-tech crime, or computer crime, refers to any type of illegal activity that is done on a computer or is facilitated by one. Let's delve into this universe and find out what kinds of crimes we all risk falling victim to via our computers.

Cyber crime is as old as computers themselves. As soon as criminals realized that computers could store valuable information, they started devising ways to steal it. It wasn't easy at first, as stand-alone computers required direct access.

As soon as computer networks appeared, the work for criminals got a lot easier. Networks provided several points of entry. The data didn't have to travel between terminals; the cyber-thief just had to get inside one network to access everything.

Further accentuating the cyber crime problem in recent years has been the user-friendliness of computers. Nowadays, nearly everyone uses these devices every day. Children are taught computer basics as early as kindergarten and public libraries allow people free access.

The result is that cyber criminals no longer need a Ph.D. from MIT. While, in the past, a typical cyber criminal was a gifted programmer, today it could be your babysitter, the kid who mows your lawn or the friendly greeter at Wal-Mart. Cyber criminals really are everywhere.

· How does cyber crime happen?

Cyber crime consists of specific crimes dealing with computers and networks (such as hacking) and the facilitation of traditional crime through the use of computers (child pornography, hate crimes, telemarketing /Internet fraud). In addition to cyber crime, there is also “computer-supported crime” which covers the use of computers by criminals for communication and document or data storage. While these activities might not be illegal in and of themselves, they are often invaluable in the investigation of actual crimes. Computer technology presents many new challenges to social policy regarding issues such as privacy, as it relates to data mining and criminal investigations.

· What do cyber criminals do?

Hacking

Hacking in simple terms means an illegal intrusion into a computer system and/or network. There is an equivalent term to hacking i.e. cracking, but from Indian Laws perspective there is no difference between the term hacking and cracking. Every act committed towards breaking into a computer and/or network is hacking. Hackers write or use ready-made computer programs to attack the target computer. They possess the desire to destruct and they get the kick out of such destruction. Some hackers hack for personal monetary gains, such as to stealing the credit card information, transferring money from various bank accounts to their own account followed by withdrawal of money. They extort money from some corporate giant threatening him to publish the stolen information, which is critical in nature.

Child Pornography

The Internet is being highly used by its abusers to reach and abuse children sexually, worldwide. The Internet is very fast becoming a household commodity in India. Its explosion has made the children a viable victim to the cyber crime. As more homes have access to Internet, more children would be using the internet and more are the chances of falling victim to the aggression of pedophiles.

Cyber Stalking

Cyber Stalking can be defined as the repeated acts harassment or threatening behavior of the cyber criminal towards the victim by using internet services. Stalking in General terms can be referred to as the repeated acts of harassment targeting the victim such as following the victim, making harassing phone calls, killing the victims pet, vandalizing victims property, leaving written messages or objects. Stalking may be followed by serious violent acts such as physical harm to the victim and the same has to be treated and viewed seriously. It all depends on the course of conduct of the stalker.

Denial of service Attack

This is an act by the criminal, who floods the bandwidth of the victimâ€™s network or fills his e-mail box with spam mail depriving him of the services he is entitled to access or provide

Virus Dissemination

Malicious software that attaches itself to other software. (virus, worms, Trojan Horse, Time bomb, Logic Bomb, Rabbit and Bacterium are the malicious

Software Piracy

Theft of software through the illegal copying of genuine programs or the counterfeiting and distribution of products intended to pass for the original.

IRC Crime

Internet Relay Chat (IRC) servers have chat rooms in which people from anywhere the world can come together and chat with each other.

Credit Card Fraud

The unauthorized and illegal use of a credit card to purchase property.

Net Extortion

Copying the company’s confidential data in order to extort said company for huge amount

Phishing

The act of sending an e-mail to a user falsely claiming to be an established legitimate enterprise in an attempt to scam the user into surrendering private information that will be used for identity theft. The e-mail directs the user to visit a Web site where they are asked to update personal information, such as passwords and credit card, social security, and bank account numbers, that the legitimate organization already has.

· The First Cyber Criminal

Phone Phreaking

phreaking /freek'ing/ /n./ [from `phone phreak'] 1. The art and science of cracking the phone network (so as, for example, to make free long-distance calls). 2. By extension, security-cracking in any other context (especially, but not exclusively, on communications networks) (see cracking). 

Around 1971 a Vietnam vet named John Draper discovered that the giveaway whistle in Captain Crunch cereal boxes perfectly reproduced a 2600-Hertz tone. Simply blow the whistle into a telephone receiver to make free calls; thanks for using AT&T.
II. The Growth Of Cyber Crime

"One effect of the growth of cyber crime is that we feel safer, especially as street crime declines. But in a world dominated by white-collar crime, there's a lot more to lose than we may think -- especially as we step up our efforts to fight such crime. It will become harder for honest citizens to escape the reach of law enforcement or to maintain their privacy, as birth-to-death dossiers are created on everyone. With satellites, we can already see through and hear through walls. It's possible that in the not-too-distant future, we'll have the ability to implant nanocomputers in people's brains that will allow us to monitor their intentions and control their behavior. We'll have the option of injecting people with hormones to calm them down, or of reengineering them to be nonviolent." 
· The Role Of Internet

Students are better able to retain learning experiences that involve sounds, pictures and interactive opportunities. ... People retain about 10 percent of what they read, half of what they see and fully 90 percent of information that is gleaned through interactive participation.

The Role of the Web in Our Lives

by Michelle Cameron, VP IMA

It’s probably no mystery that the Internet has become an integral part of our lives. If you are reading this newsletter, you are part of the majority of Americans who use the Internet on an ongoing basis, often without considering the fact that the Internet is still a very new medium. In January of this year, the Pew Internet & American Life Project released their “Trends 2005” report, which can be viewed in PDF form from their Web site. In it, they catalog the many ways Americans use online sources, while still relying on those offline as well.

Many of the statistics are fascinating, but in a way they remind me of a session I once attended where a sociology scholar presented her findings from her research on working mothers. Her discovery was that "mothers who are part of the workforce can have a tough time juggling all of their commitments.” Since I was (and still am) a working mother, I didn't learn anything I hadn't already experienced!

And yet, the sheer weight of the numbers in the Pew report can be enlightening. As the report says:

      On a typical day at the end of 2004, some 70 million American adults logged onto the Internet to use email, get news, access government information, check out health and medical information, participate in auctions, book travel reservations, research their genealogy, gamble, seek out romantic partners, and engage in countless other activities. That represents a 37 percent increase from the 51 million Americans who were online on an average day in 2000, when the Pew Internet & American Life Project began its study of online life. 

For Web site developers, this is exciting news. The Pew study underscores the advice we've been giving for years: the audience is on the Web. Taking a survey of these sites shows that many have not reached maturity, and much of our current work is taking first- or even second-generation sites and demonstrating the best way to present online content, given the fact that most people go online to access information, find another person, or transact business, rather than read detailed content.

For the most part, the report says, the ways people interact with the Internet mirror what happens in the offline world. But there are some exceptions. The report tells us:

5 million people post or share some kind of material on the Web through their own Web logs (or “blogs”) or other content-creating applications; at least 4 million share music files on peer-to-peer networks; and 3 million people use the Internet to rate a person, product, or service.

Obviously, the current trend in the Internet is what many of the pioneers of the industry predicted: the forming of virtual communities to share information and files. While this may disturb some entrenched businesses – just ask the music and video industries what they think of file sharing, for instance – it is definitely changing the way we think about Web content.

One brand of community technology that exemplifies this, and was not covered in the report, is "wikis" -- server software that allows users to freely create and edit Web page content using any Web browser. Allowing everyone who visits a site to create and edit any page in it has some fascinating potential applications for educators and corporations. If you haven’t yet visited Wikipedia, the encyclopedia written collaboratively by its readers, who make thousands of changes and additions an hour, it’s definitely worth a look.

· Security Flaws

Current State of Internet Security

The Internet gold rush has left the security of the online world in a state of disrepair. The boom had enterprises old and new rushing to build their web presence without much thought about their longevity or reliability; people acted in the here and now, anxious to take advantage of the "net economy." Hackers struck gold in a different way by demonstrating their skill against insecure web sites. The applications, in most instances, had been slapped together in the heat of the market, with minimal thought given to security at the application code level. As long as the application worked, the thought went, the firewall could perform the security "heavy lifting." But the firewall can’t do all the work. As systems evolve on the Internet, the nature of the threat matures and morphs in new ways. Attacks that focused at the network level were largely unsuccessful against properly configured firewalls, so attackers looked for other ways. With the discovery that web traffic (via port 80) was allowed in through virtually all firewalls, attackers hit upon a treasure trove of vulnerabilities -- the millions upon millions of lines of code that make up the complex web applications on the Internet.

Today, hackers attack the applications, seeking out ways to manipulate input strings to steal data or create buffer overflows for super-user access. They seek out weaknesses in the many modules and components of complex systems, looking for hidden fields, embedded passwords, and available parameters to manipulate. Security breaches continue to occur in net applications because we have not addressed a core problem with those applications: insecure software development and lack of security testing. Human error resulting from lack of education or skill can cause these issues to surface, as can the increasing complexity associated with integration of disparate applications and systems that have not had to communicate in the past. To compound matters, most third-party software has the same issues as software developed internally. Attackers now see the application as fertile ground for exploitation and intend to stay for a while as businesses move more and more critical functions to networks, neglecting the need for a methodical, proactive, and comprehensive security testing process.

· The Rise Of The Virus

One of the Russia’s largest antivirus software developer firms Kaspersky labs has recorded an increase in major virus “epidemics” to 46 percent in 2004 from 35 percent in 2003. According to the company’s head of antivirus research, Yevgeny Kaspersky, this increase in level and area has affected the working of the internet all together.

In the past, virus programs were being created by pranksters and hackers but now viruses are created for financial gain. The dramatic increase in the number of viruses which are now circulating is creating a major security threat around the world.

The viruses which had the largest impact on the internet and caused the maximum disturbance in 2004 were the My Doom e-mail virus and the Sasser Network Virus.

· What Is Computer Virus?

A Computer Virus is a computer program which distributes copies of itself, even without permission or knowledge of the user. A computer virus is often simply called a virus if it is clear from the context that it does not refer to a biological virus. The term is commonly used to refer to a range of malware, but a true virus does not need to be harmful. To distribute itself, a virus needs to be executed or interpreted. Viruses often hide themselves inside other programs to be executed.

5 examples of Viruses and their descriptions
1. Netbus and BackOrifice

Netbus is a Win32 based Trojan program. This trojan can affect Windows95, Windows 98 and Windows NT systems. Netbus trojan needs to be executedby the user for it to be installed. Once executed by the user it will installitself in such a way that it will be active all the time. Netbus adds anentry to the Windows Registry to achieve this. The presence of Netbus installedin the computer will not be evident to the affected user. There are 3 versionsof Netbus and the size of these trojan files are;

Netbus Ver 1.5 is 473,088 bytes.

Netbus Ver 1.6 is 472,576 bytes.

Netbus Ver 1.7 is 494,592 bytes

You will not get infected by Netbus merely by downloading the fileor receiving it by email. You will have to execute it to get infected.

Netbus is a remote administration trojan program similar to BackOrifice. While you are connected to the internet, if this program isrunning on your computer anyone from anywhere who has got the Netbus Clientprogram can sneak in to your computer without your permission or knowledge.The remote hacker can get any information from your computer includingyour passwords. He can execute programs in your computer, copy files, readyour email, plant other trojans or viruses, monitor the keystrokes youtype, control your mouse and a lot more. This will cause a serious securityrisk to the affected user.

Netbus Ver 1.5 first appeared in March 1998, Ver 1.6 in August 1998and the Ver 1.7 in November 1998. Each version is reported to have affecteda lot of users.

This host seems to be running a passwordless BackOrifice 1.x on this port.

BackOrifice is trojan which allows an intruder to take the control of the remote computer. An attacker may use it to steal your passwords, modify your data, and preventing you from working properly.

Solution : reinstall your system

Risk factor : High

2. Subseven

The package contains two or three programs. One of the files should be installed on a "server" machine. Once the server program is installed the client can take control over the infected computer. The client is a powerful "remote administration" tool. It has remote controlling abilities such as the ability to edit the server Windows registry file, flip the screen, change the desktop colours, restart Windows, play sounds, send messages, switch off the display, disable keyboard keys, hide the mouse cursor or the task-bar.

The client can also steal passwords and read keyboard keys pressed on the server since the last boot. The third program in the package is a utility that can be used to configure the server program. It is possible to patch the server with any executable so it looks as if a user received a valid file instead of the trojan. The server configuration program also configures the way the server is "installed". To install itself the server can use the Windows registry file.

It can also change the C:\WINDOWS\WIN.INI or C:\WINDOWS\SYSTEM.INI files so that the server runs on starting Windows. 

3. NetSnake J

    * Allows others to access the computer

    * Modifies data on the computer

    * Steals information

    * Records keystrokes

    * Installs itself in the Registry

Troj/Netsnake-J is a backdoor Trojan for the Windows platform.

Troj/Netsnake-J is capable of logging key presses and sending the logs to a remote user via email. The Trojan can terminate processes, download files from remote internet locations and act as a proxy server. Troj/Netsnake-J may delete stored passwords from the infected computer. 

4. Warpigs-A

W32/WarPigs-A is a network worm which spreads by copying itself to ADMIN$ shares with weak passwords. W32/WarPigs-A also has a backdoor component which allows unauthorised remote access to the computer over a network.

W32/WarPigs-A moves itself into the Windows system folder as the file WINUPDATE.EXE and adds entries in the registry at

HKLM\Software\Microsoft\Windows\CurrentVersion\Run

HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce

to run itself on system restart. W32/WarPigs-A also changes SYSTEM.INI so that WINUPDATE.EXE is run on system restart.

W32/WarPigs-A may create a file called PQONWE.EXE in the Windows system folder. This file is a copy of PSEXEC.EXE (which may contain an embedded copy of PSEXECSVC.EXE). PSEXEC.EXE and PSEXECSVC.EXE are legitimate networking utilies.

W32/WarPigs-A connects to remote ADMIN$ shares using a predefined set of passwords and then uses PSEXEC.EXE to copy itself to and execute itself on the remote share.

W32/WarPigs-A may attempt to update itself by downloading an EXE from a remote URL.

5. Aliz-A

W32/Aliz-A is an email-aware worm. On execution the worm looks in the registry to find a suitable SMTP server address and then sends itself to entries in the Windows Address Book. The email uses a known exploit in certain versions of Outlook Express 5 so as to launch the attachment automatically. Microsoft has released a patch which addresses this vulnerability. It is available at http://www.microsoft.com/technet/security/bulletin/MS01-027.asp.

(This patch fixes a number of vulnerabilities in Microsoft's software, including the one exploited by this worm.)

The attachment uses a filename called whatever.exe.

The email's subject line is randomly generated from a list of different components.

The subject line begins with either "Fw: " or "Fw: Re" and then randomly chooses a phrase. The phrase begins with either "Cool", "Nice", "Hot", "Some", "Funny", "weird", "funky", "great", "Interesting" or "many" and continues with a word randomly chosen from "website", "site", "pics", "urls", "pictures", "stuff", "mp3s", "shit", "music" or "info".

The phrase ends with one of the following: "to check", "for you", "i found", "to see", "here", "- check it".

Finally the subject line finishes with either "!!", "!", ":-)", "?!" or "hehe ;-)"

Because of this method of creating subject lines there are many possible combinations of subject line that can be used by this virus. Examples include:

"Fw: Cool site for you ?!"

"Fw: Re Hot urls i found hehe ;-)"and

"Fw: Funny shit here !!"

III. Cyber Crime In The Society
`Criminology has been rather slow to recognise the importance of cyberspace in changing the nature and scope of offending and victimisation, and a comprehensive introductory textbook on cybercrime and its social implications is long overdue. One of the many strengths of Majid Yar's book is that it avoids 'techy' jargon and unites criminological and sociological perspectives in discussions of cybercrime, cyber-deviance and cyber-freedoms. Yar successfully de-mystifies a subject that causes many criminologists to feel out of their depth (or at least their comfort zone). Cybercrime & Society should be the first point of reference for any student of new media and crime' - Dr Yvonne Jewkes, Reader in Criminology, The Open University

`An engaging book full of lively discussion and careful explanation of the issues. Majid Yar manages to achieve the seemingly impossible task of balancing theory with action. I shall certainly recommend it to my own cybercrime students' -Professor David S. Wall, Head of University of Leeds Law School, Professor of Criminal Justice and Information Technology

Cybercrime and Society provides a clear, systematic, critical introduction to current debates about cybercrime. It locates the phenomenon in the wider contexts of social, political, cultural and economic change. It is the first book to draw upon perspectives spanning criminology, sociology, law, politics and cultural studies to examine the whole range of cybercrime issues, including:

" computer hacking

" cyber-terrorism

" media 'piracy'

" financial fraud and identity theft

" online stalking

" hate speech

" pornography

" surveillance

· Who Are The Hackers

What is a Hacker?

A hacker is often someone who creates and modifies computer software or computer hardware, including computer programming, administration, and security-related items. A hacker is also someone who modifies electronics, for example, ham radio transceivers, printers or even home sprinkler systems to get extra functionality or performance. The term usually bears strong connotations, but may be either favorable or denigrating depending on cultural context.
5 examples of Hackers and their cases:
1. Iskorpitx
Thought to be a 45-year-old Turkish man, Iskorpitx successfully hacked at least 21,549 sites at once (a tally is still being made-expect the final count to be much higher), defacing pages on all of them. His signature included a Turkish flag, his handle and country of origin, and several repetitions of the "f-word" next to the names of France, Greece, and Armanian [sic].

As one might imagine, this has upset quite a few people. A brief glance at the list of sites Iskorpitx affected shows the domains .org, .net, and .com, indicating a probable lack of aim or distinction on his part.

Iskorpitx has quite a reputation for this sort of thing. Since 2003, he's hacked an estimated 117,000 websites, not even including this latest round, and some of those were the sites of his own country's government.

The Turkish hacker seems to have ignited some sort of passion for the activity in his country. In recent months, more than 50 percent of notified defacements appear to have originated from Turkey. Brazil was formerly the most prominent home of these sorts of hackers.

It remains unknown whether the most recent attacks where made at the root or webserver level. Iskorpitx executes his hacks by creating subpages, regardless of what authorization level he achieves on the servers.

Iskorpitx's motivations are unclear. Although many of the Turkish hackers have religious agendas, he does not seem to share them. Whatever his reasons or inspiration, Iskorpitx is acting as a massive nuisance throughout the Web. 

2.'Stakkato'

The Times also reported that a California researcher got taunting messages from the hacker, who called himself "Stakkato," claiming to have infiltrated computer systems at the Patuxent River Naval Air Station in Maryland, the White Sands Missile Range in New Mexico, and NASA's Jet Propulsion Laboratory in Pasadena, California.

Officials at some of those facilities confirmed to the Times that their computers had been breached but said the information obtained was insignificant.

Larry Furrow, a spokesman at White Sands Missile Range in New Mexico, told CNN there was only one known break in at the facility.

He said the incident took place in April 2004 when an individual or group gained access to White Sands' weather forecasts. Furrow said White Sands needs timely, local forecasts as part of their testing program, but the information is not classified.

However, the weather data was stored on internal computers. He said precautions have since been put in place. "We determined it right away, and we fixed it right away," Furrow said. "We don't consider it a breach of sensitive information."

Furrow said White Sands has not experienced any subsequent attacks. Furrow also said the origin of the hack is not clear and could not confirm reports of the Swedish teenager's involvement.

The first invasions were publicly reported in April of last year.

3. Timothy Lloyd
US hacker Timothy Lloyd planted six lines of malicious software code in the computer network of Omega Engineering which was a prime supplier of components for NASA and the US Navy. The code allowed a "logic bomb" to explode that deleted software running Omega's manufacturing operations. Omega lost $10 million due to the attack.

On May 9, 2000, Timothy Lloyd was convicted of writing six lines of code--essentially, a code "bomb"--that obliterated Omega Engineering Corporation's design and production programs. Since Omega makes components for clients such as NASA and the U.S. Navy, those systems were the company's rainmakers. Lloyd knew Omega's systems well. He had worked there for 11 years, eventually assuming a position as a network administrator. According to published reports, Lloyd was fired in 1996 because he was unable to get along with his co-workers. 

Three weeks after Lloyd was fired, a worker at Omega's manufacturing plant in Bridgeport, New Jersey, logged on to a computer terminal. It was July 31, 1996, the date that the bomb was set to detonate. By logging in, the worker unleashed the aberrant code that instructed the system to delete the software running Omega's manufacturing operations. The Secret Service said that Lloyd had committed the largest ever act of worker-related computer sabotage, causing Omega nearly $10 million in lost sales. 

A jury convicted Lloyd of computer sabotage in May 2000. However, the conviction was short-lived. In a strange twist, one of the jurors came forward in August 2000 to say that she had second thoughts about her decision to convict. According to Grady O'Malley of the U.S. Attorney's Office, the juror had seen a news story about the "Love Letter" worm and its attendant havoc and couldn't decide whether the story had had an effect on her decision to convict Lloyd. The U.S. District Court judge who tried the case overturned the conviction. The U.S. Attorney's Office in Newark filed an appeal. A decision is expected by late March 2001.

4. MafiaBoy
MafiaBoy, whose real identity has been kept under wraps because he is a minor, hacked into some of the largest sites in the world, including eBay, Amazon and Yahoo between February 6 and Valentine's Day in 2000. He gained access to 75 computers in 52 networks, and ordered a Denial of Service attack on them. He was arrested in 2000.

MafiaBoy was the Internet alias of a 15-year-old high-school student from the upscale neighborhood of West Island in Montreal, Canada. In 2000, he launched denial-of-service attacks against the websites of Yahoo!, Amazon.com, Dell, Inc., E*TRADE, eBay, and CNN.

Under the Canadian Youth Criminal Justice Act, publication of Mafiaboy's real name (in connection with this incident) is illegal. However, U.S.-based computer security critic Rob Rosenberger revealed the boy's identity in a column published on the web in May 2003.

The FBI and Royal Canadian Mounted Police (RCMP) first noticed MafiaBoy when he started claiming in IRC chatrooms that he was responsible for the attacks. He became the chief suspect when he claimed to have brought down Dell's website, an attack that had not been publicized at that time.

Some speculate MafiaBoy might have used cracking tools given to him by others, but it's still unclear which tools he had used prior to his arrest.

Initially denying responsibility and claiming to be running tests to help design an improved firewall, MafiaBoy changed his plea on the first day of his trial and pleaded guilty to 55 charges. He was sentenced to 8 months in a youth detention centre.

The attacks are estimated to have caused around $1.7 billion USD in damages.

As of September 21, 2005, he now serves as an Internet Security columnist for Le Journal de Montreal, a major francophone newspaper in Montreal.
5. Donald Gene Burleson

Texas prosecutors are preparing to go to trial in one of the first criminal cases in the nation involving spohisticated tampering with a computer's Programming.

Donald Gene Burleson, a 39-year-year-old Fort Worth programmer, has pleaded innocent to charges of computer sabotage and burglary involving the USPA and IRA, Co., a Fort Worth-based insurance and securities concern.  He is free on $3,000 bail pending a July 11 trial.

Burleson has lost a civil action in connection with the alleged 1985 computer tampering, and has been ordered to pay USPA about $12,000 in damages and interest.

Prosecutors charge that after being fired in September 1985, Burleson deleted records of thousands of sales commissions owed USPA employees from the company's computer system, and also introduced into the system a hidden program that would erase such data in the future.

Davis McCown, head of the Tarrant County district attorney's economic crimes division, said in an interview last week that  the program "had the ability to move through the [computer system], to change its name and to relocate."

[discussion of Trojan horses and viruses (virii?)]

[...] Burleson denied the charges and [said] that the company is blaming him

for someone else's actions.

"They really have no proof," [his lawyer] said.  "Anybody could have done

the deletions" from the commission payment records.
· The Superhighway Robbers
Highway robbers - hackers or other users which can steal information from you as data is accessed.
2 examples of Superhighway Robbers and their cases

1. Brian Salcedo

Brian Salcedo was convicted in 2004 of computer fraud and conspiracy for accessing a home improvement chain's wireless LAN in an attempt to recover credit card numbers. Adam Botbyl and Paul Timmins initially discovered an open Wi-Fi access point at the Lowe's store in Southfield, Michigan. [1]Months later, Botbyl returned with Salcedo and gained access to the computer system used by the Lowe's chain of home improvement stores. They installed a program to capture credit numbers used for transactions at the Southfield store. Lowe's monitored the intrusions while six numbers were captured before they found the program.  Although Salcedo and Botbyl did not view the credit card numbers, the government claims that the crime could have caused more than $2.5 million in damages. Botbyl and Timmins were arrested on November 10, 2003. Under questioning, Botbyl and Timmins pointed the finger at Salcedo. The three men were charged with 16 counts of wire fraud and unauthorized intrusion. All three pleaded guilty to reduced charges as part of a plea bargain. Salcedo was sentenced to 9 years in prison for his involvement in the Lowe’s exploit. The government claims that at the time of its imposition, Salcedo's sentence was the longest federal prison sentence ever given to a hacker for a computer intrusion offense. At the time of his arrest, Salcedo was on a grant of probation following a juvenile conviction for hacking a Michigan ISP, Arbornet. Prior to Salcedo’s sentence, Kevin Mitnick held the record with a 68-month sentence. Salcedo appealed the sentence, arguing that the actual harm done rather than the potential harm done should be used as a factor to determine the length of the sentence. On July 10, 2006 the U.S. 4th Circuit Court of Appeals denied the appeal.

2. Russian Nationals


Russian nationals Serbveo Ushakov, Vietalui Papsouev, Alexandre Konanykhine, and Mikhail Khodorovsky are suspected of getting rich off the Internet. According to conflicting press reports, all four played a role in the collapse of the Antigua-based European Union Bank, touted as the world's first Internet bank when it opened in 1994. The EUB principals had not been seen on Antigua for months, when in August 1997, US$6 million of the bank's deposits vanished and the EUB site went 404. 


Well, the deposits didn't exactly vanish. Just before it vaporized, the bank wired $4.8 million to a Russian bank, lending credence to the theory that the EUB was a scam masterminded by the four. A year out, the cleanup crew - including the FBI - has no new leads.
IV. The Arguments

· Software Function versus Flaw


It’s common for people to think of software quality and software security as similar or even one and the same. However, on closer analysis, we find the two are very different—software quality is cumulative, while software security is absolute. Software quality is cumulative because a number of bugs are acceptable, up to a point, and yet the software is still good enough to ship. Software security is absolute because a single vulnerability left in the application could be the one that ultimately wreaks havoc. Tools that identify quality problems must be highly accurate and, to some extent, complete. But tools that help identify security problems must, above all, be complete—as well as accurate. In addition, tools used for making software secure should be adaptable to a company’s existing development lifecycle processes.

Software Quality vs. Security


Software quality has been an ongoing concern and integral part of software development for as long as code has been written. More recently, however, as software programs have been opened up to the “outside world” through the Internet, extranets, and e-commerce applications, organizations that operate those systems have become increasingly concerned about software security.


To many who are unfamiliar with software security, it may seem like software quality and security are essentially the same thing. They are not. A software quality problem can be defined as the failure of a piece of code to perform to the expectations of its specification. This can range from a user believing the application should function differently, to code that fails to answer network connect on a well-defined protocol. 

Software security vulnerability, in contrast, can be defined as a feature of the code that allows its specified operation to be compromised by an attacker. At first glance, it would appear that an attacker would be confined to exploiting quality problems within the software and, therefore, quality and security problems in software are one in the same. In actuality, however, most security vulnerabilities are found in code that is perfectly acceptable from a quality perspective. The code containing the vulnerability would have performed precisely to its specification had there been no adversary there to compromise it. 


Quality and security problems may, on occasion, intersect. For example, there are times when quality problems in the source code of the application could potentially become security problems if sufficiently stressed. For example, calling free() twice on the same value can lead to a buffer overflow. When a program calls free() twice with the same argument, the program’s memory management data structures become corrupted. This corruption can lead to a program crash or, in some circumstances, cause two later calls to malloc() to return the same pointer. If malloc() returns the same value twice and the program later gives the attacker control over the data that is written into this doubly-allocated memory, the program becomes vulnerable to a buffer overflow attack. 


Quality and security are similar in this respect: They are either holistic characteristics or attributes. For any complex system it is impossible to point to one facet and pronounce overall quality. Only when the entire system is viewed can quality be determined.
· Music On The Internet


With the stunning global success of Apple’s iPod music player and iTunes online music store, some have called for Apple to “open” the digital rights management (DRM) system that Apple uses to protect its music against theft, so that music purchased from iTunes can be played on digital devices purchased from other companies, and protected music purchased from other online music stores can play on iPods. Let’s examine the current situation and how we got here, then look at three possible alternatives for the future.


To begin, it is useful to remember that all iPods play music that is free of any DRM and encoded in “open” licensable formats such as MP3 and AAC. iPod users can and do acquire their music from many sources, including CDs they own. Music on CDs can be easily imported into the freely-downloadable iTunes jukebox software which runs on both Macs and Windows PCs, and is automatically encoded into the open AAC or MP3 formats without any DRM. This music can be played on iPods or any other music players that play these open formats.


The rub comes from the music Apple sells on its online iTunes Store. Since Apple does not own or control any music itself, it must license the rights to distribute music from others, primarily the “big four” music companies: Universal, Sony BMG, Warner and EMI. These four companies control the distribution of over 70% of the world’s music. When Apple approached these companies to license their music to distribute legally over the Internet, they were extremely cautious and required Apple to protect their music from being illegally copied. The solution was to create a DRM system, which envelopes each song purchased from the iTunes store in special and secret software so that it cannot be played on unauthorized devices.


Apple was able to negotiate landmark usage rights at the time, which include allowing users to play their DRM protected music on up to 5 computers and on an unlimited number of iPods. Obtaining such rights from the music companies was unprecedented at the time, and even today is unmatched by most other digital music services. However, a key provision of our agreements with the music companies is that if our DRM system is compromised and their music becomes playable on unauthorized devices, we have only a small number of weeks to fix the problem or they can withdraw their entire music catalog from our iTunes store.


To prevent illegal copies, DRM systems must allow only authorized devices to play the protected music. If a copy of a DRM protected song is posted on the Internet, it should not be able to play on a downloader’s computer or portable music device. To achieve this, a DRM system employs secrets. There is no theory of protecting content other than keeping secrets. In other words, even if one uses the most sophisticated cryptographic locks to protect the actual music, one must still “hide” the keys which unlock the music on the user’s computer or portable music player. No one has ever implemented a DRM system that does not depend on such secrets for its operation.


The problem, of course, is that there are many smart people in the world, some with a lot of time on their hands, who love to discover such secrets and publish a way for everyone to get free (and stolen) music. They are often successful in doing just that, so any company trying to protect content using a DRM must frequently update it with new and harder to discover secrets. It is a cat-and-mouse game. Apple’s DRM system is called FairPlay. While we have had a few breaches in FairPlay, we have been able to successfully repair them through updating the iTunes store software, the iTunes jukebox software and software in the iPods themselves. So far we have met our commitments to the music companies to protect their music, and we have given users the most liberal usage rights available in the industry for legally downloaded music.


With this background, let’s now explore three different alternatives for the future.


The first alternative is to continue on the current course, with each manufacturer competing freely with their own “top to bottom” proprietary systems for selling, playing and protecting music. It is a very competitive market, with major global companies making large investments to develop new music players and online music stores. Apple, Microsoft and Sony all compete with proprietary systems. Music purchased from Microsoft’s Zune store will only play on Zune players; music purchased from Sony’s Connect store will only play on Sony’s players; and music purchased from Apple’s iTunes store will only play on iPods. This is the current state of affairs in the industry, and customers are being well served with a continuing stream of innovative products and a wide variety of choices.


Some have argued that once a consumer purchases a body of music from one of the proprietary music stores, they are forever locked into only using music players from that one company. Or, if they buy a specific player, they are locked into buying music only from that company’s music store. Is this true? Let’s look at the data for iPods and the iTunes store – they are the industry’s most popular products and we have accurate data for them. Through the end of 2006, customers purchased a total of 90 million iPods and 2 billion songs from the iTunes store. On average, that’s 22 songs purchased from the iTunes store for each iPod ever sold.


Today’s most popular iPod holds 1000 songs, and research tells us that the average iPod is nearly full.  This means that only 22 out of 1000 songs, or under 3% of the music on the average iPod, is purchased from the iTunes store and protected with a DRM. The remaining 97% of the music is unprotected and playable on any player that can play the open formats.  It’s hard to believe that just 3% of the music on the average iPod is enough to lock users into buying only iPods in the future.  And since 97% of the music on the average iPod was not purchased from the iTunes store, iPod users are clearly not locked into the iTunes store to acquire their music.


The second alternative is for Apple to license its FairPlay DRM technology to current and future competitors with the goal of achieving interoperability between different company’s players and music stores. On the surface, this seems like a good idea since it might offer customers increased choice now and in the future. And Apple might benefit by charging a small licensing fee for its FairPlay DRM. However, when we look a bit deeper, problems begin to emerge. The most serious problem is that licensing a DRM involves disclosing some of its secrets to many people in many companies, and history tells us that inevitably these secrets will leak. The Internet has made such leaks far more damaging, since a single leak can be spread worldwide in less than a minute. Such leaks can rapidly result in software programs available as free downloads on the Internet which will disable the DRM protection so that formerly protected songs can be played on unauthorized players.


An equally serious problem is how to quickly repair the damage caused by such a leak. A successful repair will likely involve enhancing the music store software, the music jukebox software, and the software in the players with new secrets, then transferring this updated software into the tens (or hundreds) of millions of Macs, Windows PCs and players already in use. This must all be done quickly and in a very coordinated way. Such an undertaking is very difficult when just one company controls all of the pieces. It is near impossible if multiple companies control separate pieces of the puzzle, and all of them must quickly act in concert to repair the damage from a leak.


Apple has concluded that if it licenses FairPlay to others, it can no longer guarantee to protect the music it licenses from the big four music companies. Perhaps this same conclusion contributed to Microsoft’s recent decision to switch their emphasis from an “open” model of licensing their DRM to others to a “closed” model of offering a proprietary music store, proprietary jukebox software and proprietary players.


The third alternative is to abolish DRMs entirely. Imagine a world where every online store sells DRM-free music encoded in open licensable formats. In such a world, any player can play music purchased from any store, and any store can sell music which is playable on all players. This is clearly the best alternative for consumers, and Apple would embrace it in a heartbeat. If the big four music companies would license Apple their music without the requirement that it be protected with a DRM, we would switch to selling only DRM-free music on our iTunes store. Every iPod ever made will play this DRM-free music.


Why would the big four music companies agree to let Apple and others distribute their music without using DRM systems to protect it? The simplest answer is because DRMs haven’t worked, and may never work, to halt music piracy. Though the big four music companies require that all their music sold online be protected with DRMs, these same music companies continue to sell billions of CDs a year which contain completely unprotected music. That’s right! No DRM system was ever developed for the CD, so all the music distributed on CDs can be easily uploaded to the Internet, then (illegally) downloaded and played on any computer or player.


In 2006, under 2 billion DRM-protected songs were sold worldwide by online stores, while over 20 billion songs were sold completely DRM-free  and unprotected on CDs by the music companies themselves. The music companies sell the vast majority of their music DRM-free, and show no signs of changing this behavior, since the overwhelming majority of their revenues depend on selling CDs which must play in CD players that support no DRM system.


So if the music companies are selling over 90 percent of their music DRM-free, what benefits do they get from selling the remaining small percentage of their music encumbered with a DRM system? There appear to be none. If anything, the technical expertise and overhead required to create, operate and update a DRM system has limited the number of participants selling DRM protected music. If such requirements were removed, the music industry might experience an influx of new companies willing to invest in innovative new stores and players. This can only be seen as a positive by the music companies.


Much of the concern over DRM systems has arisen in European countries.  Perhaps those unhappy with the current situation should redirect their energies towards persuading the music companies to sell their music DRM-free.  For Europeans, two and a half of the big four music companies are located right in their backyard.  The largest, Universal, is 100% owned by Vivendi, a French company.  EMI is a British company, and Sony BMG is 50% owned by Bertelsmann, a German company.  Convincing them to license their music to Apple and others DRM-free will create a truly interoperable music marketplace.  Apple will embrace this wholeheartedly.
2 examples of music on internet

1. Limewire


September 26, 2006 (IDG News Service) -- Peer-to-peer file-sharing software developer LimeWire LLC has countersued the biggest record companies, charging them with anticompetitive behavior. 


The suit, filed Monday in the U.S. District Court for the Southern District of New York, follows the closing of most of the popular file-sharing Web sites due to lawsuits initiated by record companies. It also comes on the heels of a suit filed by 13 record companies against LimeWire, accusing the developer of music piracy and demanding damages that could amount to $476 million.


LimeWire now charges the record companies with colluding to create a monopoly over the digital distribution of copyrighted music. The record companies "have engaged in these unfair business practices for the specific purpose of eliminating sources of decentralized peer-to-peer file sharing and acquiring a monopoly over digital distribution of commercially valuable copyrighted music and movie content," the lawsuit reads.


The alleged unfair business practices include collusion among the record companies to price their licensing rates such that independent music sellers can't afford to stay in business, LimeWire said.


LimeWire added that a since-changed policy at the record companies of requiring licensees to negotiate only with certain companies that represent a group of record labels resulted in artificially high licensing fees.


LimeWire also charges the record companies with trying to extend their monopoly by forcing music distributors to work only with their affiliated filtering system supplier. LimeWire says it developed a filtering application to prevent illegal downloading and encourage legal content purchasing. But the record companies refused to give the developer access to the metadata that uniquely identifies each song in order for the filtering system to work, LimeWire claims.


Instead, LimeWire alleges the record companies encouraged LimeWire to use their preferred supplier for a peer-to-peer filtering system, iMesh Inc. While LimeWire concedes that iMesh is not owned by the record companies, it alleges the supplier is controlled by the record companies. A top executive at iMesh is a former leader of the Recording Industry Association of America (RIAA) and iMesh is the only RIAA-sanctioned business of its kind in the U.S., according to LimeWire.


LimeWire is asking for a jury trial. The record companies named in the suit include Arista Records LLC, Atlantic Recording Corp., BMG Music, Capital Records Inc., Electra Entertainment Group Inc., Interscope Records, Laface Records LLC, Motown Record Company L.P., Priority Records LLC, Sony BMG Entertainment, UMG Recordings Inc., Virgin Records America Inc. and Warner Bros. Records Inc.


The suit follows some high-profile settlements by other leading peer-to-peer networks. In July, Kazaa agreed to pay at least $100 million to four record companies and an additional amount to motion picture companies to settle lawsuits. Earlier this month, eDonkey agreed to pay $30 million to settle similar suits.


EDonkey's founder last year predicted that all U.S. peer-to-peer companies would cease to exist because they wouldn't have the resources to defend themselves against the record companies after a Supreme Court ruling against Grokster Ltd. That ruling vaguely said that peer-to-peer software developers may be liable for illegal use of their software.
2. Napster Case


The Napster case is not just about free music on the Internet. The implications of the federal appeals court ruling affect anyone doing business on the Internet. 


Napster is an Internet program that enables users to easily download digital copies of music, usually in the MP3 format. In July 2000, a federal district court granted the music industry's request for a preliminary injunction against Napster, forcing it to pull the plug on its music sharing community on the basis of contributory copyright infringement. 


Two days later, a panel of judges from the Ninth Circuit issued an emergency stay, pending an appellate hearing. 


Following that hearing Feb. 12, the three-judge panel for the Ninth Circuit ruled that "a preliminary injunction against Napster's participation in copyright infringement is not only warranted, but required." 


The case now returns to the lower court for a final ruling. In the meantime, Napster has begun exploring agreements with music publishers (most notably Bertelsmann, a plaintiff in the current case). 


Napster will undoubtedly appeal, and the case is likely to head to the United States Supreme Court. But in the interim, the Napster rulings have meaning beyond the music industry. They are a clear warning that courts will continue to deal with new technology in much the same way they have with old technology 


This case underscores the need for companies doing business on the Internet to understand they shouldn't ignore intellectual property laws. This includes businesses that have active Web sites, as well as those which provide Internet access to their employees as part of their employment. 

Direct copyright infringement 


The Ninth Circuit judges ruled that not only did the evidence show that Napster abets copyright infringement but that individual Napster users are infringing copyrights. 

"Repeated and exploitative unauthorized copies of copyrighted works were made to save the expense of purchasing authorized copies," the panel said. 


The court found that Napster users infringe at least two of the copyright holders' exclusive rights: the rights of reproduction and the rights of distribution. Those who upload file names to the search index for others to copy violate plaintiffs' distribution rights; those who download files containing copyrighted music violate plaintiffs' reproduction rights, the court held. 


Despite the enormity of the Napster community --on average, 1.5 million users were logged on to the system at any one time -- the court sent a clear message that a company which maintains an anonymous and noncommercial relationship with its users can still be liable for those users' illegal acts. 


The message is of particular importance not only to employers whose employees may be uploading or downloading files on Napster, but that any violation of copyright laws by employees may put the employer at legal risk as well. 

Contributory infringement 


The finding of direct infringement of Napster users was necessary before the court could address claims that Napster was engaged in contributory infringement. Traditionally, "one who, with knowledge of the infringing activity, induces, causes or materially contributes to the infringing conduct of another, may be held liable as a contributory infringer." 


In other words, liability exists if the defendant engages in "personal conduct that encourages or assists the infringement." 


Napster, the court concluded, by its conduct, knowingly encouraged and assisted the infringement of artists' and music owners' copyrights. 


For employers who provide Internet access to their employees, the message is similarly clear. 

Vicarious liability 


Vicarious copyright liability extends beyond an employer/employee relationship to cases in which a defendant "has the right and ability to supervise the infringing activity and also has a direct financial interest in such activities." The fact that Napster had no involvement with the actual copying of copyrighted works is an insufficient defense. 


"Napster's failure to police the system's premises, combined with a showing that Napster financially benefits from the continuing availability of infringing files on its system, leads to the imposition of vicarious liability." Lessons to be learned 


Review the content of your company's site, including links and metatags which may infringe the intellectual property rights of others. 


If your businesses site permits others to post to it, be sure your terms of use agreement provides warranties that such postings are not violating any such rights. 


Review your business's acceptable use policy and periodically recirculate it to ensure your employee's are familiar with it. 


Take appropriate steps to end any infringing activity as soon as you become aware of it.

V. What Is Being Done?


In light of the growing threat of cyber crime, many companies have increased their security measures to guard against cybercrime. According to the IBM survey, 83 percent of U.S. organizations believe they have safeguarded themselves against organized cybercrime, and they are responding to the increased/changing threat of cybercrime in a number of ways:

    * Upgrading virus software (73 percent);

    * Upgrading their firewall (69 percent);

    * Implementing intrusion detection/prevention technologies (66 percent); and

    * Implementing vulnerability/patch management system on network (53 percent)


When asked which two initiatives were the most important to undertake over the course of the next year, IT business executives in the U.S. indicated upgrading their virus software (39 percent) and upgrading their firewall (32 percent) were of highest priority.

· The Rise Of Security Industries
Year 2007 To See Further Rise In Security Vulnerabilities


The increasing production of malware both in volume and sophistication will make it harder for IT security departments of enterprises to counter cyber crime. 2007 will see more of spam, phishing, malware and other kinds of online attacks as more cyber criminals join into sophisticated manufacturing and form distribution gangs that would operate parallel with computer industry's legitimate output channels, according to a report released on January 29, 2007.


The report, a work of the IBM Internet Security Systems (ISS) X-Force research and development team, says that researchers recorded and assessed 7,247 new vulnerabilities in 2006. That is equivalent to 20 new vulnerabilities every day. Moreover, ISS reported a 40% growth in security flaws over 2005. Of the total vulnerabilities in 2006, attackers could exploit 88% remotely and more than 50% allowed exploitation to gain illegal access to computers.


The report further says that after the top ten vendors publicly declared vulnerabilities in 2006, 86% obtained a security patch. Other vendors took care of the remaining vulnerabilities of which patches were developed for 65% of the flaws.


However, according to Gunter Ollmann, director of security strategy for IBM Internet Security Systems, in a company press release, while the above statistics show a grim picture, the research indicates favorably, a decline in the number of highly effective vulnerabilities since 2006.


In 2005, the high-impact vulnerabilities comprised 28% of the total vulnerabilities against which 2006 had only 18%. Although the security industry has progressed significantly over the past year, and statistics show promising results, but 2007 will necessitate greater vigilance and innovation to combat new threats and attacks with new magnitude and direction, said Ollmann.


With regard to other online threats the study found spam rising by 39.5% in 2006 from the previous year. Image-based spam accounted for 40% of all spam mails in 2006.


A spam mail with subject line: 'Re: Hi' is likely to fill inboxes. The study said spammers distributed this mail most frequently in 2006. The next to follow were 'Canadian Online Drugstore' and a blank subject head. With regard to such spam mails Ollmann says not everyone has become wiser.
2 examples of Security

1. McAfee, Inc. (pronounced MAK-uh-FEE) is an antivirus and computer security company headquartered in Santa Clara, California. It markets McAfee VirusScan and related security products and services, including the IntruShield, Entercept, and Foundstone brands.

Products

McAfee currently develops many security tools for the PC, both for corporate and home users, including:

    * McAfee VirusScan (antivirus, some antispyware components)

    * McAfee Total Protection for Small Business (antivirus, antispyware, firewall)

    * McAfee Personal Firewall Plus (firewall)

    * McAfee SpamKiller (antispam)

    * McAfee Privacy Service (anti-abuse, plus Anti-phishing)

    * McAfee AntiSpyware (full antispyware, plus Anti-phishing)

    * McAfee QuickClean (secure shredder, file cleanup)

    * McAfee SiteAdvisor (free) (alerts users when entering dangerous sites, basing on downloads, popups and number of e-mail received)

    * McAfee SecurityCenter (free) (gateway to managing most McAfee services, as well as Windows updates management)

    * McAfee LinuxShield (antivirus for enterprise editions of Redhat and SUSE distributions.)

    * McAfee Wireless Security protects wireless networks.

2. AVG Free Edition is the well-known antivirus protection tool. AVG Free is available free of charge to home users for the life of the product. Rapid virus database updates are available for the lifetime of the product, thereby providing the high level of detection capability that millions of users around the world trust to protect their computers. AVG Free is easy to use and will not slow your system down (low system resource requirements). Highlights include automatic update functionality, the AVG Resident Shield, which provides real-time protection as files are opened and programs are run, free Virus Database Updates for the lifetime of the product, and AVG Virus Vault for safe handling of infected files.

Version 7.5.4 includes improved virus detection based on better heuristics and NTFS data streams scanning; a smaller installation and update files; and an improved user interface. The newest version is also compatible with Windows Vista.
· Fighting Cyber Crime


Commerce online has brought crime online. Law enforcement agencies have developed new methods and new relationships to catch the bad guys in cyberspace.


Daniel Larkin is unit chief of the Internet Crime Complaint Center (IC3) at the U.S. Federal Bureau of Investigation (FBI).


The Internet Crime Complaint Center (IC3) is a reporting and referral system for Internet crime complaints from people in the United States and around the world. Through an online complaint form and a team of agents and analysts, IC3 serves the public and U.S. and international law enforcement agencies investigating Internet crime.
VI. Cyber Crime And You


The Internet has become a playground for cyber criminals claiming innocent victims each day. It is no longer safe to browse the Internet or use a computer on a network, connected to the Internet, without proper protection against viruses and spyware. But a total cyber security outfit consists of more than just having anti-virus and anti-spyware software installed on your computer. You also need protection against spam and hackers. With so many security software to choose from, it is not always easy choosing the right spam filter and firewall, not even to mention configuring them to provide adequate and effective protection against cyber criminals.


No security software can substitute for common sense. Software is there to assist us, not to take over our lives or think on our behalf. The human mind plays a vital role in the battle against cyber crime. It has the ability to reason, something that software cannot do very well. Software can only reason within the boundaries it was programmed to operate in. When something happens outside these boundaries, the software can no longer serve its cause. This is when you need to be able to identify threats before they claim you as a victim. The latest generation of browsers includes anti-phishing filters to protect people against phishing scams. But this technology mainly relies on the Internet community to report phishing sites. This is a big disadvantage because a phishing site can claim several victims before it are reported and to make things even worse, people are afraid of reporting cyber crime.


Security software is not yet able to assist people in identifying phishing scams and advance free fraud (419 Nigerian scams) effectively. This is why it is of the utmost importance for Internet users to be able to identify online fraud without relying on incompetent software. The Internet community should stop trusting everything on the Internet and take on an attitude of questioning everything they encounter on the Internet. Cyber criminals constantly create new methods of deceiving people, new variants of viruses and spyware appear each day and security experts are always one step behind them. It is therefore important for every Internet user to be vigilant and aware of the threats threatening our online safety today. Take a stand against cyber crime; make your contribution to a safer Internet, REPORT CYBER CRIME!
· How not to be a Cyber Criminal

Avoid these inappropriate behaviors:

· Sending, by any means, personal information to any Internet contact,
· Willfully transmitting or receiving information containing pornography, hate literature/graphics offensive or obscene literature/graphics, pirated software/programs, hacking software/tools, viruses.

· Downloading and/or installing programs/software on any network computer(s).

· Accessing the files or account information of another network user.

· Violating network security.
· Unauthorized access to or use of data, systems or networks, including any attempt to probe, scan or test the vulnerability of a system and / or network or to breach security or authentication measures without express authorization of the owner of the system or that network.

· Interference with service to any user, host or network including, but not limited to:

          o Mail-bombing

          o Packet flooding

          o Deliberate attempts to overload a system

          o Broadcast attacks

· Forging of any TCP-IP packet header or any part of the header information in an email or a newsgroup posting.

· Unauthorized monitoring of data and / or traffic on any network or system without the express authorization of the owner of the system or network.
· Willfully damaging or removing components or data of any network computer.
· Internet Safety Checklist

Follow this checklist to help your family keep safe when using the Internet.
Before You Start


Talk to your family about the importance of staying safe online and the need to have an Internet safety plan for the home.


Teach your children how to use the Internet safely. NetAlert has a range of free educational programs for different age groups.

Getting Set Up Correctly


Determine if you are connected to a family friendly Internet Service Provider.

If not, switch to one which can help you with Internet safety.


Look at where the computer is set up at home. If it is in a bedroom, move it to a public area of the house where it will be easier for you to supervise.


Make sure you have safety software installed on your computer. This may include a filter and other security software such as anti-virus programs. NetAlert, your Internet Service Provider or computer retailers will be able to help you out with what to get.

Set Up the Family Guidelines


Discuss with your children the benefits and risks of going online and reassure them that you are there to help if they get in trouble.


With your children, create an Internet safety contract and set up house rules for use of the Internet.

When Online


Supervise and monitor the use of the Internet with your family. If issues arise address them quickly and know who to report problems to.


Encourage and support your family with their use of the Internet. Teach them to make right decisions and increase the levels of responsibility as children get older.
· On your Computer

Guard your computer, protect yourself from internet fraud, and defend personal information.

· Do not use a common password (nickname, pet’s name, etc.) Include numbers.

· Use different passwords for different online accounts.

· Change your passwords frequently.

· Install protection against viruses and spyware. Update regularly.

· Always read the "Terms of Use" policies on a website.

· Backup your files.

· Check the website's security before entering personal information

· On the Internet

· I will not give out information like my name, address, telephone number, photograph, parents' work address/telephone number, or the name and location of my school without permission from my parents/guardians. 

· I will tell my parents/guardians right away if I find information that makes me feel uncomfortable. 

· I will not agree to meet someone I have chatted with online. 

· I will not answer messages that are mean or rude or that make me feel uncomfortable. It is not my fault if I get a message like that. If I get a message like that I will tell my parents/guardians right away. 

· I will talk with my parents/guardians so that we can set up rules for going online, like the time of day that I can be online, the length of time I can be online, and places I can visit online. 
· Online Shopping
· Save or print out your sales transactions.

· Know the contact information of the seller.

· Check the website's security before entering personal information.

· Always read the "Terms of Use" policies on a website.
· Email

· Remember to always sign out of your email account.

· Giving your email address to companies/business increases your chances of getting spam. Consider setting up a 2nd account for these transactions.

· Check your email service to see if they have spam blocker or settings to limit junk mail.

· Create a unique password (use #'s).  Change regularly.

