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Installing and Configuring the Windows Server 2003-based ISA Server 2000 SMTP Filter and Message Screener on the ISA Server Firewall

The ISA Server 2000 SMTP Application Filter and Message Screener components can be used to protect your Exchange Server from spam and malicious content attached to SMTP mail. These two components work together to protect your organization:

· The SMTP Application Filter

The SMTP Application Filter is installed on ISA Server firewalls by default. However, ISA Server does not automatically enable the SMTP Application Filter. After you enable this filter, it will examine all incoming SMTP messages that pass through a Server Publishing Rule. The filter protects the published SMTP server from buffer overflow attacks.

· The SMTP Message Screener

The SMTP Message Screener extends the protection provided by the SMTP Application Filter by delving deep into the SMTP application layer content. The SMTP Message Screener examines the SMTP messages for source domain and address, keywords in the message subject and body, and attachments. If an SMTP message contains an unapproved source address, attachment type or text string, then it can be deleted, forwarded or quarantined.

· Note: 
The SMTP Message Screener can evaluate the entire content of a plain text message. The SMTP Message Screener provides limited screening support for HTML messages.

The SMTP Application Filter always runs on the ISA Server firewall itself; you can’t install it on another machine that acts as an SMTP relay. However, you do have the option of installing the SMTP Message Screener on the ISA Server firewall itself, or on an SMTP server on the internal network located behind the ISA Server firewall. In both circumstance, the SMTP Message Screener communicates with the SMTP Application Filter to carry out its tasks.

In this ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document we will cover the procedures required to create a co-located SMTP relay, SMTP Message Screener and SMTP Message Filter. These procedures include:

· Installing Windows Server 2003 on the computer that will be the ISA Server firewall and Message Screener

· Installing the IIS 6.0 SMTP service on the Windows Server 2003 ISA Server firewall computer

· Disable the IIS 6.0 SMTP service socket pooling

· Configuring the IIS 6.0 SMTP service’s SMTP relay properties and Remote Domains on the ISA Server firewall

· Installing ISA Server 2000 onto the Windows Server 2003 computer

· Configure packet filters or Server Publishing Rules on the ISA Server firewall

· Enabling and configuring the SMTP filter

· Testing the SMTP filter

· Note:
This ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document is designed to be used in conjunction with ISA Server 2000 Exchange Server 2000/2003 Deployment Kit documents Configuring the Windows Server 2003-based ISA Server 2000 Firewall as a Filtering SMTP Relay and Configuring a Windows Server 2003-based ISA Server as a Secure Authenticating SMTP Relay. Please read these article first for details on how to create an anonymous and authenticating SMTP relay on the ISA Server firewall computer.

Install Windows Server 2003 on the ISA Server Firewall Computer
The computer that will become the ISA Server 2000 firewall/SMTP relay must meet the following minimum requirements:

· A personal computer with a 1.5 MHz or higher Intel/AMD-compatible CPU 

· For the operating system, Windows 2000 Service Pack 4 or Windows Server 2003

· 256 MB of memory (RAM)

· 20 MB of available hard disk space for program files

· Two network adapters that is compatible with Windows 2000 or Windows Server 2003 , for communication with the internal and external networks

· One local hard disk partition that is formatted with the NTFS file system for log files and Web caching (if you wish to run the ISA Server firewall’s Web caching facilities)

The ISA Server firewall and Web caching components work very well on very modest hardware. This is true even when the SMTP filter is enabled and protecting the published co-located SMTP server. However, the SMTP Message Screener can be very processor intensive. This is why I recommend that you use a processor with a minimum of rating of 1.5 MHz.

Install the IIS 6.0 SMTP Service on the Windows Server 2003 ISA Server Firewall Computer
The SMTP Message Screener requires the IIS SMTP service. You will need to install the SMTP service because Windows Server 2003 does not install IIS by default. Perform the following steps to install the IIS 6.0 SMTP service:

1. Click Start, point to Control Panel and click the Add or Remove Programs command (figure 1).

Figure 1 
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2. Click the Add/Remove Windows Components button on the left side of the Add or Remove Programs window (figure 2).

Figure 2
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3. In the Windows Components dialog box, click on the Application Server entry (do not put a checkmark in its checkbox!). Click on the Details button (figure 3).

Figure 3
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4. In the Application Server dialog box, click on the Internet Information Services entry (do not put a checkmark in its checkbox!). Click on the Details button (figure 4). 

Figure 4
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5. On the Internet Information Services (IIS) page, put a checkmark in the SMTP Service checkbox. The Internet Information Services Manager checkbox will be automatically selected for you. Click OK.

Figure 5
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6. Click OK in the Application Server dialog box (figure 6).

Figure 6
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7. Click Next on the Windows Components page (figure 7).

Figure 7
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8. The Windows Components Wizard installs the IIS SMTP service (figure 8).

Figure 8
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9. Click Finish when the Wizard completes.

Disable SMTP Service Socket Pooling

By default, the SMTP service listens on all IP addresses on all adapters installed on the ISA Server firewall. You must disable socket pooling to prevent the SMTP service from listening on all IP addresses on all adapters. Socket pooling prevents Server Publishing Rules from working correctly. However, you do not need to disable socket pooling if you plan to use packet filters to make the SMTP relay co-located on the ISA Server firewall available to external users.

Its good practice to disable socket pooling for any IIS service installed on the ISA Server firewall. Perform the following steps to disable socket pooling for the IIS 6.0 SMTP service:

1. Click Start and then click the Command Prompt link. In the Command Prompt window, switch to the Inetpub\AdminScripts folder. Then type in the following command and press ENTER (figure 9):

Adsutil.vbs set /smtpsvc/1/DisableSocketPooling 1

Figure 9
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2. If the SMTP service is installed and you entered the command correctly, you should see what appears in figure 10. 

Figure 10
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3. Close the command prompt window.

At this point the SMTP service continues to listen on all IP addresses on all interfaces. You must configure the service to listen on specific IP addresses to limit the server to listening on a subset of addresses.

Configure the IIS 6.0 SMTP Service Relay Properties and Remote Domains
The next step is to configure the ISA Server firewall as an SMTP relay. There are two ways you can do this:

· Create an SMTP Server Publishing Rule

· Create an SMTP Server packet filter

The advantage of using an SMTP Server Publishing Rule is that the Server Publishing Rule exposes the incoming SMTP messages to the buffer overflow protection of the SMTP Application Filter. The disadvantage of using an SMTP Server Publishing Rule is that you will not be able to protect communications with the SMTP relay using TLS encryption. The reason is that the SMTP Application Filter does not support TLS encryption.

The advantage of using an SMTP Server packet filter is that you can use TLS encryption to encrypt communications between the SMTP client and server. The disadvantage of using the SMTP packet filter to allow inbound connections to the SMTP relay is that the packet filter does not expose the SMTP messages to the SMTP Application filter’s buffer overflow protect. 

· Note: 
The SMTP Message Screener is able to inspect SMTP messages moving through the SMTP relay co-located on the ISA Server firewall in both the SMTP Server Publishing and SMTP packet filter scenarios.

Please review ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document Configuring the Windows Server 2003-based ISA Server 2000 Firewall as a Filtering SMTP Relay for detailed information on how to configure the SMTP relay parameters for the SMTP server co-located on the ISA Server firewall. 

Please review ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document Configuring a Windows Server 2003-based ISA Server as a Secure Authenticating SMTP Relay for detailed information on how to configure the SMTP relay properties for the SMTP server co-located on this ISA Server firewall. This article also discusses how to configure an authenticating SMTP relay for your remote uses who require a secure SMTP relay.

Install ISA Server 2000 onto the Windows Server 2003 Firewall Computer
The next step after installing and configuring the SMTP service on the ISA Server firewall is to install ISA Server 2000 with the SMTP Filter and Message Screener on to the Windows Server 2003 computer. 

Please review the ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document Installing ISA Server 2000 on Windows Server 2003 for instructions on how to install ISA Server 2000 on Windows Server 2003. This document provides instructions on how to install all ISA Server 2000 components onto the Server. If you need to remove components, you can remove them later.

Configuring Packet Filters or Server Publishing Rules on the ISA Server Firewall

You need to configure the ISA Server firewall to allow incoming connections to the co-located SMTP relay. As mentioned in earlier in this ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document, you can use either Server Publishing Rules or packet filters to allow these incoming SMTP connections. There are advantages and disadvantages to each of these approaches.

Please review ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document Configuring the Windows Server 2003-based ISA Server 2000 Firewall as a Filtering SMTP Relay for detailed information on how to configure the packet filters and Server Publishing Rules required to allow inbound access to an non-authenticating SMTP relay. 

Please review ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document Configuring a Windows Server 2003-based ISA Server as a Secure Authenticating SMTP Relay for detailed information on how to configure the packet filters and Server Publishing Rules required to allow inbound access to an authenticating SMTP relay.

Enable and Configure the ISA Server 2000 SMTP Filter and Message Screener
You must perform the following actions to realize the full benefit of the SMTP relay co-located on the ISA Server firewall:

· Enable the SMTP Application Filter

· Confirm that the SMTP Message Screener is installed

· Install the SMTP Message Screener if it is not installed

· Configure the SMTP Filter and SMTP Message Screener Properties

Enable the SMTP Application Filter
You must enable the SMTP Application Filter before the ISA Server firewall begins to examine SMTP packets. Perform the following steps to enable the SMTP Application Filter:

1. Open the ISA Management console, expand the Servers and Arrays node and then expand your server name. Expand the Extensions node and click on the Application Filters node (figure 11). Right click on the SMTP Filter entry in the right pane of the console and click Enable.

Figure 11
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2. Select the Save the changes and restart the service(s) option in the ISA Server Warning dialog box. (figure 12). This will cause the Firewall service to automatically restart. Click OK.

Figure 12
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3. The icon for the SMTP Filter Application Filter shows that the filter is no longer disabled (figure 13).

Figure 13
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The SMTP Application Filter is now enabled. At this point any incoming SMTP messages coming inbound through an SMTP Server Publishing Rule will be exposed to the buffer overflow protection provided by the SMTP Application Filter.

Confirm that the SMTP Message Screener is Installed
You may have installed the ISA Server 2000 software before you considered the possibility of using the firewall as a filtering SMTP relay. In that case, you may have not installed the SMTP Message Screener component.

Perform the following steps to determine if you have configured the SMTP Message Screener on the ISA Server firewall:

1. Click Start and click on the Run command. Type Regedit in the Open text box and click OK. The Windows Server 2003 Registry Editor opens (figure 14).

Figure 14
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2. Use the Registry Editor’s Find feature to find the following Registry entry:

HKEY_CLASSES_ROOT\CLSID\{4F2AC0A5-300F-4DE9-821F-4D5706DC5B32}

Click the Edit menu and click the Find command. Enter the above string between the brackets into the Find what text box (figure 15). Click the Find Next button.

Figure 15
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3. If the SMTP Message Screener is installed on the ISA Server firewall/SMTP relay computer, the Registry entry will be found, as seen in figure 16. If the Registry entry is not found, then the SMTP Message Screener is not installed and you will need to install it before you can filter SMTP messages based on address, attachments and keywords.

Figure 16
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4. Close the Registry Editor.

Install the SMTP Message Screener if it is Not Installed
You can use the Add or Remove Programs Control Panel applet to install the SMTP Message Screener if it was not installed with the ISA Server 2000 software. Perform the following steps to install the SMTP Message Screener after the initial ISA Server 2000 software installation:

1. Click Start and point to Control Panel. Click on Add or Remove Programs. In the Add or Remove Programs window (figure 17), click on the Change button for the Microsoft Internet Security and Acceleration Server entry.

Figure 17
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2. The setup routine will search for currently installed components. On the Microsoft ISA Server Setup dialog box, click the Add/Remove button (figure 18).

Figure 18
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3. On the Microsoft ISA Server – Customer Installation page, click on the Add-in services entry (do not put a checkmark in its checkbox!) and click the Change Option button (figure 19).

Figure 19
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4. Put a checkmark in the Message Screener checkbox on the Microsoft ISA Server – Add-in services dialog box (figure 20). Click OK.

Figure 20
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5. Click Continue on the Microsoft ISA Server – Customer Installation page (figure 21).

Figure 21
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6. The Message Screener is installed. Click OK on the Microsoft ISA Server Setup dialog box informing you that the setup was completed successfully (figure 22).

Figure 22
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7. Close the Add or Remove Programs window.

Configure the SMTP Filter and SMTP Message Screener Properties
The SMTP filter and SMTP Message Screener are configured using the same interface in the SMTP Filter Properties dialog box. However, keep in mind that the SMTP filter and SMTP Message Screener are two distinct entities. It is possible to use the SMTP filter and not use the SMTP Message Screener and it is possible to use the SMTP Message Screener and not use the SMTP filter.

For example, you can use the SMTP Filter without using the SMTP Message Screener by not installing the SMTP Message Screener. The SMTP filter will then protect an published SMTP server against buffer overflow attacks, including the SMTP server co-located on the ISA Server firewall.

You can use the SMTP Message Screener and not the SMTP Filter by using a packet filter to allow inbound access to the SMTP relay co-located on the ISA Server firewall. The SMTP Message Screener examines the incoming SMTP messages when they are accepted by the IIS 6.0 SMTP service. The SMTP Filter does not protect against buffer overflow attack in this scenario because incoming SMTP messages accepted via a packet filter are not exposed to the SMTP filter.

· Note: 
You must install ISA Server 2000 Feature Pack 1 if you want to support authenticating with a Server Published SMTP server. Pre-Feature Pack 1 versions of the SMTP Filter did not support the AUTH command and would not allow users to authenticate against a Server Published SMTP server. You can authenticate with a Server Published SMTP server after installing Feature Pack 1. Under no circumstances can you use TLS encryption with a Server Published SMTP server when the Message Screener is enabled.

Perform the following steps to configure the SMTP filter and SMTP Message Screener components:

1. Open the ISA Management console, expand the Servers and Arrays node and expand your server name. Expand the Extensions node and click on the Application Filters node. Right click on the SMTP Filter entry in the right pane of the console and click on the Properties command (figure 23).

Figure 23
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2. The General tab is the first thing you see when the SMTP Filter Properties dialog box opens (figure 24). You can enable or disable the filter by adding or removing the checkmark in the Enable this filter checkbox. Click on the Keywords tab.

Figure 24
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3. You can enter a prioritized list of keyword to filter on the Keywords tab. The SMTP Message Screener mediates the keyword filtering function. The SMTP filter does not examine SMTP messages for keyword. Click the Add button to add a keyword (figure 25).

Figure 25
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4. Confirm the there is a checkmark in the Enable keyword rule checkbox (figure 26). Type in a keyword that you want the SMTP Message Screener to look for in the Keyword text box. Note that the SMTP Message Screener does not search for whole words; the filter only looks at text strings.

Select one of the following options in the Apply action if keyword is found in frame:

Message header or body
If the keyword is found in either the message header or message body, then the Action you configure for the rule will be applied.

Message header
If the keyword is found in the header (subject line), then the Action you configure for the rule will be applied.

Message body
If the keyword is found in the body of the message, then the Action you configure for the rule will be applied
Click the down arrow for the Action drop down list box. You have the following options:

Delete message
The SMTP message is deleted without being saved or informing anyone that it has been deleted.

Hold Message
The SMTP message is held in the BADMAIL directory in the SMTP service’s folder hierarchy. You can view components of the held message, but the message is not saved in a format that you can easily forward to the recipient.

Forward message to
The SMTP message is forwarded to an email address you configure in this rule. Each rule can have a different email address that the message is forwarded to. 

Click OK on the Mail Keyword Rule dialog box.

Figure 26
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5. The keyword rule appears in the keywords list on the Keywords tab (figure 27). Click on the Users / Domains tab.

Figure 27

[image: image27.png]P 7[x] =lolx|

General Keywords | Users / Damains | Attachments | SMTP Commands

File  Action  View
<&@
[FE emetsecuy o

B8 Servers andAr lyzes DNS tiaffc destine
2§ i [0 ] Kepwad | Appiesto ] Acten e oo e
Womo| @ 1 oo Hesrortoy Hodessase §

g Compu rom Firewall and Secur

Access
) Publsh o overlow atiacks

Bandw, of RPC servers
Poliey{ :
Cache ommunication
Vit o
Etensi
=1
We

etwar
ClentC

o R

1=
e o N E) f,i—"
ey ® o





6. You can configure the SMTP Message Screener to block messages based on the sender’s user account or email domain on the Users / Domains tab. Enter a user email account in the Sender’s name text box and click Add. The senders email address appears in the Rejected Sender’s list. Type in a email domain in the Domain name text box and click Add. The email domain appears in the Rejected Domains list.

Email messages processed by the SMTP Message Screener matching email addresses or email domains found in these lists are deleted. These messages are not stored anywhere on the server, nor are they forwarded to any user or administrator. If a message from a rejected sender or rejected domain also contains a keyword that matches a keyword rule, and that keyword rule is configured to hold the message, the message will not be held because it is rejected before the keyword search begins.

Click Apply and then click OK. Click on the Attachments tab.

Figure 28
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7. You can block messages with certain types of attachments on the Attachments tab (figure 29). Click Add to add an attachment rule.

Figure 29
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8. Confirm that there is a checkmark in the Enable attachment rule checkbox on the Mail Attachment Rule dialog box (figure 30). You have three options in the Apply action to messages containing attachments with one of these properties frame:

Attachment name
Select this option and type in a name for the attachment, including file name and file extension, in the text box next to this option. Use this option if you don’t want to block all attachments with a particular file extension, but you do want to block a specific file name. For example, you do not want to block all .zip files, but you do want to block a file named exploit.zip.

Attachment extension
It is more common to block all files with a specific file extension. For example, if you want to block all files with the exe file extension, select this option and then type in either exe or .exe in the text box to the right of this option.

Attachment size limit (in bytes)
You can also block attachments based on their size. Select this option and type in the size of the file extension you want to block.

Click the down arrow for the Action drop down list box. You have the following options:

Delete message
The SMTP message is deleted without being saved or informing anyone that it has been deleted.

Hold Message
The SMTP message is held in the BADMAIL directory in the SMTP service’s folder hierarchy. You can view components of the held message, but the message is not saved in a format that you can easily forward to the recipient.

Forward message to
The SMTP message is forwarded to an email address you configure in this rule. Each rule can have a different email address that the message is forwarded to. 

In this example we’ll select the Forward message to option so that you can see how to enter the forwarding address.

Figure 30
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9. When you select the Forward message to option, a text box appears that allows you to enter an email address to forward the message to. However, the server must be able to resolve the address of the mail domain of this user.

For example, in figure 31we have entered the email address smtpsecurityadmin@internal.net. The ISA Server firewall must be able to access an MX record for the internal.net domain. The ISA Server firewall forwards the message to the SMTP server responsible for the internal.net mail based on the information in the MX record. 

In this example the firewall is configured with a DNS server address of a DNS server on the internal network that can resolve both internal and external network names. The message is forwarded to the internal address of the Exchange server. You must configure a split DNS infrastructure if the internal.net domain is available to both internal and external users.

· Note: 
Please refer to ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document Configuring DNS to Support Exchange Server Publishing for information on how to create a split DNS to support SMTP server publishing.
Click OK in the Mail Attachment Rule dialog box. Click on the SMTP Commands tab.

Figure 31
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10. The settings on the SMTP Commands tab are mediated by the SMTP filter component. The SMTP Message Screener does not evaluate SMTP commands and it does not protect against buffer overflow conditions. The commands in the list are limited to a pre-defined length. If an incoming SMTP connection sends a command that exceeds the length allowed, then the connection is dropped. In addition, if a command is sent over the SMTP channel is not on this list, it is dropped.

Click the Add button to add an SMTP command to the list (figure 32).

Figure 32
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11. A command you may want to enter into the list of allowed SMTP commands is the AUTH command. This is required if you want to allow external users to authenticate with an SMTP server that is published via an SMTP Server Publishing Rule. Users will not be able to authenticate with a SMTP server Published via an SMTP Server Publishing Rule if the AUTH command is not added to the list and the SMTP filter is enabled.

Confirm that the Enable an SMTP command checkbox is checked. Type AUTH in the Command Name text box. Type 1024 in the Maximum Length Bytes text box. Click OK in the SMTP Command Rule dialog box.

Figure 33
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12. The new command appears in the list of SMTP commands on the SMTP Commands tab (figure 34). Click Apply and then click OK.

Figure 34
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13. Close the ISA Server Management console.

The ISA Server firewall/SMTP server is now ready to filter SMTP messages based on the parameters you set for the SMTP filter and SMTP Message Screener.

Test the SMTP Filter
To give you a better idea of how the SMTP Message Screener works, let’s look at some examples of the different filtering methods available to you.

Perform the following steps to test your SMTP Message Screener:

1. Open the ISA Management console, expand the Servers and Arrays node and expand your server name. Expand the Extensions node and click on the Application Filters node. Right click on the SMTP Filter entry in the right pane of the console and click the Properties command.

Click on the Keywords tab and click the Add button. Add a new keyword rule with the following parameters:

Keyword: resume

Applies to: Message header or body

Action: Hold message

The keyword rule will appear in the list on the Keywords tab (figure 35).

Figure 35
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2. Click on the Users / Domains tab. Type in administrator@internal.net in the Sender’s name text box and click Add. The email account is added to the Rejected Sender’s list (figure 36). 

Figure 36
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3. Click on the Attachments tab. Create three attachment rules using the following parameters:

Category: Extension

Value: zip

Action: Hold message

Category: Extension

Value: exe

Action: Hold message

Category: Extension

Value: doc

Action: Forward message to user account in your domain

Your list should look like what appears in figure XX.

Figure 37
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4. Configure your email client with a valid user account for your internal network domain. Confirm that you have either an SMTP packet filter or SMTP Server Publishing Rule to allow incoming connections to your SMTP relay. Enable the POP3 service on the Exchange Server and create a POP3 Server Publishing Rule that allows the client access to its mailbox.

· Note: 
Configuration of the email client application varies with client application users. Please refer to the ISA Server 2000 Exchange Server 2000/2003 Deployment Kit document that applies to your email client for detailed instructions on how to configure its SMTP and POP3 server address.

The email client application is configured to use the external address on the ISA Server firewall as its SMTP server and POP3 server address. Create a new email message and address it to a user account in your domain. Attach an .exe file to the message and send the message (figure XX).

Figure 38
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5. Go to the ISA Server firewall/SMTP relay computer and open the Windows Explorer. Navigate to the Inetpub\mailroot\Badmail folder and you’ll see three files with the following file extensions: .BAD, .BDP and .BDR. For each message that you configure the SMTP Message Screener Action as Hold Message, you will see these three files in the Badmail folder (figure 39).

Figure 39

[image: image39.png]-1 B3

Fle Edt View Favortes Toos Hep | &
QBack ~ ) - (7 | Search [ Foders | & 2 X 9 [
Address [ CAInetpub\mailoot\Badmail = Bse

Folders
2 AdminScripts

53 maioot.

) Badmsil

2 Drop

12 Maibox

12 Pickup

2 Quewe

2 Route

2 SontTemp

) Intemet Secuy and ¢

{2 Progiam Files

2 uieache

2 WINDOWS

2 wmpub

2 WUTemp

25 NRMEFPP_EN ()

<o SHARED FOLDERS )
O i,

o E— 2

x

Name -

Size

Type | Dale Modiied

|2} 033508152218052030000000% BDF
=) o3ssos1922105200300000004 BDR

)

2K8
2K8
K8

BAD Fle 8/18/2003513PM
BOPFie 8/18/2003519PM
BDR Fie 8/18/2003 519 PM

| i

3 abiects (Disk ree space: 1.9 GB)

Wsar| [ & | F3Miost.

EG

3 My Comptr

@ CommandPr..|[ 5 Badmail | @ MicrosaftNe.. | [ 513PM





6. Figure 40 shows a sample of the contents of the BAD file. The complete text of the BAD file appears below. Note that the Received entry in the header says that the message was received from the local host address. This is one of the limitations you see when using a Server Publishing Rule to publish an SMTP server co-located on the ISA Server firewall.

Received: from WIN2K ([127.0.0.1]) by ISAINT2003.internal.net with Microsoft SMTPSVC(6.0.3790.0);


 Mon, 18 Aug 2003 17:19:09 -0500

Message-ID: <005701c365d6$befdd9e0$01006b83@internal.net>

From: "Administrator" <d-opey@internal.net>

To: <bob@internal.net>

Subject: Install this patch

Date: Mon, 18 Aug 2003 17:19:09 -0500

MIME-Version: 1.0

Content-Type: multipart/mixed;


boundary="----=_NextPart_000_0053_01C365AC.D60C5AA0"

X-Priority: 3

X-MSMail-Priority: Normal

X-Mailer: Microsoft Outlook Express 6.00.2800.1158

X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2800.1165

Return-Path: d-opey@internal.net

X-OriginalArrivalTime: 18 Aug 2003 22:19:09.0847 (UTC) FILETIME=[BF01AA70:01C365D6]

This is a multi-part message in MIME format.

------=_NextPart_000_0053_01C365AC.D60C5AA0

Content-Type: multipart/alternative;


boundary="----=_NextPart_001_0054_01C365AC.D60C5AA0"

------=_NextPart_001_0054_01C365AC.D60C5AA0

Content-Type: text/plain;


charset="iso-8859-1"

Content-Transfer-Encoding: quoted-printable

This is patch for computer. You please install now.

------=_NextPart_001_0054_01C365AC.D60C5AA0

Content-Type: text/html;


charset="iso-8859-1"

Content-Transfer-Encoding: quoted-printable

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">

<HTML><HEAD>

<META http-equiv=3DContent-Type content=3D"text/html; =

charset=3Diso-8859-1">

<META content=3D"MSHTML 6.00.2800.1170" name=3DGENERATOR>

<STYLE></STYLE>

</HEAD>

<BODY bgColor=3D#ffffff>

<DIV><FONT face=3DArial size=3D2>This is patch for computer. You please =

install=20

now.</FONT></DIV></BODY></HTML>

------=_NextPart_001_0054_01C365AC.D60C5AA0--

------=_NextPart_000_0053_01C365AC.D60C5AA0

Content-Type: application/x-msdownload;


name="prog.exe"

Content-Transfer-Encoding: 7bit

Content-Disposition: attachment;


filename="prog.exe"

------=_NextPart_000_0053_01C365AC.D60C5AA0--

Figure 40
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FILETIME= [BFOLAA7O:01C38506]

This is a multi-part message in MIME format

_NeXTPArt_000_0053_01C3654C. DEOCSAAD
ContantType: muTtipart/alternative;
botndary: L NextPart_001_0054_01C3654C. D6OCSARD"

_NeXTPart_001_0054_01C365AC. DEOCSAAD
Contant Type: text/plain;

charset="150-8855
content-Transfer-Encoding: quoted-printable

This is patch for computer. vou please install now.

Wsat| [} & | B3 Miw. <] B Comman..| ) Badmal | Misascr..|[ T 00335, (@) &26PM





7. In the next example we’ll send a .doc file as an attachment. The Action set for this attachment rule is configured to forward the attachment to a user account.

Figure 41
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8. The message is forwarded to the user account configured in the attachment rule. The entire message is forwarded to the account; it original message is not encapsulated in a second message to the forwarded user account (figure 42).

Figure 42
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9. You will see the original contents of the forwarded message. In this example, Outlook Express has removed access to the attachment. However, if Outlook Express were configured to allow access to the attachment, the user the message was forwarded to would be able to access the contents of the attachment (figure 42).

Figure 42
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10. In the next example we’ll send an email message that includes a word included in a keyword rule. Recall that we created a keyword rule that blocks messages that have the keyword resume included in the rule. The rule Action is set to Hold message. This message includes the word resume in the body of the message (figure 43).

Figure 43
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11. The message with the keyword in the body appears in the Badmail folder (figure 44).

Figure 44
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Please review my resume when you get a chance.





Summary
In this ISA Server 2000 Exchange Server 2000/2003 Deployment Kit deployment document we cover the procedures required to make the ISA Server firewall a screening SMTP relay. Many of the principles and procedures are discussed in other ISA Server 2000 Exchange Server 2000/2003 Deployment Kit articles on how to configure an anonymous and an authenticating SMTP relay. This document focused on installing and configuring the SMTP Message Screener and SMTP filter. You learned about the different functions provided by the SMTP Filter and SMTP Message Screener and how to use these differences to compliment one another.[image: image46.bmp]
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