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ISAC Workshop 1 – Cryptography

Introduction:

Cryptography, to most people, is concerned with keeping communications private. Indeed, the protection of sensitive communications has been the emphasis of cryptography throughout much of its history. As we will see, however, this is only one part of today’s cryptography.

Encryption is the transformation of data into some unreadable form. Its purpose is to ensure privacy by keeping the information hidden from anyone for whom it is not intended, even those who can see the encrypted data. Decryption is the reverse of encryption ; it is the transformation of encrypted data back into some intelligible form.

Encryption and decryption require the use of some secret information, usually referred to as a key. Depending on the encryption mechanism used, the same key might be used for both encryption and decryption, while for other mechanisms, the keys used for encryption and decryption might be different.

But today’s cryptography is more than secret writing, more than encryption and decryption. Authentication is as fundamental a part of our lives as privacy. We use authentication though out our everyday life, for instance when we sign our name to some document. As we move to a world where our decisions and agreements are communicated electronically, we need to replicate these procedures. 

Cryptography provides mechanisms for such procedures. A digital signature binds a document to the possessor of a particular key, while a digital timestamp binds a document to its creation at a particular time. These cryptographic mechanisms can be used to control access to a shared disk drive or a high security installation.
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Hash Functions

An essential element of most authentication and digital-signature schemes is a hash function. A hash function accepts a variable-size message M as input and produces a fixed-size tag H(M), sometimes called a message digest, as output. Typically, a hash code is generated for a message, encrypted, and sent with the message. The receiver computes a new hash code for the incoming message, decrypts the hash code that accompanies the message, and compares them. If the message has been altered in transit, there will be a mismatch.
Classification of Hash Functions

At the highest level, hash functions can be classified as:
· Unkeyed hash functions: The input to these hash functions is a single parameter, i.e., the message.

· Keyed hash functions: These hash functions take two parameters as input, the message and a secret key.

Basic Properties

Any hash function should have the following basic properties:
· Compression: The hash function should be able to accept any arbitrary length message as input and generate a fixed length output.

· Ease of computation: The hash should be easy to compute.

Functional Classification

Message Authentication Codes (MACs)

The purpose of a MAC is to facilitate, without the use of any additional mechanisms, assurances regarding both the source of a message and its integrity. MACs have two functionally distinct parameters, a message input and a secret key; they are a subclass of keyed hash functions
Modification Detection Codes (MDCs)

MDCs are also known as manipulation detection codes, and less commonly as message integrity codes (MICs), the purpose of an MDC is to provide a representative image or hash of a message, satisfying additional properties as refined below. The end goal is to facilitate, in conjunction with additional mechanisms, data integrity assurances as required by specific applications. MDCs are a subclass of unkeyed hash functions, and themselves may be further classified; the specific classes of MDCs of primary focus in this chapter are:
1. One-way hash functions (OWHFs): for these, finding an input which hashes to a pre-specified hash-value is difficult;

2. Collision resistant hash functions (CRHFs): for these, finding any two inputs having the same hash-value is difficult.

Three potential properties are listed for an unkeyed hash function h with inputs x, x’ and outputs y, y’:
1. preimage resistance: for essentially all pre-specified outputs, it is computationally infeasible to find any input which hashes to that output, i.e., to find any preimage x’ such that h(x’) = y when given any y for which a corresponding input is not known

2. 2nd-preimage resistance - it is computationally infeasible to find any second input which has the same output as any specified input, i.e., given x, to find a 2nd-preimage x’ ? x such that h (x) = h (x’).

3. collision resistance - it is computationally infeasible to find any two distinct inputs x and x’ which hash to the same output, such that h(x) = h(x’)

Algorithms:

· HAVAL

· MD2

· MD4

· MD5

· SHA-1

MD5

Step
Command
Output
File

1. Create a file test1.txt
aqdmal02@pafis aqdmal02]$ cat test1.txt
Here is the TEST file 1
test1.txt

2- Encrypt it by using MD5
aqdmal02@pafis aqdmal02]$ md5sum test1.txt


25bf9e331b7fe4ea554de7e0a6c0a188


3- Make some change in test1.txt
aqdmal02@pafis aqdmal02] $ cat test1.txt
Here is the test file No. 1


4- Now encrypt it again by using MD5 and we will note that the recieved hash value is totally differnet
aqdmal02@pafis aqdmal02]$ md5sum test1.txt
b93d3e4dd1789f4f6bfd8c867a0fffe488870be8


SHA1
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File

1. Create a file test1.txt
aqdmal02@pafis aqdmal02]$ cat test1.txt
Here is the TEST file 1
test1.txt

2- Encrypt it by using SHA1
aqdmal02@pafis aqdmal02]$ sha1sum test1.txt


1a596f41ad7ce72af16e328062d13d51db197afa


3- Make some change in test1.txt
aqdmal02@pafis aqdmal02]$ cat test1.txt
Here is the test file No. 1


4- Now encrypt it again by using SHA1 and we will note that the recieved hash value is totally differnet
aqdmal02@pafis aqdmal02]$ sha1sum test1.txt
0e9ebc5e65a2e7f16ac54ca468503608




Symmetrical Cryptography:

In Symmetric Cryptography (also: secret key cryptography), an algorithm is used to scramble the message using a secret key in such a way that it becomes unusable to all except the ones that have access to that secret key. The most widely known symmetric cryptographic algorithm is DES, developed by IBM in the 70ies. It uses a key of 56 bits and operates on chunks of 64 bits at a time. The problem with DES is the short key length, making it possible for someone, that doesn't have access to the private key, to try all possible keys. DESede provides a significant improvement with the key being 3 times as large.

Symmetric cryptography works very well if encryption and decryption are eventually performed by the same party. But if there are 2 or more parties involved, there is the question of how to exchange the secret key without anyone spying.

Process

Anika has written a message to Baggio but she wants to make sure nobody else can read it. 
That is why she has decided to code it using a key.

In order for Baggio to be able to decode the message, Anika must let him know this key.
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Baggio receives the message and the key and decodes it.
The most significant benefit of symmetrical key cryptography is the speed which makes this type of algorithm more appropriate for coding large amounts of data.
The problem that symmetrical key cryptography presents is the need to distribute the key used for coding and therefore, if someone succeeds in getting hold of both the message and the key used, he will be able to decipher the message. This is why the use of a cryptographic system based on asymmetrical keys is considered.
DES:
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1. Create a text file, test1.txt
aqdmal02@pafis aqdmal02]$ cat test1.txt
Here is the TEST file 1
test1.txt

2:  Encrypt it, and obtain the result file named test2.des
aqdmal02@pafis aqdmal02]$ openssl des -salt -in test1.txt -out test1.des

test1.des

3- Enter the password
enter des-cbc encryption password:

Verifying - enter des-cbc encryption password:



4- View the contents of test1.des
aqdmal02@pafis aqdmal02]$ cat test1.des
Salted__ý¶˜½â§—¦ÑxŸÓXÎ·Ì`IH
´ñ�ƒ¹±BT[aqdmal02@pafis aqdmal02]$


5: Decrypt the encrypted file test1.des, and obtain a new file named testdes.txt
aqdmal02@pafis aqdmal02]$ openssl des -d -salt -in test1.des -out testdes.txt

testdes.txt

6: View the contents of new file
aqdmal02@pafis aqdmal02]$ cat test1.des

Test1.des

7: Enter the password given before to decrypt the encrypted file
enter des-cbc decryption password:



8: The result file has the same content as the original test1.txt file:
aqdmal02@pafis aqdmal02]$ cat testdes.txt
Here is the TEST file 1


3DES:
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1: Create a text file, test1.txt
[aqdmal02@pafis aqdmal02]$ cat test1.txt
Here is the TEST file 1
test1.txt

2:  Encrypt it, and obtain the result file named test1.des
[aqdmal02@pafis aqdmal02]$ openssl des3 -in test1.txt -out test1.des3

test1.des3

3: Enter the password:
enter des-ede3-cbc encryption password: 
Verifying password - enter des-ede3-cbc encryption password:



4: List what the new file contains:
[aqdmal02@pafis aqdmal02]$ cat test1.des3
Salted__Î�

6WÜX/ª°t—çad<(ÓI³#Á<ùè¨‰¶b[aqdmal02@pafis aqdmal02]


5: Decrypt the encrypted file test1.des3, and obtain a new file named test1des3.txt
[aqdmal02@pafis aqdmal02]$ openssl des -d -in test1.des3 -out test1des3.txt

Test1des3.txt

7: Enter the same password to decrypt the file
enter des-ede3-cbc decryption password:



8: The result file has the same content as the original test2.txt file:
[aqdmal02@pafis aqdmal02]$ cat test1des3.txt
Here is the TEST file 1


IDEA
Step
Command
Output
File

1: Create a text file, test1.txt
[aqdmal02@pafis aqdmal02]$ cat test1.txt
Here is the TEST file 1
Test1.txt

2:  Encrypt it, and obtain the result file named test2.idea
[aqdmal02@pafis aqdmal02]$ openssl idea -in test1.txt -out test1.idea 


Test1.idea

3: Enter the password:
enter idea-cbc encryption password: 
Verifying - enter idea-cbc encryption password: 




4: List what the new file contains:
[aqdmal02@pafis aqdmal02]$ cat test1.idea
Salted__´‚í‰uÊ.|†HÊ9n¢~Åk¨

[^uG Æð®ÛUþ


5: Decrypt the encrypted file test1.idea, and obtain a new file named test1idea.txt
[aqdmal02@pafis aqdmal02]$ openssl idea -d -in test1.idea -out test1idea.txt



7: Enter the same password to decrypt the file
enter idea-cbc decryption password: 




8: The result file has the same content as the original test1.txt file:
[aqdmal02@pafis aqdmal02]$ cat test1idea.txt
Here is the TEST file 1


Asymmetrical Cryptography:

In this case, each cryptographic system user must hold a pair of keys. Private key: will be kept in safekeeping by its owner and must not be made known to anyone else. Public key: will be known to all the users. 
This pair of keys is complementary: what one codes, can ONLY be decoded by the other and vice-versa. These keys are obtained by means of complex mathematical methods in such a way that, for reasons of the calculation time required, it is impossible to discover one key on the basis of the other.
Process:


Ana and Bernardo have their respective pairs of keys: one private key which only its owner must know, and one public key, which is available to all the system’s users
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Ana writes a message to Bernardo and wants only him to be able to read it. That is why she codes it with Bernardo’s public key, which is accessible to all the users.
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The coded message is sent, but it is not necessary to send the key
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Only Bernardo is able to decipher the message sent by Ana as he is the only one that knows the corresponding private key
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RSA

Creating Public/Private keypair
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Generation of private key (key length 2048 bits, type des), result in file my_key.pem
[aqdmal02@pafis aqdmal02]$  openssl genrsa -out my_key.pem -des 2048
Generating RSA private key, 2048 bit long modulus

.+++

....+++

e is 65537 (0x10001)


My_key.pem

Enter password
Enter pass phrase for my_key.pem:

Verifying - Enter pass phrase for my_key.pem:



View the contents of file
[aqdmal02@pafis aqdmal02]$ cat my_key.pem


-----BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-CBC,AAB18DB23187657F

5d9lA6YTwpWlj2H0tiS9ndJZ/2djNXxYJIfscCo92CWJqXDmq/lxcEHaUnvTEoUq

sst/E/jsstnASPdvP8U6k67NLhrF2oyu0QL4n3qkcM+xt/t9gy/9EKDNp1yf3ANq

C4LUPfqAc7QPPZmSCx5KUi7iYnDSPHwrc5imaghP31I4MklXP/zLGnC8C2h27myz

apLXDdZtpwjcJ7pUlGp4dfWH225J7273QL9BL1BJyckL+3dnFg2PNVGYP8B2rGN2

8VPovQPgVt2rwWQMIig13RCcLE10JDCv4AI3216MNZ1e9VzAZTDBWGsB0fzHQxYI

pz1HzIGVuNuWfaaOzGa6CkOtKttcRTcMc+81dcgN6EdstKLibugaAKOarfA5HG4L

br/ko3YHEm0uJjaEKexOQL3BjRgB5eLQrTWaa9ATN3ERBqhgPnLjW3KNxA9fZgE9

P61Vk3XMV++j0nu+Mga4IW3QFd85n1KOzXT+iAsjw6Ah94BEuIM69iXlUK7BOhpl

bQKFqpuRaiXdDe/6d0ssZNBqEikd43M6V/wd2ekWLKAYEMP7jrGgHt1GtmfWHzUT

8eAl0qgJ9nqQnvjncMJas0/2pwYoNkxcWsfONJmmDj/8nEKcM4WEPNQhcYLU1RVa

MYVILpxmPdRgUbWrXGLUSIgfQWMVMnfoawqtUkcuwuXHF23vFXct1Bum4kLkVWXv

LHeEqsSuhEA6++FsXYaxD8JKh0GFmmLatdnond0J2OYRKDyNv28Zb4jkLVzRAeMi

5J21EJJmuJrzoqK5Xci3vlhEs7crfs2BQ4aEBdX2CvKI5q9dytLxpcNCNiWvIFH1

onAjOiwru8jHOx66Irg68r1++8paTbAxHjo7EDfAdphdiWNvhpGkcYZm3cGuKCwE

8e53uZCMHQjwykLGaOudig8qakggbv7KONw8mS20K0ujJwnpo98BHnEsonTpaPC2

aSgV/7YuhEZpOXRAwyQc/srU0Z2kVfM+3kMgV0j3F5zz7Fsn3/NkARKqPntvRP76

th2KAPXgZvkXbR0L9MK+4F2Kny7zFUHOSzLcabEJAfTTNNz8HGxWIW59lSLYvQC4

NuJGw1YLnUMoMBd1ujb7OpnEthW5O+pZbeswfb/Dh83CHhH0cVTx9HYCosFONVwG

ppRldhEKFumNTshTMMPQ8ed9oKhFTy4ya1VuEcVGaPCdeiv+iQgjp0oU4nzOxrHz

a5PmdDaMoRVmYkODcSgA51vNV+7NXy/KFHlEaiPNj9SkTbPPXnkIiJpR2bNTRh3X

/WPdc46UbMcFUZJiXe7yyxh834ul7o+av2XZIaUwiKvfdPqRuB/wfcKemQXpOMem

qcKX4HB8vJOb6QJWkd2BdKyg5p4fdHmvbIWiNXvWa17wabSEnbkAzkkVK+Lq1qJI

9GAmZWHJV/isZTpTDDb0rRM3pSFZnj9zcmSIyAG+tU1ikMK4WPp2C5b84kzqevOW

S8zNL47zCZ1QQpsj3yTtNyxEsNWbdbbeL32kOk5s+CyrmE3+WQWaqfYrUzGG3Cj6

AjaEqMELM4cV1l4FQG3wlLpxhDk4u+MS0tTNezTgpxnQX/E+gritinCp+5uHnHIj

-----END RSA PRIVATE KEY-----


Generate the public key, which will result in file pbl_key.pem


[aqdmal02@pafis aqdmal02]$ openssl rsa -in my_key.pem -pubout -out pbl_key.pem

Pbl_key.pem

Enter Password
Enter pass phrase for my_key.pem:

Result: writing RSA key



Encoding and decoding of the message
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Create file test3.txt with content of the file as “Here is the test file No. 3”


[aqdmal02@pafis aqdmal02]$ cat test3.txt
Here is the TEST file No. 3
Test3.txt

Now encode the file test3.txt with the private key, which will eventually result in file test3.enc
openssl rsautl -sign -inkey my_key.pem -in test3.txt -out test3.enc

Test3.enc

Enter the password
Enter PEM Passphrase



View the contents of the encoded file


[aqdmal02@pafis aqdmal02]$ cat test3.txt
1b©Æ„|ÄÀô«¨¡»BÝÒ˜O–x°°WY

ü|B‡°Ö-–Å…xÏFÈk;ªXž²Xüùœâj¥S¥¸Ö​šö�$¿”af?üÇr}É*.<ˆÎ*„Ñí&Ý£�f,tlêßvWˆãñ4«CbC,A©åŒæ�‰&X’W¾5Ðb€–€f×:ìäŸN'U£ó%ýHÅçÒlZÁuèùqËŒUšÇ¥Q�¬µø›Ÿ:Ã“K¸š‰èŽþÍµnðø6¹ÂJMžJ£›à«J�ü¬¨Lík


Now we will decode the file test3.txt with the public key, which will result in file test3_back.txt
: [aqdmal02@pafis aqdmal02]$ openssl rsautl -verify -inkey pbl_key.pem -in test3.enc -out test3_back.txt –pubin

resulting file: test3_back.txt



Test3_back.txt

we can view the content of the decoded file test3_back.txt
[aqdmal02@pafis aqdmal02]$ cat test3_back.txt
Here is the TEST file No. 3


Digital signatures:


Digital Signature is an electronic signature that can be used to authenticate the identity of the sender of a message or the signer of a document, and possibly to ensure that the original content of the message or document that has been sent is unchanged. Digital signatures are easily transportable, cannot be imitated by someone else, and can be automatically time-stamped. The ability to ensure that the original signed message arrived means that the sender cannot easily repudiate it later. 

A digital signature can be used with any kind of message, whether it is encrypted or not, simply so that the receiver can be sure of the sender's identity and that the message arrived intact. A digital certificate contains the digital signature of the certificate-issuing authority so that anyone can verify that the certificate is real. 

How It Works

Assume you were going to send the draft of a contract to your lawyer in another town. You want to give your lawyer the assurance that it was unchanged from what you sent and that it is really from you. 

1. You copy-and-paste the contract (it's a short one!) into an e-mail note. 

2. Using special software, you obtain a message hash (mathematical summary) of the contract. 

3. You then use a private key that you have previously obtained from a public-private key authority to encrypt the hash. 

4. The encrypted hash becomes your digital signature of the message. (Note that it will be different each time you send a message.) 

At the other end, your lawyer receives the message. 

1. To make sure it's intact and from you, your lawyer makes a hash of the received message. 

2. Your lawyer then uses your public key to decrypt the message hash or summary. 

3. If the hashes match, the received message is valid. 
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What is PKI?

PKI is the acronym for Public Key Infrastructure. The technology is called Public Key because unlike earlier forms of cryptography it works with a pair of keys. One of the two keys may be used to encrypt information which can only be decrypted with the other key. One key is made public and the other is kept secret. The secret key is usually called the private key. Since anyone may obtain the public key, users may initiate secure communications without having to previously share a secret through some other medium with their correspondent. The Infrastructure is the underlying systems needed to issue keys and certificates and to publish the public information.

Public Key Certificates

A public key needs to be associated with the name of its owner. This is done using a public key certificate, which is a data structure containing the owner's name, their public key and e-mail address, validity dates for the certificate, the location of revocation information, the location of the issuer's policies and possibly other information such as their affiliation with the certificate issuer (often an employer or institution). The certificate data structure is signed with the private key of the issuer so that a recipient can verify the identity of the signer and prove that data in the certificate has not been altered. Public Key Certificates are then published, often in an LDAP directory, so that users of the PKI can locate the certificate for an individual with whom this wish to communicate securely.

Encryption and Signing

A secret key allows two transformations of data to occur. Plain text is transformed to cipher text, which is unreadable until it is transformed back to plain text using the secret key. A public key system uses the Encrypt and Decrypt functions in turn to implement two primitive operations, data encryption and signatures.

To encrypt data you use the public key of the recipient to transform a plain text message to cipher text. The cipher text of the message can be converted back to plain text only by using the corresponding private key. Since this private key is known only by the intended recipient, only that individual can decrypt the message.

A signature is created by transforming plain text to cipher text using the private key of the signer. A signature is verified by looking up the public key of the signer and attempting to transform the cipher text of the signature back to plain text. If the operation is successful this verifies that the data encryption was done with the corresponding private key. This implies that the signature was produced by the owner of that private key. 
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PKI - Using OpenSSL
Step 1: Creating Private/Public Key Pair
Step
Unix command
Output
Output File

1- Generate 2048 bit RSA private key
[aqdmal02@pafis aqdmal02]$ openssl genrsa -des3 -out privatekey.pem 2048
Generating RSA private key, 2048 bit long modulus

...............................................................................+++

.................+++

e is 65537 (0x10001)
Privatekey.pem

2-: Enter passphrase
Enter pass phrase for privatekey.pem



3- We can view the contents of the privated key just created
[aqdmal02@pafis aqdmal02]$ cat privatekey.pem
-----BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC,5891D3670CE31121

Avq9PnrQCjWN0g0i+3Up6fVwDEIbIR6nvsgUuTw0UCC2x58u91IuPVS2IHmpjqbM

WT0EU8aM20uSZ7jaVo03qahpuo+3oj0ad0UOTs6RmYMlVNEUuFJ4tkfcHHvK2yiE

g/OjWUXvOV9cOnrTmzmOwNjVasrcUOOC+71d0mJCr4lzC3RArvPJM/vkV3k1oeIk

sshdWXdgvqpj7yXcXtWO7gf7Pw2U85YEDe0XZeMAg9zMjX1wydxaMUKJcAgOwXsw

wy72mEdYHX6593NiV7j3doyj3oVNoT4ayf/euTZ3CYxhSqt2HCw6WSDj00o2xGAn

8aaGVv98Pbidejwc61Yox1BgtPMcOUMzYolfIylcQYAXNkiBKD1eiSojyesLf6bd

lK4Qk2eNAqdtpQHXFFVp6zLS5Rc5j2zuusVGd2Han3M+Q9jKObvjZ7twLGXjjb6r

C8wD78TJynGLX97bW0UEAYBxAwvRhtzu1RoUnC6WWYRj4hI35CsmTCsWrKNkqLnD

I89se7tq8/yOgAlZOsmVUtaBXDLfGJApMXF6OJmcjruvvGqX4tQ/Buo5edQ9WSv4

B9wUsnJI6gOTrTW1eJtJWu2pOFDsBdUVcg8VBz6gWnOakJDaBrnjoaO4qIiIvgdj

XabEJqnRi9nmjxwhdI+5AEadLdkxt8G3pIDrUhWOhAM0aJLtUPpaOODpMVqaL6vP

wthtKY34SpzUBYx+Qx6M8IUD/Wpr2UujTW9Ef4mTIfQX46C9sxsT+fTe+gJ7X4fR

HATaDGr5LN773AkDjNyo9V2/WC7Ol6Xp9t4JujjgrFJ3JDVWlbay3t19+e5OVNOi

PaQ25w5UP3iVqvwpWj0tx0KkYIPbUhXTkegXRr5B3ldbf3IbyXFbCWgHAuOJiLp/

rhg+Vhiv8gsGwKZvcu6hxzhpnivWniur7G5JJxEDXi+vADx46zK90B2O0JyYB5yR

QLI7cHgrsoPTYwAC9jWGvLDLBoLei5WM6RlfPkdjRPrl06XWux5URK2oL3v/yfvU

cHNGDcNaZR69AlHwnm5bqGeLnyKTq+AXRWHdUfp8QktVYumhtIoGC/BtYwgAOtxi

259ly2NMWCbkYGu8duD2K/FLfO3HFZKajJDTgeZs+n1Hg4PBCgbFXxU13NkPpPga

kSOxRWvFK/oun9Z2CAgdIckSUwxmh4eV2SC0VmL4YFdaJG/i1pF5+1ptomFOdK51

1siRJ8g+T0CTz1gkohDnqzIxNhSVFKdYfTV22nwMdNRWlS9fuLREzsgB/ccv+r8J

nEC/zD2rGjvjacjEzsxPWtEYBokEwYhQ3rB2zwyT3AP6lte3h9Ax2l580NbvcOgN

2brTqG3Tscz7vp0HddYv4P+/XV+CLQ3QI07RLLxOUnmVAiDwtheMSbeGeeuSChUA

568rkuw+cT9e935eMvoikYXO2GNcFCO0nJDKXFqQXxsIuObtA+Mn9T/O9EXOwCSj

0cSV2C3kKMgAHu0/wkLnsnIrZ7sv8GK0WmXc3nPhefdqXj639XKRGNn62JdtZ1fn

U7QTpokVOvHR2P27cu8OmjfSDnUvje83zkfX0njlRUAJzxGvMt0FhypApF+IgTp8

-----END RSA PRIVATE KEY-----


4- Extract the public key from the private key
[aqdmal02@pafis aqdmal02]$ openssl rsa -in privatekey.pem -pubout -out aqdmal02.pub  and paste it in the directory /home/students/2002/common02/pubkeys, to give access to other class fellows.

aqdmal02.pub

5- We can also view the contents of aqdmal02.pub
[aqdmal02@pafis aqdmal02]$ cat aqdmal02.pub
-----BEGIN PUBLIC KEY-----

MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEA2mkFIRft+RAlVroWAh7e

12HCqFAJNRUNls3GicISpP7taca3TVq3UI2NrPFRxaCEwY6gy2j0kfZZpa2XqX45

4o83+tUV4Pjt9XvFkyk/1SD5Whkuw7Xw0rqukE7DVgGOGgPBM5kjtZwNZ3amj5bX

KyqLpv5fV8RUzLym5j1oyHW+kRjddwmnwtoPDuzAmxAZv+tbQ+OyaiD0CP2Oqf3L

2BCMNmt96GOFl9G0+FiaLkAxyzC8jQr0AUeheq65zWhPNdw4Wy2mxOKj8JGPi1NN

t8bsqsN3m20VZcxVNijdQbo875GuNFmTT7F5zhkB/vw5xM8pnIqupixrbPIiit+P

wwIDAQAB

-----END PUBLIC KEY-----


STEP 2: Sending messages
Step
Unix command
Output
Output File

1. Create Text Message to shepir02 and keep it secret: 
Text File which contains the secret message

Test1.txt (Here is the TEST file 1)

2. Encrypt this file with my private passphrase using DES3
[aqdmal02@pafis aqdmal02]$ openssl des3 -in test1.txt -out shepir02.encmess

Shepir02.encmess

3- Contents of the file
[aqdmal02@pafis aqdmal02]$ cat shepir02.encmess
Salted__T².Š€ˆò~£‡µì-\ÃjWÚYq7bßúåÇ(rJ


4- Now Create a SHA1 Hash Checksum of that file
[aqdmal02@pafis aqdmal02]$ sha1sum shepir02.encmess>test1.hash

test1.hash

5- Contents
[aqdmal02@pafis aqdmal02]$ cat test1.hash
21964252ed6fe616cddc9699a9c5bd8a71021f4e  shepir02.encmess


6- Now Encrypt the signed hash checksum file using des3
[aqdmal02@pafis aqdmal02]$ openssl des3 -in shepir02.encmess -out shepir02.sighash

shepir02.sighash

7- View the contents of shepir02.sighash
[aqdmal02@pafis aqdmal02]$ cat shepir02.sighash
Salted__¦�×V¾÷Û›_‘»ü¶ë%‡È^Û[=ÄeUÙAß†Br�÷7®”+C�z¢†)�Zžgx


8- Now encrypt the passphrase using  the public key of the recipient, and store it in a file named phrase1.enc
[aqdmal02@pafis aqdmal02]$ openssl rsautl -in test1.txt -out shepir02.enckey -inkey /home/students/2002/common02/pubkeys/shepir02.pub -pubin -encryp

shepir02.enckey

9- View the contents of shepir02.enckey
[aqdmal02@pafis aqdmal02]$ cat shepir02.enckey
cT/|L​ØòÇ…þæø�x‚GÕôÑ1‘é*&›ÔãeM}À(Sø…Ké¼²xdŸÕåqÚ+ÿ>ä�ò /œ^ŸìwÉ¦³…aŸ·’ƒ�ý¹�âYžÂ@​ñR±

íÀx<Ñý#*}~1\õ¦ø*ìùÑ×701À2 <‚Œ,Z�Ð¢g—xK?/h—ºc×™Çk)¯¼D_¶"‰p~´tùü9†‰ì»ïdu·!:ÅˆÊÃ‡«7ýÇîÅ¶ ÞÉ…WKAÊEÌ*®“-)?æ†�ýß|2m‹fÍ<¼€>éàŠ”#ºÅ–c²íŒÝ¿¢'5gj�b¨ç«ý7‘îâ–™]ÎÕ >^[[?1;2c^[[?1;2c[aqdmal02@pafis aqdmal02]$ 1;2c1;2c


Recieving Messages: (Recieving files from XIADON02)

Step
Unix command
Output
Output File(s)

1- The first step will be to copy all the three files to my drive
Copy all files

aqdmal02.encmess
aqdmal02.enckey



 HYPERLINK "http://pafis.shh.fi/~aqdmal02/aqdmal02.sighash" 

aqdmal02
.sighash


2- Next step will be to decrypt the encrypted file aqdmal02.enckey using myprivatekey.pem to extract private key (passphrase) of sender.
Openssl rsautl -decrypt -in aqdmal02.enckey -out xiadon02.passphrase -inkey privatekey.pem


Xiadon02.pem

Public Key Infrastructure - Using GPG Package
Generating a new keypair, exchanging keys, encrypting and decrypting documents, signing & verifying documents

Action
Input Command
Explanation

Create a new keypair
[aqdmal02@pafis aqdmal02]$ gpg --gen-key
gpg (GnuPG) 1.0.6; Copyright (C) 2001 Free Software Foundation, Inc.

This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

Please select what kind of key you want:

(1) DSA and ElGamal (default)

(2) DSA (sign only)

(4) ElGamal (sign and encrypt)

Your selection?

Steps include:

Please select what kind of key you want:

(1) DSA and ElGamal (default)

(2) DSA (sign only)

(4) ElGamal (sign and encrypt)

Your selection? 1

DSA keypair will have 1024 bits.

About to generate a new ELG-E keypair.

minimum keysize is  768 bits

default keysize is 1024 bits

highest suggested keysize is 2048 bits

What keysize do you want? (1024) 1024

Requested keysize is 1024 bits

Please specify how long the key should be valid.

0 = key does not expire

<n>  = key expires in n days

<n>w = key expires in n weeks

<n>m = key expires in n months

<n>y = key expires in n years

Key is valid for? (0) 0

Key does not expire at all

Is this correct (y/n)? y

You need a User-ID to identify your key; the software constructs the user id

from Real Name, Comment and Email Address in this form:

"Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"

Real name: Aqdas Malik

Email address: aqdas.malik@shh.fi

Comment: Student @ Hanken

You selected this USER-ID:

"Aqdas Malik (Student @ Hanken) <aqdas.malik@shh.fi>"

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? o

You need a Passphrase to protect your secret key.

We need to generate a lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.

+++++..+++++.++++++++++++++++++++.++++++++++.+++++.++++++++++.+++++..++++++++++.+++++++++++++++++++++++++..+++++++++++++++.+++++.++++++++++.+++++.+++++....>+++++......>.+++++.<+++++....>+++++<+++++..............................................+++++

We need to generate a lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.

+++++.+++++.+++++.++++++++++++++++++++++++++++++++++++++++.++++++++++...+++++++++++++++.++++++++++++++++++++.++++++++++++++++++++++++++++++>+++++..>+++++.....<.+++++...........+++++^^^^^

public and secret key created and signed.

To view the keys in the keyring
[aqdmal02@pafis aqdmal02]$ gpg --list-keys
Displays the list of public keyrings.

pub  1024D/4EC610DA 2003-03-17 Aqdas Malik (Student@Hanken) <aqdmal02@pafis.shh.fi>

sub  1024g/EB346E6B 2003-03-17

Expoting a public key
[aqdmal02@pafis aqdmal02]$ gpg --output aqdas02.gpg --export aqdmal02@pafis.shh.fi


Importing public key of  Elizabeth
[aqdmal02@pafis aqdmal02]$ gpg --import /home/students/2002/elikov02/public_html/AuditWS1/elikov02.gpg

1
gpg: key 119E11F6: public key imported

gpg: Total number processed: 1

gpg:               imported: 1

Validate the imported key
[aqdmal02@pafis aqdmal02]$ gpg --edit-key elikov
gpg (GnuPG) 1.0.6; Copyright (C) 2001 Free Software Foundation, Inc.

This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

pub  1024D/119E11F6  created: 2003-03-11 expires: never      trust: -/q

sub  1024g/E2C32648  created: 2003-03-11 expires: never

(1). elikov <liza@mail.ru>

View the fingerprint of the imported key
Command> fpr
pub  1024D/119E11F6 2003-03-11 elikov <liza@mail.ru>

Fingerprint: 005C 861B 59DD A53E 85D3  28F2 4FDF 2742 119E 11F6

If the fingerprint is verified with the key's owner, I will sign it with my private key
Command> sign
Really sign? y

Set the Trust Level
Command> trust
pub  1024D/119E11F6  created: 2003-03-11 expires: never      trust: -/q

sub  1024g/E2C32648  created: 2003-03-11 expires: never

(1). elikov <liza@mail.ru>

Please decide how far you trust this user to correctly

verify other users' keys (by looking at passports,

checking fingerprints from different sources...)?

1 = Don't know

2 = I do NOT trust

3 = I trust marginally

4 = I trust fully

s = please show me more information

m = back to the main menu

Your decision? 4



check the key to list the signatures on it, including my signature which has been added.
Command> check
uid  elikov <liza@mail.ru>

sig!       119E11F6 2003-03-11   [self-signature]

Quit
Command> quit
Save changes ? Y

Encrypting & Decrypting Documents:

Assymetric
Step 1 : Create a secret file named secretdoc.txt

[aqdmal02@pafis aqdmal02]$ cat secretdoc.txt

This is a very secret document

Step2: Encrypt it using the recipient's public key (Elikov)

[aqdmal02@pafis aqdmal02]$ gpg --output top_secret.gpg --encrypt --recipient elikov secretdoc.txt

After encryption document looks like :

…Y·£½âÃ&Hÿó

êqs~xÖÆ¾>!�_†³cÎ6Y³S¸|à-î¯Ö&åŠÇ%F—q~)7‡˜(ÿÛMïãS·dDøÓÐäŒ

*>8»©D¶Tæehzïw{!´,ÿœç”>|åØ"³�õZEŽ“¦9.Ÿ�á*‚#xP|l«»\aD%^i:‹gÞB5Œ7¢ýÓ˜e_àzþ

¢˜ ¥#ø–èÍâGùr`ê8#"Õç$'ÒÔ                                                  ​Zû‡

PeWA‹û}X_8Œà·þ¨ÙÈZ�â§›˜öÁ¹Ç§fm?‹ÄÒ`Z¥e​Döy…¿½u_m(âŽ¸s

¾ø3$£Ì×ÎÕgùØP¶¹;S±+Oþ_¢§È¾T¤®ør€"üÄ@0¬¶`»\Om¼÷x�-l›ƒ&)ÙøA$uÉ[@%[aqdmal02@pafis aqdmal02]$

Symmetric

Step 1: Now encrypt the same document secretdoc.txt using symmetric encryption

[aqdmal02@pafis aqdmal02]$ gpg --output sym_doc.gpg --symmetric secretdoc.txt

The file looks like: ¸¯™k¨E`ÉAUÞúµ_wÊçDOv_ò

ÏãŽ‡š¥þ²�

ÑüÅ​„Y2Æ2»kCwvL�8DŽ®èžŸ©[wÄ‘ür&žÖ

Step2: Decrypt the file sym_doc.gpg

[aqdmal02@pafis aqdmal02]$ gpg --output sym_doc_new.txt --decrypt sym_doc.gpg

Step 3: View the sym_doc_new.txt file

[aqdmal02@pafis aqdmal02]$ cat sym_doc_new.txt

This is a very secret document
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The GNU Privacy Handbook






