########################################################################

Configure SSH for User Equivalence between sunbom4 and sunbom5 server

########################################################################

During the installation of Oracle RAC 10g Release 2, OUI needs to copy files to and execute programs on the other nodes in the cluster. In order to allow OUI to do that, you must configure SSH to allow user equivalence. Establishing user equivalence with SSH provides a secure means of copying files and executing programs on other nodes in the cluster without requiring password prompts. 

========

1) sunbom4

=======

cd ~/.ssh

passwd for sunbom4 : dba1bom4

chmod 755 ~/.ssh

ssh-keygen -t rsa  (while asking for path and passphrase just press enter)
ssh-keygen -t dsa  (while asking for path and passphrase just press enter)

cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys 

cat ~/.ssh/id_dsa.pub >> ~/.ssh/authorized_keys 

chmod 644 ~/.ssh/authorized_keys

========

2) sunbom5

========

cd ~/.ssh

passwd for sunbom5 : bom5dba1

chmod 755 ~/.ssh

ssh-keygen -t rsa (while asking for path and passphrase just press enter)

ssh-keygen -t dsa (while asking for path and passphrase just press enter)

cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys

cat ~/.ssh/id_dsa.pub >> ~/.ssh/authorized_keys

chmod 644 ~/.ssh/authorized_keys

==========

3) sunbom4

==========

scp authorized_keys sunbom5:/cash2/oracle9/.ssh/authorized_keys1

passwd for sunbom5 : bom5dba1

==========

4) sunbom5

==========

scp authorized_keys sunbom4:/ora9i/.ssh/authorized_keys1

passwd for sunbom4 : dba1bom4

cat authorized_keys1 >> authorized_keys

==========

5) sunbom4

==========

cat authorized_keys1 >> authorized_keys

####################################################

TEST

####################################################

$ hostname

sunbom4

$ ssh sunbom5 date

# ************************************************************************

#

# Sun Microsystems Inc.   SunOS X.X       Generic Patch   Xxxxxxx YYYY

# You are authorized to use this System for approved business purposes only.

# Use for any other purpose is prohibited.

# All transactional records, reports, e-mail, software, and other data

# generated by or residing upon this System are the property of

# Polaris Software Labs LTD. and may be used by Polaris Software Labs LTD.

# for any purpose. Authorised and unathorised activities may be monitored

#

#

# ************************************************************************

Wed Jun 20 15:22:50 GMT 2007

####################################################

-------------------------------------

Establish User Equivalence 

-------------------------------------
Finally, after all of the generating of keys, copying of files, and repeatedly entering passwords and passphrases (isn't security fun?), you're ready to establish user equivalence. When user equivalence is established, you won't be prompted for a password again. 

As oracle on the node where the Oracle 10g Release 2 software will be installed (ds1): 

exec /usr/bin/ssh-agent $SHELL

/usr/bin/ssh-add

Ex: 

$ exec /usr/bin/ssh-agent $SHELL

$ /usr/bin/ssh-add

Enter passphrase for /home/oracle/.ssh/id_rsa:

Identity added: /home/oracle/.ssh/id_rsa (/home/oracle/.ssh/id_rsa)

Identity added: /home/oracle/.ssh/id_dsa (/home/oracle/.ssh/id_dsa)

(Note that user equivalence is established for the current session only. If you switch to a different session or log out and back in, you will have to run ssh-agent and ssh-add again to re-establish user equivalence.) 

