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Abstract: In this paper a new dynamic performance 

analyzer intended for uni- and multi-core computing 

systems with limited resources is presented and 

described. This analyzer is called SWAP (System-Wide 

Analyzer of performance). Initial version of SWAP tool, 

called as ELP1 (Embedded Linux Probe 1), was 

developed in Samsung Research Center (SRC) in 2006. 

This tool uses functional interface of Kprobes to provide 

the dynamic instrumentation of Linux kernel for ARM 

and MIPS architectures. ELP1 functionality allowed 

collecting raw data information (such as register values, 

memory dump, etc) for any user predefined function of 

Linux kernel. Next revision of ELP1 tool, ELP2, was 

developed in SRC in 2007. ELP2 functionality allowed 

collecting traces from predefined functions in Linux 

kernel that contains general information of system 

characterization. Traces in ELP2 contained information 

from main Linux kernel functions such as arguments, 

return values and content of global kernel structures. 

ELP2 had pseudo-graphical interface on target that 

allows stand-alone monitoring of the system without any 

network connection. SWAP can monitor both kernel and 

application levels of the Linux system. Additional to 

ELP2 functionality, SWAP provides evaluation of the set 

of important system characteristics for main Linux 

subsystems (such as Memory Management, Process 

Management, File System and Network). Also SWAP 

has some automatic performance analysis features such 

as trace comparison, automatic bottleneck region 

localization, etc. 

 

Index Terms: Monitoring Tool, Embedded Systems, 

Debuggers, Multi-core, Dynamic Instrumentation, Tracing, 

System Behavior, Run-time Statistics. 

 

I. INTRODUCTION  

 
Operating system kernel monitoring and debugging is one 

of the most challenging and least developed areas of 

software engineering. Debugging activities include queries 

on many aspects of kernel behavior: sequences of kernel 

functions performed, histories of global kernel structures 

values, checking of pre- and post-conditions at specific 

points, and validating other assertions about kernel 

execution.  Performance testing and debugging involves a 

variety of profiles and time measurements. In case of 

multi-core processors, performance analyzers allow 

debugging real-time systems in real environment.  It 

becomes possible due to separate execution of target real-

time software and the performance analyzer on different 

cores of the system. 

     Operating system kernels are complex entities whose 

internals are often difficult to understand. Various special 

programs can be used for performance analysis of kernels 

and software systems.  At this time there are various static 

and dynamic analyzers of performance.  Static analyzers 

require recompilation of the kernel and the target software.  

The dynamic analyzers do not require any recompilation.  

Besides, dynamic analyzers allow measuring performance 

in real-time mode and find the bottlenecks more precisely. 

     The existent kernel debugging tools collect raw data 

only. The collected data are not structured and are shown to 

user as the sequences of low level information (registers, 

call stack, system calls etc.). But such data are too large to 

be analyzed by hand. Some tools (DTrace, KerInst etc.) 

have features to allow user to aggregate the data by a high-

level language. But the automatic semantic analysis of the 

collected data is very restricted in almost all existent 

debugging tools.  LTTng (Linux Trace Toolkit) [3] is a 

tracing tool that permits to get all the possible execution 

information from the Linux Kernel. It includes Linux Trace 

Toolkit Viewer (LTTV) that is a second generation of 

visualization tool. LTTng is statically instrumented into the 

kernel of operation system and, thus, require its 

recompilation. SystemTap [4] is a tool that allows 

developers and administrators to write and reuse simple 

scripts to deeply examine the activities of a live Linux 

system. SystemTap is based on Kprobe – the technology 

developed by joint efforts of Red Hat, IBM, Intel, and 

Hitachi. The disadvantage of this tool is relatively barren 

set of automatic analysis features. OProfile [6] is a low-

overhead, transparent profiler for Linux, capable to provide 

an instruction-grain profiling of all processes, shared 

libraries, the kernel and device drivers, via the hardware 

performance counters. The disadvantages of this tool are: 

limited set of collected data and absence of the measured 

history. 

     In other side, monitoring of user-space applications is 

also very important task during both development and 

production stages. However, existent application 

monitoring tools have a set of disadvantages and, usually, 

require a great amount of resources. As result, these tools 

cannot be used on embedded platforms. 

     For example, post-compiler instrumentation tools for 

user-space applications, such as EEL,  ATOM, or Etch that 

provide code insertion into a binary before it starts to 

execute. However, data those are collected during 

application execution may not be known until runtime. 
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Thus, run-time instrumentation tools are more comfortable 

for the user. 

KProbe has no ability to instrument the user-space 

functions in application. Thus, it is impossible to monitor 

the user-space application behavior by using original 

KProbe functionality. 

DynInst [1] is also well-known tool that provides a run-

time instrumentation of user-space applications. However, 

DynInst instrumentation method has a set of disadvantages 

because of it uses ptrace() system calls for monitoring of 

application behavior:  

 

• Instrumentation of all functions in application 

requires a loading of whole application into a 

memory (that essentially changes application 

behavior and requires great amount of memory 

resource); 

• This method produces the big overhead because of 

great amount of kernel-user space copy operations. 

 

Thus, DynInst disadvantages do not allow using this 

method on embedded system. 

     To use run-time instrumentation method for monitoring 

of user-space application on embedded systems it was be 

necessary to design the method that satisfy the following 

requirements: 

 

• Using of paging mechanism for providing little 

changes in system behaviour during method 

usage; 

• Low resource usage and low overhead that allows 

using this method in conditions of limited 

resources.  

 

II. BASIC SWAP FEATURES 

 

A.  Dynamic Instrumentation 
To date there are two types of instrumentation methods: 

namely static and dynamic. Dynamic instrumentation 

method provides monitoring of binary code without any 

source code file. In contrast static instrumentation requires 

the source code file. In static instrumentation some special 

functions measuring the performance of investigating code 

are to be inserted into the source code and after that the 

source code should be recompiled. Thus, it is not possible to 

provide performance analysis without source code.  

The principal difference between the static and dynamic 

instrumentation implementation consists in the following. 

To implement the static instrumentation methods, it needs  

 

• to insert the static instrumentation code into kernel 

source code; 

• to recompile the kernel; 

• to run the kernel with instrumented code; 

• to use monitoring approaches for collected data. 

 

In contrast with implementation of the dynamic 

instrumentation, it needs to do only two following steps 

• to insert the dynamic instrumentation code into the 

kernel binary code; 

• to use the monitoring features to collect the data. 

 

The dynamic instrumentation method is more comfortable 

approach for developers because it reduces the monitoring 

time and does not need recompilation of investigated code. 

SWAP provides dynamic instrumentation of investigated 

code and kernel of OS also. In this case the kernel or 

application being modified is able to continue its running 

and does not need to be re-compiled, re-linked or restarted.  

When the kernel or application has been dynamically 

instrumented, this instrumentation collects data for 

measurement of performance and for the tracing. For 

example, using these data it is possible to calculate how 

many times a function has been called. For this purpose the 

monitoring call must be inserted at the beginning of this 

function. Then, during the application execution, the 

monitoring code is invoked and the internal counter is 

incremented. 

SWAP is built on capabilities of Kprobe kernel 

debugging infrastructure.  Kprobe utility was developed by 

joint efforts of Red Hat, Inc. and IBM. It provides a simple 

and lightweight mechanism in Linux for insertion of 

breakpoints into a running kernel. To use Kprobes with 

MIPS and ARM processors, it needs to create a loadable 

kernel module with calls into the Kprobes interface. These 

calls specify a kernel instruction address, the probe point, 

and an analysis routine or probe handler. Kprobes arranges 

for control flow to be intercepted by patching the probe 

point in memory, with control passed to the probe handler. 

Kprobes has been carefully designed to allow safe insertion 

and removal of probes and to allow instrumentation of 

almost any kernel routine. It lets developers add debugging 

code into a running kernel. Because the type of Kprobe 

instrumentation is dynamic, there is no performance penalty 

when probes are not used. 

The basic control flow interception facility of Kprobes 

has been enhanced with a number of additional facilities of 

two special probes Jprobes (this probe can be inserted at the 

beginning of the function) and Kretprobe (this probe can be 

inserted at the end of the function). Jprobes makes it easy to 

trace function calls and examine function call parameters. 

Kretprobes is used to intercept function returns and 

examine return values. Although it is a powerful system for 

dynamic instrumentation, a number of limitations prevent 

Kprobes from broader use: 

 

• Kprobes does very little safety checking of its 

probe parameters, making it easy to crash a 

system through accidental misuse. 

• safe using of Kprobes often requires detailed 

knowledge of the code path to be instrumented. 

This limits the group of developers who will use 

Kprobes. 

• due to references to kernel addresses and specific 

kernel symbols, the portability of the 

instrumentation code using the Kprobes interface 

is poor. This lack of portability also limits re-

usability of Kprobes-based instrumentation. 

• Kprobes does not provide a convenient 

mechanism to access function's local variables, 

except for a Jprobe's access to the arguments 

passed into the function. 

• although using Kprobes doesn't require a kernel 

build-install-reboot, it does require knowledge to 

build a kernel module (for ARM and MIPS 

processors) and lacks the support library routines 

for common tasks. This is a significant barrier for 

potential users. A script-based system that 

provides the support for common operations and 

hides the details of building and loading a kernel 
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module will serve a much larger community. 

 

Additional, KProbe has not ability to instrument user-space 

functions in application because of there are the following 

problems:  

 

• the kernel-space memory can be instrumented 

directly in contrast to user-space applications that 

use virtual memory addresses and it is necessary 

to find correspondence between virtual and 

physical memory addresses;   

• the kernel is the part of the operating system that 

loads first and remains in main memory. In 

contrast to user-space binaries, those are not 

loaded completely into the memory at the start. 

Operating system loads pages with binary code of 

application by request during application 

execution via page fault exception mechanism. 

Thus, the precise instrumentation requires tracking 

of loading application into memory during whole 

application execution. 

• Kprobe needs to gain control of the central 

processing unit when the probed subroutine 

returns. This control is accomplished by replacing 

the return address of the probed subroutine with 

the address of a piece of code, also known as a 

trampoline. Kprobe trampoline is place in kernel 

space. A user application cannot access kernel 

space directly. This fact requires to 

implementation new method for monitoring 

returns from subroutines. 

 

SWAP extends KProbe [7] utility functionality for dynamic 

instrumentation of kernel and user-space applications.  

SWAP uses loadable kernel module to provide more flexible 

usage scenario. Using SWAP functionally does not require 

kernel patching or recompilation. 

 SWAP maintains a set of probes by using Kprobe 

utility.  The probe collection encompasses the most vital and 

important domains of operating system when functioning. 

Every probe has its own ordinary number, a name which 

repeats a function where a corresponding probing point is 

set. To run ahead it should be mentioned that the program 

provides key accelerators to activate and de-activate a 

particular probe selectively. A status of each probe is 

displayed in the last column of the entire table of SWAP 

pseudo-graphical interface. 

   

B. Tracing and Profiling 

Let us consider tracing and profiling features of SWAP in 

details. SWAP supports these two monitoring features to 

make monitoring process more convenient for user.  

At first, let us consider how the tracing feature is 

implemented. When the control reaches any current function 

in the kernel, the event object pointing on the call of current 

function is created. This event object is stored in the trace 

buffer for the future analysis. The event object contains the 

following information on current event, namely Event ID, 

Event Type, Event Name, Timestamp, and Parameters of 

Event. Each event is some significant activity and is an 

encoded instance of the action and its attributes.  Each 

record on tracing event has a set attributes, namely What, 

When, Where and Parameters. Attribute What describes 

action that has occurred (or event identifier or/and function 

name). Attribute When describes the time when an event 

has occurred (timestamp). Attribute Where describes the 

location where an event has occurred (host, task, source 

file, module name, etc.).  Parameters describe event-type 

depended details (e.g. execution details, such as CPU 

identifier, process identifier, function parameters and 

circumstantial parameters). 

Event tracing provides a good base for performance 

analysis. This technique is the most invasive technique, but 

it is the most general and the most flexible. The main 

advantage is a big quantity of information about the kernel 

behavior. A generated global trace (for all processes) 

simultaneously is representative of what really happened in 

the system; hence it allows for a reconstruction of the 

system behavior and can be a source for performance 

analysis. The disadvantage of tracing is its potential 

intrusion, the implementation complexity and large amount 

of produced data. The big information quantity causes the 

storage problem especially for embedded systems. A trace 

contains events from the kernel that has been run for many 

hours (days) may occupy huge amount of disk space or 

memory. Therefore, some precautions are taken into 

account by SWAP users for monitoring SWAP tracing 

method. To reduce the amount of generated data, SWAP 

provides, for example, selective instrumentation or binary 

compressed trace format.  

Profiling allows collect reduced set of performance data. 

In general case these should give information regarding  

 

• the total CPU usage; 

• the total memory usage; 

• the total number of process, etc. 

 

To deliver this information the profiling components 

contain the implementation of functions that can evaluate 

important characteristics of computer systems. Profiling 

gives to user various kinds of reports on Linux real-time 

execution. It is not a way to improve the performance 

directly, but it gives the important information allowing 

improve the kernel behavior in various cases. For example, 

it is possible to indicate the process that gets a dominating 

percentage of the system execution. 

Now let us consider how profiling feature is operating in 

SWAP. In general case there are three different ways to 

collect the profiling data. On the first way the profiling data 

periodically by each N seconds are stored. For each 

profiling thread its all data are stored and available for 

further visualization.  On the second way some special 

internal counters are counted and further visualization of 

data is provided simultaneously by the specified time 

interval. Profiling data include total number of running 

processes, total context switches, and all data on each 

process. In the third way profiling data is evaluated 

according to tracing data. Tracing data is processed and 

necessary characteristics are extracted from it.  

SWAP supports the following mechanism for 

obtaining profiling data: 

• some types of profiling data are stored in context 

of events that can influence on profiling data 

content. For example, information about current 

process time slice is changed by scheduler_tick() 

kernel function. SWAP instruments 

scheduler_tick() kernel function and stores 

information about time slice for current process in 

handler for this function. Thus, SWAP does not 
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use periodic collecting of profiling information. It 

collects profiling information in kernel points that 

can change this information. As result of this 

method, SWAP collects information with high 

precision and low overhead to the system. 

• some types of profiling data are obtained during 

processing of trace data (post-processing). As 

result of this method, there is no overhead for 

obtaining profiling characteristics during data 

collecting. This method has the best precision in 

comparison to other profiling methods. 

 

   Thus, SWAP supports low overhead methods for profile 

information obtaining that have a high precision.  

   Now let us provide comparison the following well known 

profiling tools such as Top in Linux and Windows Task 

Manager with SWAP profiling facilities. 

   These above mentioned tools display overall summary 

data on system running. However Top-tool does not reflect 

the history of running processes and does not reflect the 

complete list of the process in the system on the screen. 

Window Task Manager has complete list of processes 

running in the system and reflects the history of running 

processes. But, this history is strictly limited. In contrast 

with these SWAP contains complete list of processes and 

reflects the full history of running processes. Also, SWAP 

supports more profiling features those are not supported by 

above mentioned well-known tools. SWAP stores all 

profiling data in one trace and this allows provide fast and 

various analysis of stored date, namely it is possible to 

evaluate the maximal, minimal, average values of any 

characteristic in profiling data. Also it is possible to make 

several back steps evaluating these characteristics.  

SWAP collects extended set of the profiling 

characteristics, such as: 

• Characteristics relative to memory management: 

o Monitoring process VMA (heap, code, 

stack, data, etc); 

o Monitoring of “Live” memory (“Live” 

memory size indicates how much of the 

resident memory size of the process have 

been really accessed during predefined 

period of time); 

o Memory Fragmentation evaluation. 

• Characteristics relative to process management: 

o CPU load; 

o Monitoring of priorities of processes. 

• Characteristics relative to file system: 

o  Monitoring “Live” files (accessed files 

are called as “Live” files); 

o  Monitoring of Read-a-head buffer 

operations. 

• Characteristics relative to network: 

o Monitoring of receive/send queues for 

TCP/IP.  

Result of comparison SWAP and well-known tools is 

illustrated by Table 1. 

 

Table 1. Total comparison of SWAP profiling features with 

Top and Windows Task Manager profiling features 

 

 

Now let us provide comparison the following well 

known tracing tools such as SystemTap and LTT Linux 

utilities with SWAP kernel tracing facilities. 

At first it should be mentioned that LTT uses the static 

mechanism of instrumentation, but SystemTap uses the 

dynamic mechanism of instrumentation at the stage of 

measurements. In contrast, SWAP always uses the dynamic 

mechanism of instrumentation. 

 At second LTT collects the data at predefined 

points of the kernel. This fact releases the user from 

necessity to know the details of the kernel internals to start 

the collection. In contrast, by using SystemTap, user 

should know the kernel internals for setting the probe on 

current point in the kernel. SWAP also as LTT uses 

predefined set of watch points in the kernel. User should 

start the measurement and events will be stored in the trace. 

But also, SWAP has some additional features that are not 

supported by above mentioned well-known tools. The 

powerful interface on target is the unique SWAP feature, 

which distinguishes it from other similar tools. This 

comparison is illustrated by Table 2.  

It is important to underline that in contrast with all above 

mentioned tools, SWAP has some unique tracing and 

profiling features not available in all above mentioned well-

known tracing and profiling tools. Namely they are: 

• reviewing history of all events in the kernel 

between profiling measurements; 

• ability to process profiling data for obtaining 

different characteristics for collected parameters 

(average, min, max etc.); 

• enhanced views of measured characteristics.  

 

Table 2. Total comparison of SWAP tracing features with 

SystemTap and LTT tracing features 

 

 
 

All properties listed above makes SWAP more attractive 

in comparison with the above mentioned tools. 

 

C. Visualization 
Once the considering application has been instrumented 

and its performance data are available, the second step for 

“measure and modify” approach can be performed. This 

step visualizes a generated trace. Similar the tools that 

support this “measure and modify” method of classical 

analysis, SWAP can display post-mortem (after stopping 

data collection) trace. Also, SWAP supports a real-time 

system monitoring (like Top utility and Windows Task 

Manager). SWAP does this via different perspectives, such 

as tables, pseudo-bar charts, Gantt graph etc.  

As the next step, user must perform the following steps: 

1. Analyze generated views; 

2. Select the most problematic regions; 

3. Change the application source code. 

This process repeats again until an adequate performance is 

achieved or a bug is fixed. 
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D.  SWAP User Benefits 

Before consideration SWAP in details let us shortly 

summarize its user benefits.  

• At first, it needs to note that SWAP does not 

need a lot of resources. It uses less than 5% of 

CPU resources and less than 2 megabytes of 

memory. Therefore it is able to run immediately 

on embedded platform. 

• At second, it needs to underline again that 

SWAP provides dynamic instrumentation of OS 

kernel and user-space applications in run time 

by using extended Kprobes functionality. This 

allows provide investigations and optimization 

without recompiling of programs and without 

source code files. 

• At third, SWAP stores a lot of data regarding 

running software. Also it provides various 

facilities to manipulate collected data and allows 

provide various types of statistical analysis 

based on these data. In the other words, SWAP 

supports evaluation and visualization of wide set 

of system characteristics for memory 

management, process management, file system 

and network Linux kernel subsystems. 

• SWAP does not need debug information and 

can monitor production version of Linux OS and 

applications. 

• User interface of SWAP is developed with help 

of pseudo-graphics. Such design of interface 

allowed using of this tool in comfortable way 

with little amount of required resources. SWAP 

user interface supports menu, tables, bar graphs, 

Gantt graphs and other views that makes 

monitoring data more understandable for user. 

• SWAP does not require network interface for it 

processing. Thus, SWAP can monitor Linux OS 

and applications on devices that do not support 

network interface at all. 

• SWAP supports automatic analysis, such as 

trace comparison, smart system call analysis and 

performance bottleneck localization features. 

 

C. Platform requirements 
 

     To date SWAP is designed and is available for the 

following platforms enumerated in Table 3. 

Table 3.List of available platforms and Linux kernel 

versions for SWAP 

№ Platform Linux kernel  

version 

1. DTV ATI Xilleon X260 target 

board (MIPS) 
2.6.10 

2. DMB2_AMD_Ver0.3 Au1200 

evaluation board (MIPS) 
2.6.11 

3. 
OSK OMAP5912 evaluation board 

(ARM) 

2.6.10 

4. 
COSMOS (PXA 320) (ARM) 2.6.22 
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