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Personal Data (Privacy) Ordinance
1)
Definitions
s.2(1)

"data" (資料) means any representation of information (including an expression of opinion) in any document, and includes a personal identifier;
…
"data subject" (資料當事人), in relation to personal data, means the individual who is the subject of the data;
"data user" (資料使用者), in relation to personal data, means a person who, either alone or jointly or in common with other persons, controls the collection, holding, processing or use of the data;
…
"document" (文件) includes, in addition to a document in writing-
(a) a disc, tape or other device in which data other than visual images are embodied so as to be capable, with or without the aid of some other equipment, of being reproduced from the disc, tape or other device; and
(b) a film, tape or other device in which visual images are embodied so as to be capable, with or without the aid of some other equipment, of being reproduced from the film, tape or other device;

…

"personal data" (個人資料) means any data-
(a) relating directly or indirectly to a living individual;
(b) from which it is practicable for the identity of the individual to be directly or indirectly ascertained; and
(c) in a form in which access to or processing of the data is practicable;
2) Data protection principle

s.4 & Schedule 1
s.4

A data user shall not do an act, or engage in a practice, that contravenes a data protection principle unless the act or practice, as the case may be, is required or permitted under this Ordinance.

Schedule 1
1. Principle 1-purpose and manner of
collection of personal data

(1) Personal data shall not be collected unless-
(a) the data are collected for a lawful purpose directly related to a function or activity of the data user who is to use the data;
(b) subject to paragraph (c), the collection of the data is necessary for or directly related to that purpose; and
(c) the data are adequate but not excessive in relation to that purpose.
(2) Personal data shall be collected by means which are-
(a) lawful; and
(b) fair in the circumstances of the case.
(3) Where the person from whom personal data are or are to be collected is the data subject, all practicable steps shall be taken to ensure that-
(a) he is explicitly or implicitly informed, on or before collecting the data, of-
(i) whether it is obligatory or voluntary for him to supply the data; and
(ii) where it is obligatory for him to supply the data, the consequences for him if he fails to supply the data; and
(b) he is explicitly informed-
(i) on or before collecting the data, of-
(A) the purpose (in general or specific terms) for which the data are to be used; and
(B) the classes of persons to whom the data may be transferred; and
(ii) on or before first use of the data for the purpose for which they were collected, of-
(A) his rights to request access to and to request the correction of the data; and
(B) the name and address of the individual to whom any such request may be made,
unless to comply with the provisions of this subsection would be likely to prejudice the purpose for which the data were collected and that purpose is specified in Part VIII of this Ordinance as a purpose in relation to which personal data are exempt from the provisions of data protection principle 6.


2. Principle 2-accuracy and duration of retention of personal data

(1) All practicable steps shall be taken to ensure that-
(a) personal data are accurate having regard to the purpose (including any directly related purpose) for which the personal data are or are to be used;
(b) where there are reasonable grounds for believing that personal data are inaccurate having regard to the purpose (including any directly related purpose) for which the data are or are to be used-
(i) the data are not used for that purpose unless and until those grounds cease to be applicable to the data, whether by the rectification of the data or otherwise; or
(ii) the data are erased;
(c) where it is practicable in all the circumstances of the case to know that-
(i) personal data disclosed on or after the appointed day to a third party are materially inaccurate having regard to the purpose (including any directly related purpose) for which the data are or are to be used by the third party; and
(ii) that data were inaccurate at the time of such disclosure, that the third party-
(A) is informed that the data are inaccurate; and
(B) is provided with such particulars as will enable the third party to rectify the data having regard to that purpose.
(2) Personal data shall not be kept longer than is necessary for the fulfillment of the purpose (including any directly related purpose) for which the data are or are to be used.


3. Principle 3-use of personal data

Personal data shall not, without the prescribed consent of the data subject, be used for any purpose other than-
(a) the purpose for which the data were to be used at the time of the collection of the data; or
(b) a purpose directly related to the purpose referred to in paragraph (a).


4. Principle 4-security of personal data

All practicable steps shall be taken to ensure that personal data (including data in a form in which access to or processing of the data is not practicable) held by a data user are protected against unauthorized or accidental access, processing, erasure or other use having particular
regard to-
(a) the kind of data and the harm that could result if any of those things should occur;
(b) the physical location where the data are stored;
(c) any security measures incorporated (whether by automated means or otherwise) into any equipment in which the data are stored;
(d) any measures taken for ensuring the integrity, prudence and competence of persons having access to the data; and
(e) any measures taken for ensuring the secure transmission of the data.


5. Principle 5-information to be generally available

All practicable steps shall be taken to ensure that a person can-
(a) ascertain a data user's policies and practices in relation to personal data;
(b) be informed of the kind of personal data held by a data user;
(c) be informed of the main purposes for which personal data held by a data user are or are to be used.


6. Principle 6-access to personal data

A data subject shall be entitled to-
(a) ascertain whether a data user holds personal data of which he is the data subject;
(b) request access to personal data-
(i) within a reasonable time;
(ii) at a fee, if any, that is not excessive;
(iii) in a reasonable manner; and
(iv) in a form that is intelligible;
(c) be given reasons if a request referred to in paragraph (b) is refused;
(d) object to a refusal referred to in paragraph (c);
(e) request the correction of personal data;
(f) be given reasons if a request referred to in paragraph (e) is refused; and
(g) object to a refusal referred to in paragraph (f).

In relation to DPP1, it was held by the Court of Appeal in Eastweek Publisher Ltd v Privacy Commissioner for Personal Data Civil Appeal No 331 of 1999 that: “The essence of personal data collection was that the data user must be compiling personal information about an identified person or a person whom the data user intended or sought to identify. The gathering of personal information about an anonymous subject did not constitute personal data collection.”

3) Exemptions

s.58

(1) Personal data held for the purposes of-
(a) the prevention or detection of crime;
(b) the apprehension, prosecution or detention of offenders;
(c) the assessment or collection of any tax or duty;
(d) the prevention, preclusion or remedying (including punishment) of unlawful or seriously improper conduct, or dishonesty or malpractice, by persons;
(e) the prevention or preclusion of significant financial loss arising from-
(i) any imprudent business practices or activities of persons; or
(ii) unlawful or seriously improper conduct, or dishonesty or malpractice, by persons;
(f) ascertaining whether the character or activities of the data subject are likely to have a significantly adverse impact on any thing-
(i) to which the discharge of statutory functions by the data user relates; or
(ii) which relates to the discharge of functions to which this paragraph applies by virtue of subsection (3); or
(g) discharging functions to which this paragraph applies by virtue of subsection (3),
are exempt from the provisions of data protection principle 6 and section 18(1)(b) where the application of those provisions to the data would be likely to-
(i) prejudice any of the matters referred to in this subsection; or
(ii) directly or indirectly identify the person who is the source of the data.
(2) Personal data are exempt from the provisions of data protection principle 3 in any case in which-
(a) the use of the data is for any of the purposes referred to in subsection (1) (and whether or not the data are held for any of those purposes); and
(b) the application of those provisions in relation to such use would be likely to prejudice any of the matters referred to in that subsection,
and in any proceedings against any person for a contravention of any of those provisions it shall be a defence to show that he had reasonable grounds for believing that failure to so use the data would have been likely to prejudice any of those matters.
…


s.59

Personal data relating to the physical or mental health of the data subject are exempt from the provisions of either or both of-
(a) data protection principle 6 and section 18(1)(b);
(b) data protection principle 3,
in any case in which the application of those provisions to the data would be likely to cause serious harm to the physical or mental health of-
(i) the data subject; or
(ii) any other individual.

Office of the Privacy Commissioner for Personal Data: http://www.pco.org.hk/ 

Appendix- Useful case notes from PCO on the DPPs

DPP1

	Case No.: 200111603

	Whether a utility company could install a closed-circuit television (“CCTV”) system in a lift for the disabled.
Q: We are a public utility. In order to improve the accessibility of one of our premises, we are required by the Government to construct a pedestrian subway across a street. Because of the entrance level difference, a lift for the disabled will also be provided as an ancillary facility for the subway. Upon completion, the subway will become part of our premises. For security reasons, we intend to install CCTV cameras at the subway. The question is whether we are allowed to do so under the Personal Data (Privacy) Ordinance (“the Ordinance”). 
A: According to case law, there is no collection of personal data by a party unless that party is thereby compiling information about an identified person or about a person whom it seeks or intends to identify. On this basis, if the recorded images would be used solely for security surveillance purpose rather than for compilation of information about any individuals, there is no collection of personal data on your part. Accordingly, the data protection principles of the Ordinance would not be engaged at all. However, in order to respect the privacy of individuals generally, we strongly advise you to place a conspicuous notice at the vicinity of the CCTV cameras informing the general public that surveillance recording systems are in use.


	Case No.: 200012028

	Whether a tertiary education institution, in asking for a job applicant¡¦s age and marital status, contravenes the Personal Data (Privacy) Ordinance (¡§the Ordinance¡¨).
Q: A local tertiary education institution is asking job applicants to provide information on their age and marital status. The question is whether this amount to excessive collection of personal data from the applicants.
A: Data Protection Principle (¡§DPP1¡¨) 1 in Schedule 1 to the Ordinance requires that only personal data that are necessary for the purposes for which the data are to be used should be collected from the data subjects. DPP 1 further requires that the data collected should be adequate but not excessive for those purposes. Applying this principle to your enquiry, the employer needs to be able to justify the reason why the age and the marital status of a job applicant are necessary for the recruitment purpose. Moreover, the employer should consider whether the recruitment may be carried out effectively without collecting the data in question. 


DPP3

	Case No.: 200008558

	Whether a medical institution should release the last known address and clinical data of patients to a government department for the purpose of enforcing a monetary court order.
Q: We are a medical institution. We have recently received a number of requests from a government department to release patients’ last known addresses and clinical data to the department. The government department stated that the said information was required to locate the data subjects and to enable it to consider whether it should apply to court to enforce certain monetary court orders in respect of which they were continuously breaching. The question is whether we can rely on the exemption of “remedying serious improper conduct” provided for in section 58(2) of the Personal Data (Privacy) Ordinance (“the Ordinance”) in disclosing the patients’ data to the department.
A: It has been held in a court case that a breach of a court order is considered a kind of “seriously improper conduct” within the meaning of section 58 of the Ordinance. Thus, if the government department could establish that the requested data are required for the purpose of enforcing a court order and that the non-disclosure thereof “would be likely to prejudice” the said purpose, then section 58(2) of the Ordinance would exempt the application of Data Protection Principle (“DPP”) 3 to the disclosure of the said data. In other words, the disclosure of the said data will not contravene DPP 3 of the Ordinance.

However, with respect to the clinical data, we do not see how they may be used for the purpose of the “prevention, preclusion or remedying of seriously improper conduct” or how the failure to disclose such data would be likely to prejudice such purpose. On that basis, we are of the view that the release of the patients’ clinical data to the government department without the patients’ consent will be likely to constitute contravention of DPP 3 of the Ordinance.


	Case No.: 200007292

	Whether a social worker is in breach of the Personal Data (Privacy) Ordinance (“the Ordinance”) when disclosing in court that her client has a mental problem.
Q: S is a social worker. C is her client. C was assaulted by A in S’s office. In a subsequent trial of A, S disclosed in court, with reference to C’s case file, that C has a mental problem. The question is whether S has contravened the Ordinance.
A: Under Data Protection Principle (“DPP”) 3 in Schedule 1 to the Ordinance, S should not without the prescribed consent of C use her personal data for any purpose other than the purpose for which the said data were to be used at the time of collection or for a purpose directly related to the purpose. S is giving evidence in court when she incidentally discloses the mental problem of C. 

It is always one’s legal duty to testify truthfully in courts. In our opinion, the disclosure of C’s personal data by S for the purpose of giving testimony in court seems to be within the purposes for which such data were collected by S. It is because the purposes of collection must have implicitly included the fulfilment of any legal duty or obligation on the part of the data user towards the courts.


s.58

	Case No.: 200020185

	Whether an insurer could exchange with other insurers claims history of a claimant suspected of dishonesty.
Q: We are an insurance company. We are handling some employees¡¦ compensation claims wherein the injured employees alleged that they sustained personal injuries by accidents arising out of and in the course of employment. However, there is evidence showing that the alleged accidents had not occurred at all. Therefore it becomes necessary for us to consider the credibility or honesty of the employees as a whole. In this connection, we may have to make inquires with other insurers through a particular industry arrangement to ascertain whether there were other suspicious claims records of the employees concerned. In the process of enquiries, certain personal data of the claimants would have to be disclosed to other insurers. The question is whether we could rely on the exemption of section 58(2) of the Personal Data (Privacy) Ordinance (¡§the Ordinance¡¨) to excuse the disclosure of personal data without the prior express consent of the claimants.
A: Section 58(2) of the Ordinance provides exemption to the application of Data Protection Principle 3 of the Ordinance in certain defined circumstances. The making of a fraudulent insurance claim by an employee would presumably amount to ¡§unlawful or seriously improper conduct, or dishonesty¡¨ within the meaning of paragraph (d) of section 58(1) of the Ordinance, the prevention of which is one of those defined circumstances. Whether the available evidence is sufficient to give rise to a reasonable suspicion of dishonesty on the part of the employee is a matter for you to decide. This will depend on the facts of the particular case. Where the exemption of section 58 is shown to apply, you may transfer the personal data of the employee concerned to other insurers through the established industry arrangement for the purpose of making the intended enquiry. In responding to your enquiry, however, other insurers will also be subject to the restriction of Data Protection Principle 3 unless they have the employee¡¦s prescribed consent or unless the exemption under section 58 is also available to them. 

It cannot be too much emphasized that section 58 cannot be used as an excuse for data exchange in every case. Generally speaking, before you could claim exemption under section 58, there should be sufficient reason for you to suspect that there has been dishonesty etc. on the part of the employee concerned. Moreover, the onus will be on you to prove that the circumstances are indeed such that all the requirements under section 58(2) are satisfied. The same applies to any other insurer who may choose to transfer data to you pursuant to your request
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