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Theories of Crime

Due to the sheer variety of forms of criminal activity (from shoplifting to genocide) it is not possible for one theory to account for all forms of criminal conduct. These theories and approaches taken together do however shed some light on the plausible causes of crime. There will be areas of overlap due to the complex nature of the subject. 

1. General Causes

i. Social Causes- People engage in criminal activities due to peer pressure,  or having certain friendships, especially when these groups do not denounce criminal activity. Eg. Street gangs.

ii. Environmental Causes- Some causal factors include high unemployment, poverty, low educational levels who see no future prospects for making money.

iii. Religious Causes- Crime as a result of sin, that man is naturally sinful and lacks self-control. 
iv. Social Justice- Criminals are produced because society is unjust, that the rich and powerful control the power and wealth and offer limited access to society’s resources.

v. Thrill Seekers (Jack Katz)- Deviant behaviour as stimulating, giving one a sense of power, excitement an a demonstration of personal competence. Some people have a need for more intense experiences, and may hence look to crime for gratification.

2. Biological Theories

i. Criminal behaviour is hereditary. For example, in the 1870s Italian Criminologist Cesare Lombroso argued that criminals could be identified by the shape of their skull. His theory has largely been discredited and unaccepted.

ii. Another biological theory has to do with abnormalities in sex chromosomes. Criminals (male) have an extra Y chromosome which makes them excessively aggressive. There is however no real proof that these males are especially violent.

iii. There is no clear conclusive evidence that genetics is the main cause of crime. Genetics may predispose some individuals towards criminal activity. Recently, however, there is an increasing acceptance that biological factors do contribute to criminality; the only problem is to what extent.

iv. A study by Sarnoff Mednick of several thousand boys in Demark between 1927 and 1947 showed that boys with criminal biological parents and non-criminal adoptive parents were more likely to have records than those with non-criminal biological parents and criminal adopting parents. In addition, the more convictions a boy’s natural parents had, the greater the risk of criminality for boys raised by adopting parents. 

v. Low IQ as a cause of criminality? The feebleminded may be unable to cope with complex social conditions and meet up to expectations. 

2. Psychological Theories

i. Freud- Criminal behaviour caused by an imbalance in the id (biological drives)-superego (socialised experiences) –ego (intellectual capacity). He argued that if early childhood socialisation did not occur normally, the superego will be defective and the individual would not develop normal moral standards. He believed that very violent crimes are due to mental problems. Egs.-Psychopaths (total failure of the superego to develop); there are however only a small number of criminals who are psychotic.

ii. Freud’s theory does not explain ordinary crimes, since most criminals are ‘normal’.

iii. Psychological theories can explain some aspects of crime, though due to the many types of criminal behaviour, it is unrealistic to suppose that all criminals share some common set of traits.

3. Personality Theories

i. Certain personality types more prone to crime. For instance, the extrovert.

ii. These theories again do not explain for all cases of crime. 

NB: The following are Sociological Theories of Crime, where criminal activity is seen as learned behaviour or as a result of interaction with society, rather than being inherent in human beings.

4. Differential Association Theory (Edwin Sutherland, 1949) 

i. Society contains many different subcultures (Eg. Street gangs), and some of these social environments encourage illegal activities.

ii. One learns and engages in such behaviour through associating with the people around. One may perform such acts to gain peer approval. Criminal behaviour is learned through close and personal interaction with people (Eg. in the ghettos) not through impersonal channels (Eg. TV).

iii. This is not always true since people have their own plans, intentions and can exercise self-control.

5. Labelling Theory

i. What is “labelled” as deviant behaviour is usually defined by the rich, powerful, males, older generations, and ethnic majorities. This definition of deviant behaviour is done through the formulation of laws and their interpretation by the police, courts and correctional institutions.

ii. This theory helps us see the ways in which some activities come to be defined as crimes. It thus sees criminal behaviour as a process of interaction between deviants and non-deviants. 

iii. However, labelling or branding someone a criminal only serves to encourage and reinforce criminal behaviour; hence it becomes a self- fulfilling prophecy. 

iv. This theory also fails to explain why people commit crime in the first place, but does account for subsequent violations. Eg. The ex-prisoner due to social stigmatisation and societal rejection, returns to a life of crime. 

6. Strain Theory (Robert K. Merton)

i. This refers to the strain put on an individual’s behaviour when accepted norms conflict with social reality. People may thus turn to crime due to the frustrations of failing to achieve success by legitimate means.


ii. The majority share similar values as to what the most important goals in life are (Eg. material success). There are also socially approved means (Eg. education, hard work) of attaining these goals. 

iii. However, not everyone has equal access to the legitimate means to attain these goals. There are unequal opportunities available to all (especially for the lower classes). 

iv. According to Merton, the failure to attain these goals results in anomie/strain. Merton presents 5 modes of adapting or responses to this strain. (Note though that not everyone who is denied access to society's goals becomes deviant). 

a. Conformists: Accept both the goals and the approved means for achieving these goals. Conformists will accept, though not always achieve, these goals of society and the means approved for achieving them.

b. Innovators: Accept societal goals but use illegal means to achieve those goals. They innovate (design) their own means to attain the goals. Such means may be through robbery, or other criminal acts.
c. Ritualists: Abandon societal goals because they no longer believe they will attain these goals. They follow societal rules, but are not concerned about the outcome.

d. Retreatists: These give up not only the goals but also the means. They escape into a non-productive, non-striving lifestyle, and often retreat into the world of alcoholism and drug addiction. 

e. Rebels: Rejection of both the societal goals and the legitimate means. They create their own goals and means, by protest or revolutionary activity.

7. Rational Choice Theory
i. Humans are rational actors; they freely choose actions based on a cost –benefit analysis and a means/end calculation. Choices are made to maximize individual pleasure, but these can be controlled through the potential punishments that will result if social norms or laws are violated.

ii. Prior to a crime, an offender will evaluate the risk of being caught, the seriousness of the expected punishment, and the potential returns of the venture. Crime occurs when one decides to risk violating the law after considering his own personal situation (need for money, personal values) and situational factors (how well a target is protected, how affluent the neighbourhood is, how efficient the local police is). 

Invisible villains 

After weeks of virus chaos, a new police report concludes hi-tech crime is a growing threat to UK net users. David McCandless reports 

Thursday August 28, 2003
The Guardian 

Hi-tech crime is now one of the major threats posed to the UK by organised crime, says the National Criminal Intelligence Service (NCIS). 

In its annual UK Threat Assessment report published last week, it lists the leading activities of criminal gangs. Some are expected: class A drugs, fraud, money laundering, firearms, immigration crime and sex offences against children. 

But, increasingly, the use of computers and technology for fraud, extortion, and other criminal profit is also figuring in their investigations. 

Malicious viruses, and the odd email swindle or pyramid scheme, have always been a tiresome feature of the internet experience. Historically they've been the work of some backroom scam artist or anarchic individual out to get attention by hacking a system. 

But organised gangs and professional con-men are working the net for criminal profit "wherever there is money to be made", the report concludes. 

In short, cybercrime is on the rise. "There are two main categories of hi-tech crime," says Detective Chief Superintendent Len Hynds of the National Hi-Tech Crime Unit (NHTCU). "Traditional crimes revitalised within the digital environment, such as fraud, extortion and child abuse type offences. Then there are newer crimes, offences under the Computer Misuse Act, such as hacking and virus writing." 

Viruses are the most commonly experienced new hi-tech crime. Systems around the world are still reeling from the effects of last week's Sobig worm, just one in a recent flurry of malicious programs that have propagated themselves across the world's networks in record time. 

Sobig's distinctive new twist - its potential to turn every computer it infects into a spam relay - thankfully didn't materialise. But many viruses these days contain "Trojan" code to leave "backdoors" open on infected machines. Any hackers with the correct tool can then control the computer remotely and use it to generate huge quantities of spam or host porn sites - without the owner knowing. 

"If there's no anti-virus, no firewall, they can control huge amounts of machines... It's near perfect and almost untraceable," says Paul Wood, information analyst of internet security firm Messagelabs. "If anyone does trace it, the trail ends with you. And you don't want the police banging on your door in the middle of the night." 

This is exactly how the F variant of the Sobig virus originated last week. According to the FBI, which was unravelling the trail as it unfolded over the weekend, a hacker - perhaps the author - seized control of a home computer in British Columbia made vulnerable to infection by a backdoor Trojan. 

Using stolen credit card details, an account was created with a local ISP and this served as a launchpad to unleash the virus on the net. The whole process took minutes. The owner of the computer was unaware until the FBI confronted him. The hacker remains unknown. He is still at large. 

Among the old-school crimes given new life on the net, fraud is the most widespread. Auction fraud accounts for 46% of all net fraud, according to the FBI. 

People buy bargain laptops, the latest videogame consoles or rare col lectable Beanie Babies on sites such as eBay, but they never arrive. Expensive watches or software may be delivered but turn out to be counterfeit. 

Besides auctions, internet con-men rely on a tried and tested standby: spam fraud. Like all scams, spam preys on people's hopes and fears. Offers of bigger penises, cheaper drugs, and money for nothing often lure the unsuspecting into parting with money or revealing bank details. Other spams fake the corporate appearance of institutions or lead to realistic looking but wholly fake financial sites. 

"This is your final notice," reads the email from the billing department. "Please take a moment to update your credit card information by clicking here and submitting your information." Most users hit the delete key. But a gullible minority don't. "There are always small numbers of people who respond to spam," says Wood. 

Despite massive publicity, bogus investment schemes like the notorious Nigerian 419 fraud ("I am a senior account officer of one of the banks in Lagos. I have a very urgent and confidential business proposition for you,") still ensnare victims. 

In the US this year, a secretary of a Michigan law firm fell victim and ended up moving $2.1m (£1.3m) to various bank accounts in South Africa and South East Asia. She said she intended "to pay the money back" when she received her windfall. And in February, the scam claimed its first life when a 72-year-old man entered the Nigerian embassy in Prague and shot the Czech consul dead. The gunman's bank account had been drained by someone posing as a senior Nigerian official in a classic 419 sting. 

The extent of spam fraud is difficult to monitor since it goes mostly unreported. "Many victims, embarrassed by their naivety and feeling personally humiliated, do not report the crime to the authorities," say the Metropolitan police. 

For those who don't fall for spam, and are boxed to the hilt with firewalls and anti-viruses software, a more disturbing form of fraud may yet sneak through. 

Identity theft, where someone uses your personal data to obtain credit cards in your name or even assume your identity, is on the rise. According to the Fraud Advisory Panel, more than 42,000 people suffered some form of identity theft in the UK last year. 

The crime is still largely low tech. "The thieves obtain information by going through trash outside of businesses and government offices, and by stealing mail," says Beth Givens, director of Privacyrights.org, which advises the public on how to protect their private data. 

"We are also seeing more cases of multiple identity theft emanating from the workplace. A dishonest employee obtains a printout or diskette, or even a laptop, full of names and details, either of the organisation's employees or its customers." 

However, electronic means of extracting personal data is becoming more common. The Sobig virus's ability to install Trojans could easily have led to the theft of bank details. As our personal information - passwords, bank details, our mother's maiden name - is disseminated across wider and wider networks of companies, shops and websites, or stored on easy-to-steal handhelds and laptops, the risk increases that it can fall into the hands of those looking to profit quickly. 

An alliance between organised crime and virus writers is not far away, most experts maintain. As the NCIS report puts it: "Criminals are becoming increasingly technologically competent and serious and organised criminals have demonstrated in other areas that they are willing to buy in skills and expertise, or subcontract to specialists, where there is a need or advantage in doing so." 

"It's the profitability that attracts them," says Woods. "The lure for them is the same as for any e-business. Low overheads. Potentially high profitability. Massive global reach." Plus the added bonus of relative anonymity. 

In the UK, at least, cybercrime is still relatively rare. The National Hi-Tech Crime Unit focuses on five main areas: hackers and virus writers, online child abusers, extortionists, drug traffickers and fraud. 

The growing ingenuity of the cyber villain is a serious challenge to modern law enforcement. Like hackers, organised crime is always on the look out for holes to exploit in the system and has always enjoyed the challenge. "Whenever there is new technology, it will look to adapt that to its illicit use," says Hynds. 

A lot of the unit's work is preventative, focusing on increasing awareness and encouraging users not to be duped into revealing their personal data. 

"If a man came up to you in the street and asked you for your credit card details or what your ATM card Pin number is - would you give it? Of course not. If someone on the internet asks you, your answer should be exactly the same," is their advice. 

Yet it appears a certainty that hi-tech crime will increase. Spam traffic now exceeds that of legitimate email. Viruses are mutating rapidly in the wild. And criminals, in line with the rest of the population, are becoming increasingly technically savvy. 

The NCIS report concludes on a foreboding note. "It is reasonable to assume that criminal use of hi-tech methods will only increase as banks, businesses and individuals become more reliant on IT and online transactions, and more and more potentially valuable data is stored on networks." 

Anti-viruses and firewalls are the best way of preventing most of the new or emergent forms of cybercrime, experts say. Unfortunately, as the MS Blaster epidemic proved, many people don't keep their security updated on a regular basis. 

The internet is at risk of being split into two castes: a higher caste of immunised power users and a lower caste of naive "vectors" who spread the bulk of the infections from their unprotected machines. Not having a firewall, says Wood, is "like driving without insurance, just hoping it won't happen to you." 


Questions

Why is cybercrime increasingly popular? What type of environment does cybercrime thrive in?

What are the problems associated with cybercrime?

Taken from http://www.guardian.co.uk/crime/article/0,2763,1030240,00.html
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Japan cracks down on youth crime

By Hugh Levinson 

Ruriko Take stands at a lectern and tells stories about her son, Takakazu. About how he coped with health problems, about his ambitions at his school in Osaka, his hero-worship of Hide, the star of the flamboyant Japanese rock group X. Stories of an ordinary Japanese teenager growing up in the 1990s.

And then she tells her audience how Takakazu was murdered four years ago by a group of teenage boys. How the police and the courts - following procedures laid down by Japan's Juvenile Law - completely excluded her family from their investigation and decisions. 

How she later discovered that only one of the killers had been prosecuted and he had only gone to reform school for less than a year. 

Mrs. Take's outrage over what happened led her to set up a group campaigning for the rights of crime victims. They have been remarkably effective. The government has revised the Juvenile Law for the first time since it was passed 50 years ago, during the allied Occupation. 

As of April 2001, victims will get more information about what happens in Family Courts, which try most teenage criminals. Victims will also for the first time be allowed to make statements to the court. 

More controversially, the age at which young offenders can be tried in the criminal courts will go down from 16 to 14. And teenage murderers will in principle be tried like adults. 

Punishment is sometimes necessary, says Kenji Ikegami, a lawyer supporting Mrs. Take, to let them (young criminals) know what they have done. Surveys suggest most Japanese would agree, especially after a series of brutal and highly publicised murders by youngsters. 

But there are dissenting voices. Hiroko Goto, a professor of law at Fuji College, says many of the assumptions behind the revision to the law are incorrect. She points that although crime - including youth crime - has been rising for the last three or four years, crime rates were actually higher in the 1980s and much higher in the 1960s. 

She argues that in practice the new law is unlikely to prove a deterrent to the kind of disturbed children who commit the most serious offences. 

Indeed, imposing tougher sentences may even prove counterproductive, turning misguided children into hardened criminals, according to defence lawyer Yoshikuni Noguchi. 

Four years ago he defended Japan's most vilified young criminal, a 14-year-old from Kobe who at the age of 14 killed a younger boy and cut off his head. Mr. Noguchi argues that virtually all young criminals can be rehabilitated - even the Kobe killer. 

He's a supporter of the old Juvenile Law, which emphasises rehabilitation over punishment. As a result, relatively few young criminals in Japan are detained, and they are usually kept not in prisons but in Juvenile Training Schools. I was taken to see the oldest of them, the Tama Juvenile Training School at Hachioji in the suburbs of Tokyo. 

There are 200 boys here, who live highly regimented lives, with a busy schedule of classes, exercise, assemblies and group discussions. 

Vocational training is also strong, with classes in metalwork, computer skills, construction techniques and - bizarrely - handling of dangerous substances. I was impressed to hear that the training is evidently effective, as 40% of the boys find jobs before they leave. 

There is also a strong emphasis on reflection and contemplation. Each boy writes in a diary each day, which is read and commented on by his personal teacher, who also acts as a counsellor. 

I was not allowed to speak to the boys directly, but I later met a young man who had been detained at Tama after a series of violent assaults. 

He told me that he had been reformed thanks to the personal care and instruction of his teacher, Mr. Yamada, who had made him realise the harm he had caused to his victims. My parents are dead, he told me, and in some sense Mr. Yamada was like a father to me. 

After leaving the school, he was also lucky enough to receive an exceptional level of personal attention while on probation. This was thanks to his probation officer - who is one of the 48,000 volunteers who do the vast majority of probation casework in Japan. By comparison, there are fewer than 1000 professional probation officers. 

And this offender, like the majority of former inmates of the school, he has not reoffended. Only around 24% of those released from Juvenile Training Schools commit further crimes, according to Kayo Konagai, a professional probation officer. There are questions over the validity of this statistic, as young offenders in Japan are not tracked into adulthood, when they may reoffend. 

If it is even roughly correct, however, it suggests that Japan's methods of treating young criminals are remarkably effective by international standards - and also that Japan should perhaps think carefully before abandoning a system that has served it relatively well. 

Also in this edition of Crossing Continents: a look at the ultimate gizmo for dealing with annoying mobile phone conversations, a visit to a sacred mountain threatened by a road project and a chance to experience the ultimate in relaxation - a traditional Japanese bath. 


Questions:

To what extent do you think juvenile delinquents should be locked up for their misdeeds? (Think along the lines of the nature of the crime)

What possible repercussions can result from harsh punishment inflicted on youths?

How do we prevent young offenders from indulging in criminal acts?

Friday, 27 July, 2001, 21:46 GMT 22:46 UK 
US's hard line against youth crime

By BBC Washington Correspondent Nick Bryant 

Prosecutors across America believe they are dealing with a new breed of juvenile offender, the authors of more serious crimes, with more violent consequences. 

In the Midwest state of Michigan, for instance, police estimate that a fifth of major crimes are carried out by children, many carrying firearms. 

The case of Florida schoolboy Nathaniel Brazill - jailed on Friday for killing his teacher - in many ways typifies the problem of where an everyday classroom dispute was settled with a handgun. Afterwards, he boasted about becoming a more accomplished criminal. 
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Juvenile crimes such as the massacre at Columbine High School have shocked the nation


Traditionally in America, lawbreakers under the age of 18 have faced trial in juvenile courts, where their names remained secret and punishments were tailored to encourage rehabilitation. 

But over the past 10 years, nearly every state has passed new laws making it easier for minors to be tried as adults. 

Deterrent 

Proponents argue that tougher statutes protect the public from violent offenders and deter other young people from following in their path. 

Some prosecutors and police believe that many juveniles already are career criminals, and that no amount of expensive rehabilitation can reform them. 

Florida has led the way, prosecuting over six and a half thousand children in adult courts in 1998 alone. 

Nationwide, the figure was over 200,000, according to figures from Amnesty International. Now, 38 states house child prisoners alongside adult ones. 

Cycle of crime 

Statistics reveal that young black Americans are more likely to face trial than whites and other ethnic groups. 

African American youths account for only 15% of the population 10-17 years old, yet they comprise 

· 30% of youths arrested 

· 40% of youths held in custody 

· 50% of all cases transferred to adult criminal courts

The trend towards incarcerating the young has provoked a howl of protest from human rights and civil liberties groups. 

They argue that children can easily be confused by adult court proceedings and are often physically and sexually abused in jail. There have been numerous examples of children being murdered in jail, while others have committed suicide. 

Whilst serving their sentences, they are often introduced to a cycle of crime and are robbed of their futures. 

Complaints have also stemmed from the failure of the United States Senate to ratify the United Nations convention on the rights of the child, which was signed by President Bill Clinton in 1995. 

It states that crimes committed by a juvenile should not result in execution or life imprisonment without the possibility of parole. Somalia is the only country not to have ratified the treaty. 

Between 1973 and 2000, at least 17 men have been executed in the United States for crimes they committed as children. 

Questions

Is there a trend of frequent offences in a particular community in your country? If so, what could be the possible reasons?

Do you think it is fair to lock a criminal up for life based on the crime he has committed during childhood/adolescence?

Friday, 6 July, 2001, 15:49 GMT 16:49 UK 
China executions 'part of culture'
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China committing 'execution frenzy'
By Holly Williams in Beijing 

"If someone commits a serious crime, he should be killed. It makes me feel safer to know that people like that aren't around anymore", says Wang Jin, a 27-year-old Beijing hairdresser. 

Wang should be heartened by a report on Friday from Amnesty International detailing the recent executions of over 1,700 people by Chinese authorities. 
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There's a Chinese saying that you should kill the chicken to scare the monkeys. We need that threat to be there - it's part of our culture 
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	University graduate Yu Li 


The rights group called the deaths a "huge waste of human life", and noted that China has executed more people in the last three months than the rest of the world has in the past three years. 

Amnesty attributed the record number of deaths to the current "strike hard" campaign, aimed at cracking down on rising organised and violent crime. It said the campaign had sparked an "execution frenzy". 

China prescribes execution for 68 offences, including 28 non-violent crimes. The recent executions included individuals convicted not only of murder and drug-trafficking, but of corruption, fraud and petty theft. 

Olympics bid 

According to Chinese legislation, accepting bribes of more than $12,000 is punishable by death. A man in the south-western province of Yunnan was recently executed for deliberately starting a forest fire. 

The Amnesty report comes just days before the International Olympics Committee announces the host city for the 2008 Olympics. China has fought a public relations battle to try and secure the games, attempting to deflect widespread criticism of its human rights record. 

But the "strike hard" campaign is aimed at a domestic audience with very different sensitivities. 

Capital punishment is still widely popular in China, especially as punishment for corrupt officials and gangsters. Authorities parade those sentenced to death at huge public rallies. Some are even broadcast on television. 

Spates of executions aimed at "cleaning up" society are publicized in Chinese media before most major festivals and national holidays. 

Changing opinion 

Yet there are signs that opinion may be changing. There are no longer public executions in more sophisticated cities like Beijing and Shanghai. This week's edition of the influential magazine Outlook Weekly criticizes the "strike hard" campaign for encouraging the extraction of confessions through torture, and sentencing innocent suspects to death. 

Still, even most sophisticated urbanites would shrink from the idea of abolishing capital punishment altogether. "There's a Chinese saying that you should kill the chicken to scare the monkeys", says university graduate Yu Li. "We need that threat to be there - it's part of our culture". 

Questions:

Do you agree with the notion of capital punishment?

What are the agreements for and against this harsh measure? Do judges have the right to determine life and death?
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