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Abstract

The benefits of a software sysiem are assessable only
relative to the business goals the system has been developed
to serve. In turn, these benefits result from interactions
between the system’s functionality and its quality attributes
(such as performance, reliability and security). Its quality
attributes are, in most cases, dictated by its architectural
design decisions. Therefore, we argue in this paper that the
software architecture is the crucial artifact 10 study in mak-
ing design tradeoffs and in performing cost-benefit analy-
ses. A substantial part of such an analysis is in determining
the level of uncertainty with which we estimate both costs
and benefits. In this paper we offer an architecture-centric
approach to the economic modeling of software design
decision making called CBAM (Cost Benefit Analysis
Method), in which costs and benefits are traded off with sys-
tem quality attributes. We present the CBAM, the early
results from applying this method in a large-scale case
study, and discuss the application of more sophisticated
economic models to software decision making.

1. Motivation

At the Software Engineering Institute we have been
doing analyses of software and system architectures, using
the Software Architecture Analysis Method (SAAM) [9]
and the Architecture Tradeoff Analysis Method (ATAM)
[8], for more than five years. When we do these analyses,
we are primarily investigating how well the architecture has
been designed with respect to its quality attributes (QAs):
modifiability, performance, availability, usability, and so
forth. In the ATAM we additionally focus on analyzing
architectural tradeoffs, the places where a decision might
have consequences for several QA concerns simulta-
neously.

But the biggest tradeoffs in large, complex systems
always have to do with economics: How should an organi-
zation invest its resources in a manner that will maximize
- its gains and minimize its risk? This question has received
little attention in the software engineering literature in the
past, and where it has been addressed it has primarily been
focused on costs [1], and even then these costs are primarily
the costs of building the system in the first place, and not its
long-term - costs through cycles of maintenance and
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upgrade. Just as important as costs are the benefits that an
architectural decision may or may not bring to an organiza-
tion. Given that resources for building and maintaining a
system are finite, there must be some rational process for
choosing among architectural options, during both initial
design and its subsequent periods of upgrade. These options
will have different costs, will implement different features
each of which brings some benefit to the organization, and
will have some inherent risk or uncertainty. Thus we need
economic models of software, that take into account costs,
benefits, and risks.

For this reason we are developing a method for doing
economic modeling of software and systems, centered
around an analysis of its architecture. We call this method
the CBAM (Cost Benefit Analysis Method). The CBAM
builds upon the ATAM to model the costs and the benefits
of architectural design decisions and to provide a means of
optimizing such decisions. A simple way to think about the
objectives of this method is that we are adding dollars to the
ATAM as an additional attribute to be traded off. We are
showing how to make decisions in terms of benefits per dol-
lars, as well as in terms of quality attribute responses.

Related to this work is the Next Generation Process
Model (NGPM) [2]. This model helps the designers and
maintainers of a software system to converge on the sys-
tem’s next-level objectives, constraints, and alternatives.
The NGPM uses the Theory W, which involves identifying
the system’s stakeholders and their respective win condi-
tions. Using a negotiation process they determine a mutu-
ally satisfactory set of objectives, constraints and
alternatives. ’

In this paper we will describe the CBAM and discuss its
application to NASA’s Earth Observing System Data Infor-
mation System (EOSDIS) Core System (ECS) project. The
ECS is distributed data information system consisting of
about 1.1 million lines of code responsible for acquiring,
managing, and distributing very-large volumes of climate-
related data throughout the world.

Finally, we will show how some techniques from tradi-
tional economic theory are applicable and, in fact, neces-
sary for modeling software investment decisions.
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Figure 1. Context for the CBAM

2. Context for the work

The CBAM begins where an ATAM leaves off and
depends upon the artifacts that the ATAM produces as out-
put, as depicted in Figure 1.

2.1. ATAM outputs

When an ATAM is completed, we expect to have a set of
artifacts documented as follows [7]:

a description of the business goals that are crucial to the
success of the system

a set of architectural views that document that existing
or proposed architecture

a utility tree which represents a decomposition of the
stakeholders’ goals, for the architecture. The utility tree
starts with high-level statements of QAs and decom-
poses these into specific instances of performance,
availability, etc. requirements and realizes these as sce-
narios

a set of risks that have been identified

a set of sensitivity points (architectural decisions that
affect some QA measure of concern)

a set of tradeoff points (architectural decisions that
affect more than one QA measure, some -positively and
some negatively)

The ATAM determines a set of key potentially problem-
atic architectural decisions, based upon the stakeholders’
business goals. These architectural decisions result in some
specific QA responses: a particular level of performance,
security, usability, modifiability, and so forth. But those
architectural decisions also have an associated cost. For
example, if an architectural decision is made to use redun-
dant hardware to increase reliability, then this has one cost
consequence. If checkpointing to a disk file is used instead,
then this architectural decision will have a different cost.
Furthermore, both of these architectural decisions will
result in a measurable level of reliability (perhaps measured
as mean time to failure or steady-state availability). These

298

QA responses will have some value to the developing orga-
nization. Perhaps the organization believes that its stake-
holders will pay extra for a highly reliable system (a
telephone switch, for example) or that the organization will
get sued if the system is not highly available (a medical
monitoring device for example).

The ATAM uncovers the architectural decisions made
and links them to business goals and QA response mea-
sures. The CBAM builds on this foundation by filling in the
shaded pentagons in Figure 1, determining the costs and
benefits associated with these decisions.” Given this infor-
mation, the stakeholders can then decide whether to use
redundant hardware, checkpointing, or some other architec-
tural decision addressed at increasing the system’s reliabil-
ity. Or the stakeholders can choose to invest their finite
resources in some other QA—perhaps believing that higher
performance will have a better benefit/cost ratio. A system
always has a limited budget for creation or upgrade and so
every architectural choice is, in some sense, competing with
every other one for inclusion.

The CBAM does not make decisions for the stakehold-
ers; it simply aids them in the elicitation and documentation
of costs, benefits, and uncertainty and gives them a rational
decision-making process. It also aids them in doing triage,
as we shall explain.

2.2, Triage

When dealing with a major system design or upgrade,
the number of improvements desired by the stakeholders
and the space of possible architectural options for meeting
those improvements is potentially huge. In our case study,
as we shall show, the architects were considering 67 differ-
ent scenarios, most of which required distinct sets of code

1. The CBAM does not include a new way of deter-
mining costs (although we think that an architec-
ture-aware cost estimation method is a desirable
goal). It assumes that some method of cost estima-
tion already exists within the organization.



and, in some cases, architectural modifications.

To wade through such a large space of possible changes
meant that we need to take a two phase approach. In the first
phase of the CBAM we do triage, determining costs and ben-
efits only very roughly. In the second phase we do far more
detailed examination of a selected subset of the architectuoral
approaches that appear to be promising.

2.3. Dealing with uncertainty

There is a great deal of uncertainty involved with the
design of any large, complex system with many stakehold-
ers. The uncertainty comes from three mappings:

 the uncertainty of understanding how architectural deci-
sions map onto QA responses. That is to say, even if we
are diligent in designing and analyzing our architecture,
there is some uncertainty in knowing how well it will
perform or adapt to change or be secure and there is often
uncertainty in the understanding of the environment in
which the architecture will operate (e.g. knowing the dis-
tribution of service requests arriving at the system).

» the uncertainty of understanding how architectural deci-
sions map onto cost. Cost modeling is not precise, and
the best models only give a range of cost values (e.g. [1]
and [5)). :

* the uncertainty of understanding how QA responses map
onto benefit. Even if one had perfect knowledge of an
architecture’s responses to its stimuli and the distribution
of these stimuli, it is still unclear in most cases how much
benefit the organization will actually accrue from such a
system.

As with the financial markets, different investments will
appeal more or less to different stakeholders depending on
their inherent uncertainty. Part of the CBAM, then, is to
elicit and record this uncertainty because it will affect the
decision-making process. Eliciting and validating uncer-
tainty is the difficult part [11]; our specific techniques for
accomplishing this will be discussed in the next section.

3. The steps of the CBAM

The CBAM consists of six steps. Each of these steps can
be executed in the first (triage) and second (detailed exami-
nation) phases.

Choosing Scenarios and Architectural Strategies
Assessing QA Benefits

Quantifying the Architectural Strategies’ Benefits
Quantifying the Architectural Strategies’ Costs and
Schedule Implications

Calculate Desirability

Make Decisions
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Each of the following subsections will describe these
steps in detail.
3.1. Choosing scenarios and architectural strategies

One of the outputs of the ATAM is a prioritized set of
scenarios that describe how the system should respond,

react, be modified, etc. These scenarios are accompanied by
specific stimuli and response goals. In this step we select the
set of high importance scenarios for which improvement is
desired, their QA response goals, and their currently associ-
ated architectural decisions.

For each high importance scenario for which improve-
ment is desired we need to describe a set of possible archi-
tectural strategies (AS): changes to the existing architectural
design. At the end of this step, then, we have a set of desired
improvements to the system, and for each improvement we
have an enumeration of the affected portions of the existing
architecture and a description of one or more ASs for realiz-
ing the improvement.

3.2, Assessing quality attribute benefits

To aid in decision making, the CBAM needs to determine
both costs and benefits. Determining costs is a well-estab-
lished component of software engineering and, as stated
above, is outside the scope of the CBAM. Determining bene-
fits is less well-established. As a means of determining the
benefit of an individual AS, a benefit evaluation function
needs to be created. Benefit should be correlated with the
degree to which architectural strategies support QA goals,
which in turn relate back to business goals. These goals are
both outputs of the ATAM.

In the CBAM we must use this information to determine
the relative value or importance of each QA in the architec-
ture. To do this we have each of the stakeholders assign a
quality antribute score (QAScore) to each QA system goal
(performance, interoperability, modifiability, availability,
security, etc.). We let the customer determine which stake-
holders should be in a decision-making capacity. From our
experience in conducting ATAMs we know that this is typi-
cally a small team consisting of the project manager, the
architect, and a few customer/user representatives. We ask
the stakeholders to choose these scores so that they total 100,
For example:

Performance: 25

Security: 20

Modifiability: 20

Availability: §

Interoperability: 15

Integrability: 15

We also have each stakeholder articulate the aspect of the
quality attribute that lead to their score. For example, while
security might have a score of 20, it is the data confidential-
ity aspect of security that is the primary determinant of this
score.

3.3. Quantifying the architectural strategies’ bene-
fits

We then use these scores to evaluate each of the individ-
ual architectural strategies. Very rarely does an AS only
affect a single QA. ASs will have effects on multiple QAs,
some positive and some negative, and to varying degrees. To
capture this, we ask the stakeholders to rank each AS in
terms of its contribution (Cont) to each QA on a scale of -1



to +1. A +1 means that this AS has a substantial positive
effect on the QA (for example, an AS under consideration
might have a substantial positive effect on performance)
and a -1 means the opposite. Based upon this information
each AS; can now be assigned a computed benefit score
from -100 to +100 “Benys” using the following formula:

Benefit(AS)) = Z(ContiijAscorej)
j

For example, given the QAscores listed above, we can
calculate benefit scores for two hypothetical ASs as follows
(note that we only consider the QAs for which there is a
non-zero contribution):

AS1: Performance(1.0), Security (-.05),
Availability (-0.6), Modifiability(-0.4)

Benefit(AS1)= (1*25) + (-0.5%20) + (-0.6*S) +
(-.04*20)
=4

AS2: Performance(-0.4), Interoperability(1.0),
Integrability(0.8), Modifiability(1.0)

Benefit(AS2)= (-0.4*25) + (1*15) + (0.8*15) + (1*20)
=37

This score allows us to rank the benefit of every archi-
tectural change that has been contemplated. But clearly this
evaluation is fraught with the uncertainty that we described
above. How do we capture this uncertainty?

Our approach to capturing uncertainty is to use stake-
holder judgement variations as a measure of uncertainty.
Consider the stakeholder judgements listed in Table 1:

Quality Stake- Stake- Stake-
Attribute holder 1 | holder2 | holder 3
Performance 0.9 1.0 0.8
Security -0.4
- Modifiabilit -
Availability -04

Table 1. Capturing stakeholder uncertainty

These numbers are typical of what is elicited from
stakeholders. While they are frequently in accordance there
are times when they show great differences of opinion, as in
the stakeholders’ scores for the Modifiability implications
of an AS in Table 1. We can use Kendall’s concordance
coefficient {12] (similar to Spearman’s correlation coeffi-
cient but it is a non-parametric measure) for the group as a
whole as a measure of the uncertainty of the group. The
more highly correlated the group, the higher the concor-
dance coefficient and hence the lower the uncertainty. For
example, considering all of their QA judgements, the stake-
holders in Table 1 above have a Kendall’s coefficient (W)
of 0.6905, an indicator of a low level of concordance (F-
stat=4.461, p=0.08).

We can perform the same test with respect to each stake-
holder’s QAScores and with respect to their computed Ben-
efit score for each AS.

Of course, some of the variation can be removed by
ensuring that the stakeholders mean the same thing when

. they say, for example, “performance” and by reminding

them of what was stated earlier about the business goals of
the system and how those relate to QA goals. But some of
the uncertainty is endemic. People evaluate the chance of
success differently, or judge the benefits differently. These
differences in judgement are a true characterization of the
group’s uncertainty and this needs to be captured as an aid
to making business decisions.

Now consider that we have two sources of uncertainty
here: the variation in stakeholders judgements in QAScores
and Contribution scores. Rather than analyzing these sepa-
rately, we must combine them into a single Benefit score
and examine the uncertainty associated with variation in
Benefir. This is because, while we could compute a mean
and standard deviation for each QAScore and Com,j value
or a concordance coefficient for each set of QAScore and
Cont;; values, it is not clear what it would mean to multiply
the uncertainty values together when we produce the Bene-
fit score. We choose instead to compute Benefit scores for
each AS for each stakeholder and then look at the concor-
dance coefficient of these values.

3.4. Quantifying the architectural strategies’ costs
and schedule implications

The previous step calculated a measure of benefit for
each architectural strategy under consideration. Next we
must calculate the expected cost of implementing each
architectural strategy ASi that results in the expected bene-
fit. This cost estimation might be extremely crude in the tri-
age step—perhaps nothing more than a (High, Medium,
Low) judgement. Since detailed cost estimation is relatively
time consuming, this effort should only be spent on the sub-
set of ASs that appear to be promising.

In addition to eliciting the costs and benefits of the ASs
under consideration, prudent planning dictates that we esti-
mate the schedule implications of each ASi in terms of
clapsed time, shared use of critical resources, and depen-
dencies among implementation efforts. Perhaps an AS is
otherwise desirable, but does not fit in with the organiza-
tion’s time-to-market goals. During this step we will note
any contention for shared resources among these estimates
(hardware, software, or personnel), for these will also affect
the feasibility of an AS.

3.5. Calculate desirability

We are now in a position to calculate a desirability met-
ric by which the various ASs that have passed the triage
stage can be compared. We can use this metric to rank these
ASs. The metric is as follows:
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Desirability(ASi) = Benefit(ASi)/Cost(ASi)

where Benefit and Cost are taken as mean values and
Desirability is in the units Benys/$.

Now the ASi may be ranked according to this metric.
Using this metric, the schedule constraints, and a character-
ization of the uncertainty, we are now in a position to make
decisions.

3.6. Make decisions

At this point we understand the costs, benefits, and
schedule implications of each proposed AS. In addition to
looking at the Desirability metric, we can plot the ASs
according to their benefits and costs, as shown in Figure 2.
ASs which are chosen for development are shown in bold.
Surrounding each AS is the uncertainty region, where the
vertical span indicates uncertainty with respect to benefits
and the horizontal span indicates uncertainty with respect to
cost. We choose to depict these regions as ellipses, although
if the number of samples is small (and it typically is, since
one would normally have only a few stakeholders making
these judgements) then it is feasible to simply represent
every data point.

jyoudg

Cost

Figure 2. Plotting the costs and bene-
fits of architectural strategies

Frequently it is the case that certain changes are dictated
by external forces—keeping up with a competitor, being
forced to port to newer hardware, meeting government regu-
lations, complying with standards, etc. Thus some of the ASs
may be non-negotiable, as indicated by AS;4 and ASj, in
Figure 2. Of course, if these ASs are non-negotiable, it is
reasonable to assume that they bring a high benefit to the
organization. In any case, these ASs simply will be chosen
and so there is no point in doing further decision analysis on
them.

Next, the set of high benefit, low cost (i.e. high Desir-
ability) ASs will be examined, as indicated by the region cir-
cled by a solid hand-drawn line in Figure 2. Some of these
may be excluded because of time-to-market or resource con-
flicts. Additionally, some ASs that are outside this region
may be included, because of dependencies (i.e. AS; might

depend upon ASs;, which would not otherwise have been
included: in such cases the desirability of the total set of
architectural strategies needs to be considered). While exam-
ining this region, it is important to consider the uncertainty
field surrounding each AS. For example, consider ASg and
ASy,. While AS,; has a higher mean Benefit score than ASg,
it also has a greater span of uncertainty in both its costs and

.its benefits. In fact, its uncertainty region almost completely
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encompasses that of ASg Thus when choosing between the
two, .one might prefer the more certain ASg to the riskier
ASy,. This is why we must consider and be able to quantify
uncertainty when assessing costs and benefits. Without this
assessment, AS;, would have been the “obvious” choice on
the basis of its mean scores.

3.7. Analyzing the data

Initially, when analyzing the data elicited from the stake-
holders, we calculated the means and standard deviations of
the data: the QAScores, the Contribution values, and the
derived Benefit and Desirability scores. However, we
quickly abandoned this line of analysis for two reasons: 1)
because we had no way of verifying the underlying assump-
tion of a uniform distribution of judgements; and 2) given
the small numbers of stakeholders, we can just look at all the
data, and so knowing the standard deviation is irrelevant.
Knowing the distribution of the data points is more interest-
ing, and this can be seen by simply plotting all of the elicited
stakeholder judgements.

One type of statistical analysis that we have found impor-
tant to do is looking at the degree of concordance in stake-
holder judgements. It is important to not only measure the
degree of uncertainty for economic reasons (so that the
stakeholders can make decisions based upon complete evi-
dence of costs, benefits, and risks), but also so that we can,
over time, build up a set of measurable expectations for the
performance of the stakeholders in making judgements. For
example, one use of the Kendall concordance coefficient to
tell stakeholders that they need to go back to the drawing
board and talk to each other more, or do more prototyping, or
investigate the underlying technologies (because their judge-
ments are not highly correlated). But we can also use it to tell
the stakeholder group where they stand with respect to other
stakeholder groups, historically speaking, in terms of their
level of concordance. We do not have a basis for making
these judgements yet, but as we perform more CBAM exer-
cises we will quickly be able to develop a set of “norms”
against which we can compare stakeholder performance.

3.8. Interim summary

At the end of the CBAM exercise, we have guided the
stakeholders to determine a set of architectural strategies that
address their highest priority scenarios. These chosen strate-
gies furthermore represent the optimal set of architectural
investments. They are optimal based upon considerations of:
benefit, cost, schedule, within the constraints of the elicited
uncertainty of these judgements and the willingness of the
stakeholders to withstand the risk implied by uncertainty.



4. An example: the ECS

We have applied the CBAM to NASA’s ECS project, a
very large-scale information system. The goal of the system
is to collect climate-related data using a variety of sensors
on several satellites and make the data widely available
world-wide 24 hours per day in various forms in support of
inter-disciplinary earth science.

The system is geographically distributed among four
major sites, but the same version of the software runs on
each of the sites. Data volume is large and in recent history
doubling each year. The system gathers over 100 gigabytes
of data per day and manages hundreds of terabytes of data
in total.

The system contains approximately 1.1 million lines of
custom code in about 12,000 modules and employs about
50 COTS products. The ECS is in its maintenance phase but
is in the process of planning major upgrades to its capabili-
ties and so we first applied the ATAM to scrutinize both the
existing architecture and the architectural decisions being
contemplated. When the ATAM was complete, we had an
understanding of the business case, a high-level understand-
ing of the architecture, and had generated utility tree and
sets of scenarios, risks, sensitivity points, and tradeoffs.

4.1. Choosing scenarios and architectural strate-
gies

This was the starting point for the CBAM. The archi-
tects were faced with 67 scenarios for their consideration—
an overwhelming and infeasible number. Each of these sce-
narios would bring value to NASA and the overwhelming
majority were addressed by distinct ASs. In fact, there were
58 distinct ASs put forth by the architects for consideration.
Except for one AS which was deemed to be crucial and
non-negotiable, most of them needed to be analyzed with
respect to their costs and benefits, to determine where
NASA should invest in the ECS.

4.2. Assessing guality attribute benefits

The stakeholders embarked upon an exercise wherein
they assigned a QAScore to each of eight qualities. The
seven stakeholders each scored the QAs independently.
These scores were then averaged. The results were as
shown in Table 2, where each column represents the set of
judgements of a single stakeholder (with the mean shown,
for information purposes, at the right).
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o Stakeholder A
Qallty T3 [a (5 6 [7 08
" Operability |18 | 20 | 15 | 20 | 30 | 20 | 15 |19.7
Maintainability | 17 | 15 | 25 {20 {30 |25 | 15§ |21.0
Scalability 15(10]1 5 10} 5 0 |20 ]9.3
Performance [ 15 [ 1520 {1010 | O |10 114
Extensibility | 8 |10 [15] 5 | 5 |15 110 |97
Reliability 7 (15110120 (15 120 |15 |14.6
Security S|515]|5[0]0]5 |36
Usability 151105 [10 [ 5 [20]10 [10.7

Table 2. Elicited QAScores

The names of the QAs that the stakeholders chose, and
precisely what they meant by them are not important for the
purposes of this exposition. What is important is that they
agreed on these meanings and furthermore explicitly traced
these meanings back to their business goals when determin-
ing their relative importance.

When we computed W, Kendall’s Coefficient of Con-
cordance on these rankings (considering the QAScores as
rankings, rather than as values) the result was:

W =0.8383

which shows a high degree of concordance among the 7
stakeholders (F-stat=31.0989). This shows significant
agreement among the stakeholders at the .0001 level. This
doesn’t mean that there was no uncertainty, but it is simply
showing that the rank orderings of the QAScores were sig-
nificantly correlated among the stakeholders.

4.3. Quantifying the architectural strategies’ bene-
fits

The stakeholders then ranked the contribution (Cont) of
each AS and we calculated a mean Benefit score for each
AS. We also recorded the individual stakeholders rankings,
as these determine the uncertainty in the Benefit score.

The mean Benefit scores elicited from the stakeholders
ranged from a (surprising) low of -17.5 to a high of 70.8,
with a mean of 30.6.

For example, here are the scores reported by stakeholder
1 for AS0140 “Replace DCE with TCP/IP":

QAScores = {Maintainability(0.8), Operability(0.9),
Reliability(0.8), Scalability(0.6), Extensibility(1.0)}

Benefir = 0.8*17 + 0.9%18 + 0.8*%7 + 0.6 *15 + 1*8
=524

Table 3 gives the 7 stakeholders” mean Benefit scores
for the 6 highest ranked of the 57 ASs that were under con-
sideration for the ECS. In addition to producing these mean
scores we compute W for each of these, as a means of gaug-



ing overall concordance.

Architectural Strategy Benefit Score
AS0100 69.6
AS0140 70.2
AS0150 67.5
AS0160 61.6
AS1088 70.4
AS1120 52.2

Table 3. The top 6 mean benefit scores

4.4. Quantifying the architectural strategies’ costs
and schedule implications

Next, the costs and schedule implications of each AS
were assessed. Given that this was a triage effort, the costs
were simply estimated on a 1-100 scale. What was important
here was the relative range of costs and not their absolute
values, since this was input to the triage decision. Also, the
schedule implications were estimated for each AS.

Finally, a table of dependencies among the ASs was cre-
ated, which lists 44 dependencies among the 57 ASs. These
artifacts are not individually complex, but are important in
making the final decisions of which ASs to implement

4.5. Calculate desirability

The Benefit and Cost scores resulted in the ability to cal-
culate Desirability metrics for each AS. When thinking
about desirability we are theoretically interested in the sign
and the magnitude of the ratio (the magnitude can range
from O to 100). Obviously we prefer positive values to nega-
tive ones and large numbers to small ones. In practice, how-
ever, we only concern ourselves with ASs that have a
positive Desirability value.

In the ECS’s case the maximum estimated mean Desir-

ability value was 10.83, achieved by AS1000 (not shown
here) and AS1010:

XMDT automatically saves files associated with failed
portions of a request.

While the lowest mean Desirability value considered
(excluding negative values) was 0.75, achieved by AS1030:

DGC replaces the use of AutoDSP with a custom dis-

patching mechanism.

The 6 highest mean Desirability scores determined by
the stakeholders are given in Table 4. Note how these is little
overlap between these ASs and the six with the highest Ben-
efit scores—only a single AS in common: AS0140! This is
an extremely important point and illustrates the impact of
considering costs and benefits in making architectural
tradeoff decisions. In our previous ATAM exercises we con-
centrated solely on technical issues; essentially we were
informally characterizing benefits, but purely in terms of
quality attributes. Once we explicitly consider and elicit both
costs and benefits, however, the set of highly desirable ASs
changes dramatically.

Architectural Strategy Desirability Score
AS0030 5.94
AS0140 8.75
AS1000 10.83
AS1010 10.83
AS1086 5.00
AS1090 9.17

Table 4. The top 6 mean desirability scores

4.6. Make decisions

At this point the ECS team was in the position of being
able to make decisions regarding which ASs to choose for

AS0140 AS1088 AS0100 AS0150
AS0160
| aso0s0 ASO019, o AS0270
AS0110
g 43098
AS1000
AS1010
A54058
Cost

Figure 3. Plotting the Costs/Benefits of the ECS’s Architectural Strategies
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further investigation. Of the 57 ASs, 16 were chosen for
further investigation, which principally means a more
detailed cost estimate and a detailed examination of sched-
ule implications. It is estimated that only 6 or 8 of these will
be finally chosen for implementation, due to budgetary con-
straints. The 16 that were chosen for further study are
shown in Figure 3.

4.7. Summary of the ECS case study

The precise description of which 6 or 8 ASs are finally
chosen for implementation is irrelevant to the point of the
CBAM and the message of this paper. The point of the
CBAM is that it has given the stakeholders a principled,
repeatable method for making architectural choices, and
understanding the consequences of these choices in terms of
costs, benefits, schedules, and risks (in the form of uncer-
tainty). This method has been successful in that it guided
the ECS stakeholders to consider many ASs that they would
have otherwise overlooked, for two reasons:

1. Some ASs did not have extremely high Benefit scores
(such as AS0030, AS0200, AS1086, AS1000, AS1010,
AS1090, and AS1130), but are very inexpensive to real-
ize and hence have some of the highest Desirability
scores.

. Some ASs have high Benefit scores but do not appear to
be individually desirable because they are extremely
costly—such as AS110 and AS150—but these ASs
should be considered because many other ASs are
dependent on them (there are 9 and 8 dependencies for
AS110 and AS150 respectively).

The CBAM causes the stakeholders’ attention to be
focussed on areas of the Cost/Benefit graph (such as the
lower left-hand corner) which they might otherwise have
neglected, and gives them a principled set of steps for mak-
ing system investment decisions.

5. Challenges for the CBAM

The current form of the CBAM is an application of a
probabilistic Cost-Benefit analysis framework combined
with a decision analysis framework to make software and
system architecture decisions [10]. The techniques of deci-
sion analysis are used to define the design space and even-
tually to maximize the sum total expected utility
(Desirability) of all proposed architectural changes.

There are many challenges of applying the Cost-Benefit
analysis framework to the design of real software systems.
We discuss the most important issues below.

5.1. Coping with the design space

An inherent problem that we face with software archi-
tecture design is the size of the solution space over which
we need to perform the optimization exercise. We deter-
mine the architectural strategies available to the designers
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by guiding and facilitating the stakeholders, who hold a
wealth of experience and domain knowledge. The CBAM
aids in minimizing the size of the design space and guiding
the stakeholders to good (but not necessarily optimal) solu-
tions.

The CBAM process of choosing design strategies to be
implemented is satisficing rather than optimizing since we
can never be sure that the entire solution space has been
analyzed. The only way of ensuring that most alternatives
are considered is by involving a wide range of stakeholders
in the process and in constantly having process checks,
brainstorming, and external scrutiny (if possible).

5.2. Sensitivity to uncertainty in cost, benefit val-
ues

While software engineering research has investigated
economic issues for many years, it has primarily concerned
itself with modeling the cosr of software systems. In spite of
the many cost models that have been developed, the accu-
racy of the estimates is limited. The inherent uncertainty in
cost modeling must be taken into account when making sys-
tem investment decisions. Another problem is that, as men-
tioned earlier, cost models that are “architecturally aware”
are not yet available.

Another challenge that we face is that gauging the effi-
cacy of the various design options is also fraught with
uncertainty. Quantifying benefit is a daunting challenge and
the present version of the CBAM is (to our knowledge) a
first step in that direction. To ensure that the stakeholders’
decisions are robust we must determine the sensitivity of
their decisions based upon the range, variance, and concor-
dance of their elicited judgements.

5.3. Short time span

It is quite typical, when people think about their goals
for a system, that they skew their concerns (and hence the
benefits that they are seeking) toward short-term gains
rather than considering the complete product life-cycle
implications. Pressing, immediate issues of operation tend
to take precedence over far-sighted strategic business goals.
This issue can be addressed to some extent in a method such
as the CBAM. This is done during the elicitation process by
asking the stakeholders to explicitly consider the long-range
benefits with regards to a change; that is, to place a value on
them.

In this manner, the rationale for decisions are made
explicit and are tied back to the stated business goals. The
resultant present values are obtained by appropriately dis-
counting the expected future benefits?. We believe that this

- 2. If stakeholders use dollar values to quantify ben-
efits, then , the Net present value is
Z(B;x(1+r1) ) where ris the rate of return and i
the year for which B; is the benefit.



helps to counterbalance the tendency of the stakeholders to
focus on short-term needs.

6. Plausible improvements to the existing
method

Investing in a software project is similar to investment
under uncertainty in any field. The economics and finance
literature discusses a number sophisticated techniques to
address this issue [6] and these are beginning to be adopted
by software engineers. For example, the use of real-options
theory and portfolio theory for software design has been sug-
gested by Sullivan et al [13] and Butler et al [3]. Drawing
sufficient parallels between financial markets and software
products to make these theories useful is at times challeng-
ing, but the theories are nonetheless compelling.

More research needs to be carried out to both operation-
alize and validate the use of economic theories in software
investment decisions. This, however, requires large-scale
case studies, which are rare to come by. We were extremely
fortunate to have NASA’s ECS project willing to participate
in this experimental application of the CBAM.

We believe that addressing the software investment prob-
lem at the architectural level of abstraction will make the
application of these sophisticated techniques easier. The rea-
son for this is obvious: architecture is an appropriately high
level of abstraction at which to think about strategic invesi-
ment decisions. One can’t seriously contemplate investing in
an object or a few functions, but one can (and should) think
of investing in major system capabilities and qualities.

Using the CBAM one chooses a set of changes that have
a high Desirability metric. Due to the nature of risk averse-
ness of an organization, all these changes must have a rela-
tively high benefit and a relatively low cost profile. It is thus
possible that architectural changes that have high benefit,
high cost, and high uncertainty are eliminated and likewise
for low benefit, low cost changes. These area s of the Desir-
ability space should be systematically explored in the
CBAM process.

6.1. Using a portfolio approach

The idea behind the portfolio approach to investment is
to reduce the overall uncertainty by implementing either
uncorrelated or negatively correlated strategies [4]. For
example, we could have a particular architectural strategy,
AS1, that has high benefit with relatively high cost. Another
architectural change, AS7, could have low benefit and low
cost. AS1 is considered as a high risk option while AS7 is a
low risk option. Further analysis of the dependencies shows
.that AS1 and AS7 are competing technologies that are mutu-
ally exclusive and negatively correlated as far as their uncer-
tainties are concerned. In simpler terms, we find that if AS1
is successful, AS7 will not be and vice versa.

This way of thinking leads us to the following generali-
zation: that there will be a number of other changes ASi and
ASj which could be combined together to reduce the overall
risk of the system even though a large number of them are

doomed to failure (in fact, this is necessarily so!). The archi-
tectural changes thus chosen could be considered to be a
portfolio that attempts to ensure a certain level of success,
while simultaneously reducing the overall risk. It does so,
however, at a higher cost.

When combining the various strategies to form a portfo-
lio, one also needs to look at the technical feasibility of
implementing all of them at the same time, as well as the
implied schedule and budget considerations.

6.2. The real-options approach

The essence of the real-option formulation is that there
may be value in postponing an investment decision. Consid-
ering the high uncertainty involved in software technologies
and projects, time to gather more information is always wel-
come. In the situation where we are considering many archi-
tectural strategies, we could apply the real-option
formulation based upon the dependency structure of the
strategies. For example, let AS2 and AS3 be two architec-
tural strategies, where AS2 is low-cost, low-benefit and AS3
is high-cost, high-benefit. Analysis of AS2 and AS3 shows
that, to implement AS3, AS2 must first be implemented (i.e.,
there is a hierarchical dependency). Now. consider the case
where the low desirability of AS3 is due to the high level of
uncertainty associated with it, and this uncertainty is
expected to reduce drastically over time. The reduction in
uncertainty could be due to the information gained through
the implementation of AS2 (e.g. AS2 could be viewed as a
prototype for AS3, perhaps using a new technology in a non-
critical portion of the system).

We could thus frame the problem as follows: the invest-
ment decision to be made is the implementation of an archi-
tectural change AS3. In light of the uncertainty involved,
AS3 does not seem to be a prudent investment at the present
time. However, we could buy the option of implementing
AS3 at a later date by implementing AS2 instead (the cost of
the option is thus the cost of implementing AS2). By imple-
menting AS2, we could learn more about AS3 and hence the
net value associated with AS3 changes over time until we
decide to implement it (the “strike” date of the option) or to
completely forgo the implementation.

We thus see that the techniques and reasoning used in
stock market investment decisions could be applied to soft-
ware design decisions. The CBAM, through its idea of quan-
tification of benefit, its quantification of uncertainty, and its
identification of dependencies, is an important step in this
direction.

7. Conclusions
This paper has presented the CBAM. The CBAM is:

* a method that causes the stakeholders to quantify the
benefits as well as the costs, dependencies, and schedule
implications of architectural decisions

e a method that explicitly captures the uncertainty sur-
rounding costs and benefits

» a scalable method: it can be inexpensively employed for



triage or it can be used exhaustively once the search
space of ASs has been narrowed.

When developing or evolving any engineered artifact,
including software-intensive systems, one is always faced
with the problem of determining where to spend a finite set
of resources. The problem is to maximize the benefits
resulting from developing or evolving the system given a
limited of pot of dollars to spend. Frequently this involves
selecting the right set of product features. Determining the
“right” feature set is clearly necessary for a system’s even-
tual success, but it is not always sufficient: the quality
attributes associated with the features are key. A feature
with poor performance or poor security may be worse than
not having the feature at all. Moreover, it is quality
attributes that determine the overall -architecture of a large
and complex system. A significant amount of effort is typi-
cally dedicated to getting these attributes right. Conse-
quently, we have developed and prototyped a decision-
making method that explicitly accounts for the costs and
benefits associated with engineering qualities into the soft-
ware architecture of a system. In the CBAM, costs and ben-
efits are qualities that are-traded off, in addition to the
technical quality attributes.

We have presented the steps of the CBAM in this paper
and have illustrated how we applied the method to NASA’s
ECS, a large scientific information system. Our initial expe-

rience and the feedback that we have received from the ECS.

project indicates that the method holds significant promise
for facilitating the decision making process. It has aided the
stakeholders in determining how to allocate limited
resources to their software evolution effort and they have
participated enthusiastically. Moreover, the method dove-
tails nicely with our existing method for evaluating soft-

ware architectures, the Architecture Tradeoff Analysis
Method.

Encouraged by our first experience we have also exam-
ined the CBAM for places where our approach might be
strengthened. This introspection has led to three areas of
future work: examining how to better elicit and understand
the method's sensitivity to uncertainty; exploring how port-
folio theory can be use to exploit dependencies in a “portfo-
lio of architectural options”; and how to use the theory of
real-options to invest a little bit today in a sub-optimal deci-
sion with the hope of delaying a risky decision until it
becomes less risky.

While it is still in its early stages of development and
refinement, we are optimistic about the prospects for the
CBAM. We see it becoming a practical and theoretically
sound method that can be used for making architecturally
informed investment decisions based on an analysis of
costs, benefits, and uncertainty.
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