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Internet Explorer

Introduction

This module will introduce the students to Internet Explorer. It will cover configurations, new connections, and troubleshooting.

Objectives

At the completion of this module you will be able to:
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Configure the Internet Explorer default settings
[image: image2.bmp]
Troubleshoot common problems
Internet Explorer 6 Setup Wizard for Windows XP

To start the Connection setup wizard for Internet Explorer, click the Setup button from the Connections tab.  To access the Connections tab click the Windows Start button, then right-click the Internet Explorer icon and select properties. The following screen will appear:
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This is just an informational screen. Click Next.

The following screen is for the type of connection you want to create. Select the first radio button: Connect to the Internet and then click Next.

[image: image4.jpg]New Connection Wizard
Network Connection Type
‘Whatdo you want 1o do?

(© Connect to the Internet
Connectto the Intemet 50 you can biowse the Web and read erai

O Connect to the network at my workplace
Connect to a business network (using diskup o YPN) s0 you can work from home.
afield office, o anather location.

O Set up an advanced connection

Connect drectly to snother computer using you seial,paralel, o infrared pot, o1
setup this computer sa that cther compulers can connect o

T ==n





The next screen is contains the choices for how you want to set up the connection. For the purposes of this training module we will choose Setup my connection manually and click Next.
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Now select the third radio button, Connect using a broadband connection that is always on and click Next.
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The final screen is again just informational, just click Finish.
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Editing Internet Explorer 6 Settings

There are a few different ways to access the settings in Internet Explorer, you can either:

1. Go to Tools, and choose Internet Options.

2. Go to Control Panel, and choose Internet Options.

3. Right click on the Internet Explorer icon that will be on the desktop or in the start menu, and choose Properties
Note:  Because this icon is a Windows-Integrated component, like My Computer, or My Network Places, Right Clicking and selecting properties will bring you directly to this menu.  This is the fastest way to get here!
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By default you are brought to the General tab automatically. From this tab you can edit the Home Page for Internet Explorer, clear the Temporary Internet Files (Cache), delete the Cookies, and clear the History. You can also access the settings for Colors, Fonts, Languages and Accessibility Options. These pertain to the appearance of Internet Explorer and how information on websites will be displayed.

To edit the Home Page you can either manually enter a website address or if the customer is already connected to the Internet you can click the Use Current button to use the current website. Lastly is the customer does not want any specific page you can select Use Blank, this option is commonly used by dial up users as they do not have to wait for a website to load.

To delete the Cookies click on the Delete Cookies button.

Note: A cookie is a message given to a Web Browser by a Web Server. The browser stores the message in a text file. The message is then sent back to the server each time the browser requests a page from the server.  When you enter a Web site using cookies, you may be asked to fill out a form providing such information as your name and interests. This information is packaged into a cookie and sent to your Web Browser, which stores it for later use. The next time you go to the same Website, your browser will send the cookie to the Web Server. The server can use this information to present you with custom web pages. So, for example, instead of seeing just a generic welcome page you might see a welcome page with your name on it.
To clear the Cache you will need to delete the Temporary Internet Files. This is done by clicking the Delete Files button. Once done you will get a secondary window prompting if you want to delete your Offline Content. Be sure to ask the customer if they have any offline content before placing a check mark in the box to do this. Offline content would include: Schedule updates for any favorite pages (including channels), so that the content is up-to-date and available when you are not connected to the Internet. You don't need to install a separate program to automatically update Web pages and view the content offline. Once it has been determine if yes or no then click the OK button.
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Troubleshooting Internet Explorer 6

Connection issues tend to be the largest call generator for Internet problems. These can range from no connection, slow browsing and not able to view certain websites or graphics on the website.

To verify a connection, you can try the following:

· Open a web browser.  Open Internet Explorer, or Netscape, or other like programs to see if the customer is able to view web pages online.

· Check the IP address.  Go to Start/Run, and type “CMD” in the run field.  Click the OK button.  In the DOS window, type “ipconfig” and press Enter.  You will see the following or something similar depending on the exact computer setup:

C:\Documents and Settings\user>ipconfig

Windows XP IP Configuration

Ethernet adapter Local Area Connection:


Connection-specific DNS Suffix . :


IP Address. . . . . . . . . . . .: 172.21.132.98


Subnet Mask . . . . . . . . . . .: 255.255.255.0


Default Gateway . . . . . . . . .: 172.21.132.1

C:\Documents and Settings\user>

The important field to view is the line labeled IP Address.  This should show numbers.  If the numbers show either 0.0.0.0, or start with 169.x.x.x, the computer has not obtained a valid IP Address, and is not connecting.

Note: If the computer is not able to connect to the Internet, the customer will want to contact the Internet Service Provider (ISP).
Perform Ping Tests.  After viewing the IP Address, type “ping <website>” and press Enter.  (Replace “<website>” with an actual domain, e.g.:  “ping www.yahoo.com”)  You should see lines that say, “reply from . . .” If you see “request timed out,” the computer is not able to contact web sites.

If the customer is able to connect, try typing an address in the address bar.  If the page appears, the home page could be set to Use Blank.  To rectify this, go to Tools, Internet Options, and type in a website that the customer wishes to initially view whenever the browser is first launched. 

Note: A time saver when troubleshooting:  have the customer type the address that the customer is wanting as the home page.  On the General tab, you can now just click the Use Current button instead of typing the address again.

Slow Browsing

The computer stores images, clips and files viewed on the Internet in a temporary files folder, and scans through the files before making a request for additional files on the Internet.  If the computer has recently viewed an image before and does not have a large amount of temporary files stored on the Hard Drive, the images will appear on the computer faster.

If the Temporary Files folder has a large accumulation of files, referred to as cache, the computer will slow down over time.  Web pages and images will take longer to display.  When troubleshooting with a customer that is complaining of slower than normal connection speeds, click the Delete Files button.

Note: If a customer has a web page stored in the temporary files folder, the web page may appear from the hard drive when that address is typed into a browser.  When verifying if a customer is connected to the Internet, make sure the page you are viewing is not cached!

Cannot Access Certain Websites

You may run into the situation where a customer can connect to the Internet but cannot access certain website. Generally these would be banking website or some sort of purchasing site.

The Internet Explorer Security Setting being set incorrectly can cause this. Use the Internet Explorer properties page to view the current settings or modify them.

On the Security tab, the Internet and Local Intranet zones should both be set to the default level, shown right. If they are not, click the Default Level button.
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IE 6 features a new Privacy tab.  This tab features additional security configurations.

The slider bar should be set to Medium. Click on the Advanced button.  Make sure all boxes are unchecked.  (Checking these boxes could disable cookies on the system.)
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Customer’s can also manually configure the security settings of individual web sites.  To check these settings, click the Edit button.

The individual web sites will appear below, in the Managed Web Sites box.

To clear these settings, click the Remove All button.
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If the customer is unable to view certain web pages, or log into banking sites, the browser may be set to block Cookies.  To rectify this, click the default level options within both the Security, and Privacy tabs.

Content Advisor is a built in Parental control.  Enabling this feature will can prevent some web pages from appearing. 

Note: If Content Advisor is disabled, the buttons will read “Enable” and “Settings.”  If Content Advisor is enabled, the buttons will read “Disable” and “Settings.”

To disable Content Advisor, the customer would click the Disable button.  Internet Explorer will then prompt the customer for their password, which they used to set up advisor.
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On the Connections tab, Never Dial a Connection should be selected, as shown left for any broadband connections.  Dial-Up users will show the specific settings provided by the ISP.
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To bypass the proxy, click the LAN Settings button.  Uncheck all the boxes in the pop-up, as shown right.
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Browser Freezing

If the browser is freezing, click Restore Defaults on the Advanced tab.  The picture shown right lists the defaults.
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Repair and Re-install Internet Explorer 6 in Windows XP

There are a few different ways to try and respire/re-install Internet Explorer 6 in Windows XP. Listed below are the different methods. They are listed in the order of easiest to try.

Method 1

System File Checker. With Windows XP come the System File Checker (SFC). This command when used with the /scannow switch runs a check on various Windows XP Operating System files to determine if they have become corrupted or modified when they are not supposed to be. To used the command follow the these instructions:

Note: You may be prompted for the Windows XP CD, if so browse to the i386 folder on the hard drive. This method will also attempt to repair Outlook Express at the same time.

· Click on Start.

· Click on Run.

· Type in sfc /scannow

· Click OK.

· Reboot once the process has finished

Method 2

Reinstalling the IE.INF file. To be able to browse to this file you may have to change the Files and Folders view settings to view all files. Once that has been changed browse to the Inf folder on the hard drive (usually located in C:\WINDOWS. Once you are in that folder perform the following steps:

Note: You may be prompted for the Windows XP CD, if so browse to the i386 folder on the hard drive. This method will also attempt to repair Outlook Express at the same time.

· Locate the file IE.INF

· Right click the IE.INF file and select Install

· Once the installation is complete restart the computer

Method 3

You can also re-install Internet Explorer by downloading it from the Microsoft web site. Before it can be downloaded there is a modification in the registry that is required. Keep in mind rule number 1 when dealing with the registry; make a backup before making any modifications. Once the back up is finished perform the following steps:

· While you are logged on as an administrator, click Start, and then click Run.

· In the Open box, type regedit, and then click OK.

· Browse the registry subkey: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Active Setup\Installed Components\{89820200-ECBD-11cf-8B85-00AA005B4383}

· Right-click the IsInstalled (REG_DWORD) value, and then click Modify.

· Change the value data from 1 to 0, and then click OK.

· Quit Registry Editor. Note: At this point Internet Explorer will still work (assuming it was prior to the registry fix). If Internet Explorer was not working before then the customer will need another browser to download Internet Explorer

· Open a browser and go to the following link: http://www.microsoft.com/downloads/details.aspx?FamilyID=1e1550cb-5e5d-48f5-b02b-20b602228de6&DisplayLang=en
· Download Internet Explorer, the file name is ie6setup.exe. Note: if the customer is having a problem going to the link above you can have them search the Microsoft web site for ie6setup.exe and then follow the links. It is highly recommended the technician do this at the same time as the customer if they are having problems locating the file

· Click the Download button in the upper right corner of the window to download the file.

· Once the file has been downloaded double click the file to install it.

· Reboot the computer once the installation is complete.

Reset TCP/IP in Windows XP
The following information is from the Microsoft article 299357.
In Microsoft Windows XP, the TCP/IP stack is considered a core component of the operating system, and you cannot remove TCP/IP. Therefore, when you view the list of components for a network interface, you may notice that the Uninstall button is disabled when Internet Protocol (TCP/IP) is selected. In extreme cases, the best solution for this issue may be to reinstall the Internet Protocol stack. But with the NetShell utility, you can reset the TCP/IP stack to restore it to its state that existed when the operating system was installed. To use the utility follow the instructions below:

· Click on Start.

· Click on Run.

· Type in cmd and press Enter.

· Type the following command: netsh int ip reset c:\resetlog.txt and press Enter

· Once the command is run it re-write to Registry keys which then creates the same results as if TCP/IP had been re-installed. They 2 registry keys are: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DHCP\Parameters\
· Once the command has finished restart the computer and test.

How to Determine and Recover from Winsock2 Corruption

The information in this section is from Microsoft’s article 811259.
When you try to release and renew the IP address using the Ipconfig program, you may receive the following error message: 

An error occurred while renewing interface 'Internet': An operation was attempted on something that is not a socket.

When you start Internet Explorer, you may receive the following error message: 

The page cannot be displayed 

When you use your computer, you may receive the following error message:

Initialization function INITHELPERDLL in IPMONTR.DLL failed to start with error code 10107

Additionally, you may have no IP address or no Automatic Private IP Addressing (APIPA) address, and you may be receiving IP packets but not sending them.

When you use the ipconfig /renew command, you may receive the following error messages: 

An error occurred while renewing interface local area connection: an operation was attempted on something that is not a socket. Unable to contact driver Error code 2.

The operation failed since no adapter is in the state permissible for this operation.

The attempted operation is not supported for the type of object referenced.

In the Device Manager, when you click Show Hidden Devices, the TCP/IP Protocol Driver is listed as disabled under Non-Plug and Play drivers, and you receive error code 24.

When you create a dial-up connection, you may receive the following error message: 

Error 720: No PPP Control Protocols Configured 

Determining if Winsock is Corrupted

These issues may occur if the Winsock registry keys are damaged or corrupted.

To determine if the symptoms are caused by a problem with the Winsock2 key, use one of the following methods:
Method 1 Using the Netdiag tool.

To use the Netdiag tool, you must install the Microsoft Windows XP Support Tools. To do so, follow these steps:

Note: If you already have Support Tools installed, go to the second procedure in this section.

Note: If you do not have Support Tools installed and you do not have the Windows XP Setup CD, go to Method 2.

Installing the Windows XP Support Tools

1. Insert your Windows XP Setup CD, and then locate the Support\Tools folder. 

2. Double-click the Setup.exe file. 

3. Follow the steps on the screen until you reach the Select An Installation Type screen. 

4. On the Select An Installation Type screen, click Complete, and then click Next. 

Using the NetDiag Tool

When the installation is complete, follow these steps:
1. Click Start, click Run, type Command, and then click OK. 

2. Type netdiag /test:winsock, and then press ENTER. 

The Netdiag tool will return the test results for several network components, including the Winsock. For more details about the test, use /v at the end of the netdiag command: netdiag /test:winsock /v 

Method 2: Use the Msinfo32 program

Note: Use this method only if you do not have a Windows XP Setup CD and you do not have Support Tools installed. 
1. Click Start, click Run, type Msinfo32, and then click OK. 

2. Expand Components, expand Network, and then click Protocol. 

3. You will have ten sections under Protocol. The section headings will include the following names if the Winsock2 key is undamaged: 
• MSAFD Tcpip [TCP/IP]  

• MSAFD Tcpip [UDP/IP]  

• RSVP UDP Service Provider  

• RSVP TCP Service Provider  

• MSAFD NetBIOS [\Device\NetBT_Tcpip...  

• MSAFD NetBIOS [\Device\NetBT_Tcpip...  

• MSAFD NetBIOS [\Device\NetBT_Tcpip...  

• MSAFD NetBIOS [\Device\NetBT_Tcpip...  

• MSAFD NetBIOS [\Device\NetBT_Tcpip...  

• MSAFD NetBIOS [\Device\NetBT_Tcpip...  

If the names are anything different from those in this list, the Winsock2 key is corrupted, or you have a third-party add-on, such as proxy software, installed.  

If you have a third-party add-on installed, the name of the add-on will replace the letters "MSAFD" in the list. 

If there are more than ten sections in the list, you have third-party additions installed. 

If there are fewer than ten sections, there is information missing. 

Note: These entries represent an installation with only the TCP/IP protocol installed. You can have a working Winsock and see additional entries if another protocol is installed. For example, if you install NWLink IPX/SPX, you will see 7 additional sections, for a total of 17. Below is an example heading of one of the new sections: 

MSAFD nwlnkipx [IPX]

Also, each of the new sections that are created by installing NWLink IPX/SPX start with "MSAFD." Therefore, there are still only two sections that do not start with those letters. 

Repair Winsock2

If the Netdiag test fails, or if you determined that there is Winsock corruption by looking at Msinfo32, you must repair the Winsock2 key by using the steps in the next section. To resolve this issue, delete the corrupted registry keys, and then reinstall the TCP/IP protocol.
Step 1: Delete the corrupted registry keys

1. Click Start, and then click Run. 

2. In the Open box, type regedit, and then click OK. 

3. In Registry Editor, locate the following keys, right-click each key, and then click Delete: 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Winsock

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Winsock2  

4. When you are prompted to confirm the deletion, click Yes. 

Note: Restart the computer after you delete the Winsock keys. Doing so causes the Windows XP operating system to create new shell entries for those two keys. If you do not restart the computer after you delete the Winsock keys, the next step does not work correctly.

Step 2: Install TCP/IP 

1. Right-click the network connection, and then click Properties.  

2. Click Install. 

3. Click Protocol, and then click Add.  

4. Click Have Disk.  

5. Type C:\Windows\inf, and then click OK.  

6. On the list of available protocols, click Internet Protocol (TCP/IP), and then click OK. 

7. Restart the computer.
Note: If the customer is having a problem performing this step you can also try browsing to the Inf folder and locate the file NETTCPIP.INF and right click the file and select Install.
General TCP/IP Troubleshooting in Windows XP
Microsoft has created a TCP/IP general troubleshooting article for Windows XP. This article list various tools and steps for troubleshooting TCP/IP issues. It is meant as a reference article when troubleshooting. The article is 314067.
Internet Explorer Cannot Connect to Secure Sites
There are various issues that can cause Internet Explorer not being able to view secure websites. It can caused by anything from not having a 128bit encryption to a virus problem to an Internet Explorer certificate issue. This section will not cover issues such as viruses and spyware.  Listed below are some thing that can be attempted in order to resolve the issue. It is recommended to try these fixes one at a time and test Internet Explorer after each one.

Cipher Strength

Open Internet Explorer and click Help, About Internet Explorer and look at the Cipher Strength. It should be 128 bit. If the Cipher Strength is anything less then 128-bit, download and install the Internet Explorer High Encryption Pack from Microsoft’s web site.
Secure Sockets Layer & Transport Layer Security

Open IE, go to Tools, Internet Options, Advanced and scroll to bottom of list. The SSL and TLS options (all versions) should be checked.

Delete Cookies, Delete Files and Clear History in Tools, Internet Options

General tab. (Deleting Cookies may delete some stored Internet passwords.) Check the Delete all off-line content checkbox.

Third Party Browser Extensions

Uncheck the box for Enable Third Party Browser Extensions in the Advanced Section (all other settings in Advanced Section are set to Default).  Click Apply and close and open IE. 

Configure Security Settings for the Trusted Sites Zone in Internet Explorer

Open Internet Explorer, go to Tools, Internet Options, Security tab, select Trusted sites, Default Level. Sites, enter the address (URL) of the site in the Add this Web site to the zone: box, Add, OK, Apply.

Check Firewall/Network Configuration

Make sure that the SSL port (port 443) is open on your network/firewall (if you have any). There are many different Firewall/Network products, so we can't give set-by-step instructions. Check the documentation or help file of the product you use. If you are behind a broadband router, you may not need a firewall on your PC. One forum member fixed the problem by uninstalling Norton's Personal Firewall.

Clear the Secure Sockets Layer (SSL) slate and AutoComplete history

Open Internet Explorer, go to Tools, Internet Options, Content tab. Under Certificates, click Clear SSL State. Click OK when you receive the message that the SSL cache was successfully cleared. Under Personal information, click AutoComplete. Under Clear AutoComplete history, click Clear Forms. Click OK when you are prompted to confirm the operation. 

Verify that the Date and Time Settings on Your Computer Are Correct

Because SSL certificates have an expiry date, if the date on your computer isn't correct, it may prevent you from connecting to secure sites.

Check the file integrity of the Internet Explorer 

Boot to the Windows Safe Mode by pressing F8 key several times just as Windows is about to start. Start, Run, enter scf /scannow (It might ask for the Windows CD to upload the corrupted files). Re-registering the softpub.dll (dynamic link library). Start, Run, type in regsvr32 softpub.dll and click OK.

Proprietary Internet Explorer

If you have installed a customized version of IE6, (maybe from your ISP). urlmon.dll is often missing. Login as Administrator, close all programs, go to Start, Run, and type in regsvr32 urlmon.dll and click Ok.

Run a Repair of Internet Explorer
See the section above for repairing and re-installing Internet Explorer.
Problem with a Certificate

It might be a certificate issue. See Method 8 in the link below from the Microsoft article 822798 You cannot install some updates or programs

System Restore

Instead of formatting and reinstalling Windows XP, you might be able to restore it back to a restore point before the problem arose. Click on Start, Help, and select Undo changes to your computer with System Restore and then choose a date to restore the computer too.
FIPS (Federal Information Processing Standards)
One more thing to try is to check to see if FIPS Compliant Encryption Algorithms were enabled or not. It has found that enabling this feature will often cause HTTPS sites not to load, and report a DNS error. To check these options click on Start, Control Panel and select Administrative tools. Then open Local Security Settings, from there Open up Local Policies, Security Options. Verify that the "System Cryptography: Use FIPS compliant algorithms for encryption" is set to disabled. You will need to restart the system for this to take effect

Additional Information

MSKB 232012: Error Message When You Attempt to Install 128-Bit Upgrade
MSKB 261328: Cipher Strength Appears as 0-Bit in Internet Explorer
MSKB 301803: Error Message When You Try to Connect to Secure Site: Client Certificate Has Expired or Is Not Yet Valid
MSKB 303807: "The Page Cannot Be Displayed" Error Message When You Try to View Web Page on a Secure Web Site
MSKB 305217: Page Cannot Be Displayed Error During SSL 3.0 Server Session Timeout
MSKB 811383: Internet Explorer Connectivity and Certificate Display Issues
MSKB 813951: You Cannot Access Your MSN E-mail Account or Authenticate with a Web Site in Various Programs
MSKB 821814: You Receive a "Page Cannot Be Displayed" Error Message When You Post to a Site That Requires Authentication
MSKB 922798: You cannot install some updates or programs
MSKB 318378: How to Reinstall or Repair Internet Explorer and Outlook Express in Windows XP
MSKB 834839: A security update is available that modifies the default behavior of Internet Explorer for handling user information in HTTP and in HTTPS URLs
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