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Computer security is a balance between protecting information and enabling authorized
access. Tightening security by making systems more inaccessible can hinder employees
and make them less productive. It can also result in lower security as workers struggle
to find ways around the security conditions to enable them to do their jobs. This study an-
alyzes an information systems user survey to evaluate the tradeoffs between protection

Keywords: and accessibility. Over one-third of the respondents report problems with interference
End user from security provisions. A structural equation model explores the impact of these effects
SEM on eventual security levels.
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Interference

Tradeoffs

1. Introduction attacks and the subsequent loss of data. Many systems per-

When taking a typical approach to computer security, it is
possible to make a relatively extreme statement: A piece of
data can be rendered completely secure with 100% assurance.
Simply write the data on a piece of paper, burn the paper, and
scatter the ashes. No one will be able to read or alter that data
ever again. Of course, this exercise and the underlying state-
ment is a trick. Understanding the deception is the key to
understanding information security: data that are being “pro-
tected” has to remain available to legitimate users. There is
a strong tendency for information security researchers and
practitioners to focus on ‘“securing” data by preventing
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sonnel have job responsibilities that depend on preventing
and recovering from security-related problems. However, in-
creased monitoring and enhanced use of security controls
could easily lead to interference and delays of information us-
age for legitimate users. Have companies reached this point?

One of main challenges in setting security parameters is
the need to identify the exact permissions required by each
employee. For basic transaction processing systems, the task
is challenging but straightforward because the employee roles
are well defined. In these situations, analysts identify the
major roles (user data access), assign permissions, and test
the various roles until it is clear that each role has sufficient
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the data out, straight replication allows us to send only
one copy of the data and then use client-client transfers to
do the replication. Verifying this has happened correctly
only adds 0.1% to data overhead, where erasure coding
would add 100% using a 1/2 encoding. Computationally
feasible erasure code methods are also patented, and the
high likelihood of submarine patents makes them
untouchable in deployable systems for several more
decades.

6. Conclusions and Future Work

Maintaining a centralized online petabyte would cost
well over 1 million dollars for hardware alone, require
twelve racks of disks, a large server room, and result in a
large monthly electrical bill. Storage@home should allow
us to soon access that amount of storage and maintain it
with higher reliability and far less cost.

Future work includes the analysis of the performance
of the system, and comparing it to our expected results in
terms of reliability, and usability by a variety of
researchers. We should have quite a large amount of data
on machine failures, and can refine our correlation models
to make them even more robust in planning where to
place replicas. We also suspect we can decrease the
replication factor due to the speed repairs can be made
and still maintain extremely high reliability. Once
established the system can be extended to other research
groups at Stanford and serve to lower the cost of storage.
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In May/June and December (Christmas break), millions of
students around the world move from high speed campus
networks, to lower speed broadband connections or even
to modem lines. For ~3/4 of these hosts, the move is
temporary, but for those graduating it is a permanent
downgrade in bandwidth, and thus in the capacity we can
utilize on their computer. This is the kink in the system -
high bandwidth hosts are only high bandwidth
temporarily.

Educational hosts accessible by Internet2 are far faster
then hosts on broadband, but they have a high degree of
correlation. Many hosts at one site are far less reliable
then if they are spread around and thus are less attractive
in this respect.

There is also offline travel or maintenance time for
most users, more common in students. The simplest
solution to these problems turns out work well. Before
these times of low bandwidth or travel/maintenance, we
ask the users to tell us so we can flag the host as
downgraded bandwidth or as in transit and not penalize
them. This allows us to exempt them from the storage
limit or the host-failure time limits respectively if we
know about it ahead of time, since in almost all cases the
data will be completely intact when they return.

The end result of this host relocation is that for now we
choose to allow each machine the same maximum amount
of space. This allows us to not worry about losing
"superhosts" and focus on other reliability and
optimization issues. This also actually helps recruitment,
since people will be more likely to get their friends to run
it as well to boost their team stats, since individual stats
will be harder to increase.

4. Evaluation

Evaluation of the working system is primarily about
reliability and thus preventing the loss of data with
completely unreliable hosts.

However, there are many other metrics to consider
even though most performance is limited strictly by our
connection to the internet. The overhead involved in
doing self-repair compared to other systems. This places
stresses on volunteer systems and our servers. How well
our reliability predictions compare to actual reliability is
also a good metric of how well our policy engine is
performing.

Scaling will also be a factor as the internet speeds up
and we can store more on each node. Our servers will
need to be replaced by more servers, but in all likelihood
the outgoing bandwidth will scale up much slower then
consumer bandwidth, server abilities, and host reliability,
which means that one’s institution’s Internet connections
remain the bottleneck. Nevertheless, we believe

Storage@home will perform very well by these metrics,
with caveats mentioned below.

4.1. Limitations

Using this sort of system for any sort of real-time or
ad-hoc storage is not feasible. The bandwidth limitations
throughout require that one plan ahead, but as stated
before, this is not generally a problem for researchers. It's
not difficult to plan ahead, and thus exploit the massive
parallelism in the storage.

The complexity of choosing uncorrelated hosts and
coordinating the repairs is non-trivial. The overhead
involved in repair and verification is still minimal
compared to the data bandwidth, so this will likely never
become an issue. The master hosts must also be well
maintained, themselves replicated with reasonable
failover and recovery abilities.

5. Related Work

The number of actively or formerly deployed
distributed storage systems on this scale is unfortunately
limited.

SRBJ1] is used to store several petabytes of federated
storage in GRID systems. The storage hosts are somewhat
trusted and have high reliability, so the design constraints
are different. Bandwidth is measures in gigabits/second
between locations, and each location has many terabytes
on average. However, this is still the closest deployed
system to Storage@home that we can find.

Commercial Internet backup solutions compare in
many ways to Storage@home, but their cost is prohibitive
to be used by a research group to store hundreds of
terabytes to petabytes, and they represent a single source
of failure via disaster or bankruptcy just as any off-site
storage system. In the past we have backed up to Internet2
data centers, but this also has the same problems.

The Google File System[4] uses large racks of cheap
drives, but relies on a high speed LAN and makes a large
set of operational assumptions that do not match up with
our usage. It is an example of a cluster-based system and
is representative of an entire class of file systems using a
metadata and data server model over the last 40 years.

Fully peer-to-peer systems research tend to focus on
anonymity for large numbers of users, or the large scale
distribution of copyrighted works. This results in a great
deal of complexity as well as lacking the guarantees and
reliability metrics we require. OceanStore[5] and
PAST[3] are good representatives of this class of
research.

Erasure codes are currently used in many storage and
peer-to-peer systems as opposed to replication. Since the
local Internet connection is a serious bottleneck in getting
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Fig. 5 - Primary model of security tradeoff dynamic. One asterisk shows significance at 5% and two significance at 1%.

group would prefer to implement more restrictive security
controls.

Two other variables in Table 2 deserve a closer look.
Although these variables are not statistically significant at
a 5% level, the coefficients on number of employees and
job satisfaction (LikeJob) are interesting. Respondents from
larger firms tend to believe they have more effective security
systems. (This relationship is significant within a 10% error
level.) Given the ability of larger firms to hire personnel
who may be computer security specialists and tend to be
more observant to security issues and threats, this relation-
ship makes sense. However, the potential negative sign on
job satisfaction is surprising. If true, this would imply that
respondents who are more satisfied with their jobs believe
the organization practices less effective security. Presumably
workers who are happier with their jobs, particularly MIS
workers, would pay attention to operations and be aware
of security issues. The other way to look at the sign is that
apparently workers who are less than positive with their
company did not reach that conclusion due to security
issues.

In terms of the main question of security hindrances, no-
tice that neither coefficient (security interferes and security
slows) in the security effectiveness equation is significantly
different from zero. In other words, participants who perceive
interference from the security controls do not believe there is
a corresponding increase in security effectiveness. Fortu-
nately, they do not perceive a decrease in effectiveness. How-
ever, from a security management perspective, this implies
that the one-third of the workers who indicate that security
controls affect their jobs do not see any increase in security
benefits.

The next question to address is: what factors lead to
greater (or less) interference with worker’s jobs? Again,
the SEM regression model measures the effect of various
factors on the two security hindrance variables. Table 3

-

presents the primary coefficients from this side of the
model. The two equations have similar, but different inter-
pretations — because the two effects are considered to be
dissimilar.

Security effectiveness has a significantly positive effect on
the security interference variable, while effectiveness has an
insignificant effect on the security slowing variable. It is a little
surprising that these two effects are considered to be so differ-
ent. A significant positive coefficient in the security interfer-
ence equation indicates that employees see that increases in
security result in greater interference with their jobs. How-
ever, the interference does not explicitly slow down specific
work flows. This last result could arise because machines
and networks today are relatively fast and consequently
employees have found alternatives to ameliorate the security
interference. Consequently, the different interpretation
between interference and slowing appears to be that workers
see security interference as requiring additional steps

Table 2 - SEM regression results

Security effective

Intercept 3.955 (21.837)**
PerSkill 0.076 (0.810)
MISEval 0.846 (9.123)**
Job —0.035 (—2.267)*
Busi 0.000 (—0.002)
Log(NEmp) 0.082 (1.844)
LikeJob —0.069 (—1.441)
Sctylnterfere —0.002 (—0.053)
SctySlow 0.047 (1.129)
R-square 0.768

T-values in parentheses. One asterisk shows significance at 5% and
two significance at 1%.
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Fig. 6 — Relationship between job type and average
evaluation of security effectiveness.

and practices, as opposed to additional overhead within a
specific task.

6. Conclusions and interpretations

An important conclusion of this study is that 34% of the
respondents perceived interference or delays caused by the
computer security systems as a consequence of their current
business environment. These security-related problems
existed regardless of the backgrounds of the respondents
and across a variety of businesses. Although many readers
might not consider 34% to represent a universal problem, it
is large enough to justify concern and indicate a need for
more studies and more care when designing and implement-
ing security controls. This conclusion is reinforced by the
overall regression model that indicates that in general
employees perceive that increases (more onerous measures)
in security policies and practices result in greater interfer-
ence(s) with their job responsibilities.

Good news from this study appears that any delays per-
taining to employee work flow manifested by enhanced com-
puter security systems can be somewhat mitigated by having
more responsive and more timely support from the MIS and
security organizations at the firm level. While this last conclu-
sion might seem obvious, few organizations actually follow
these practices. It is relatively easy to impose more stringent
(tighter) security controls. In fact, many experts have detailed
suggestions for imposing more rigorous controls. These con-
trols are generally automated, and often are used to take the

Table 3 - Factors affecting security hindrances as
reported by respondents

Security interferes Security slows

Intercept
Security effective

3.004 (19.842)™
0.405 (2.690)™

2.830 (29.035)*
—0.178 (~1.241)

place of human monitoring and intervention. The significance
of this result is that it demonstrates that security controls
require increased support from the MIS and security
organizations.

As indicated the use of automated security controls and
tools will interfere with end user needs and productivity.
Therefore as the requirements for information systems secu-
rity becomes more pronounced and the overall threat points
accentuate it is necessary to develop a computer security
blanket that is non-intrusive, reasonably effective and
manageable.

Workers in certain job roles are more sensitive to inter-
ference from security controls. This effect is also reinforced
with the bimodal distribution of complaints from the partic-
ipants. Employees are able to identify when security controls
are causing problems. Consequently, security teams need to
implement policies to interview employees and provide
support for requests as well as complaints. Particularly for
organizations and tasks that are less transaction driven
and more decision oriented, security teams need to create
more flexible approaches to security controls. When
individual employees report problems, the security team
needs to re-examine the controls and identify the total
effects on all workers. Creating effective security requires
more than simply restricting access - legitimate user and
organizational needs must be met to facilitate individual
tasks.

7. Recommendations

Security concerns and the tradeoff with worker productivity
require a complete evaluation of the organization’s security
policy and implementation. Part of the design of the security
architecture is the realization that organization level func-
tions need to be supported within the context of threat man-
agement and assessment. To fully design and implement
a security management strategy, the balance between secu-
rity intrusion threats and the role of the individual within
the organization structure must be defined. In other words,
firms need to design a security policy that will protect the
organization’s assets and subsequently allow for user access
without undo constraints to job performance and task
completion.

In an effort to facilitate the dual objectives of a thorough
security design with maximum user access and a minimum
of user disruption it is suggested that users be part of the
security design policy. Selected knowledgeable end users
from across the functional spectrum should be involved
and consulted on the security design process. Additionally,
security restrictions should be routinely tested with various
users to ensure that interference is minimized and worker
productivity is enhanced instead of hindered. Most infor-
mation security workers are aware that they could lose
their jobs (and reputations) in the event of serious security
breaches. Consequently, it is easy to slip into a focus on
denying access. Yet, for security to be effective, workers
must also measure the impact of security decisions on
worker productivity.
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