-----------Bosco--------------------------------------

Types of DoS

The type of DoS 

Denial of Service can be categorised in a variety of ways

CERT/CC catagorises DoS in terms of mode of attack, in other words, how functionally the 

DoS is enabled.

these are

 - Consumption of scarce resources

 - Destruction or alteration of configuration information

 - Physical Destruction of Network or system components

However, in order to provide for mitigation strategy against DoS, it makes sense to 

stratefy via the various layers DoS can affect

Thus, we have stratefied DoS into the folloing categories

Network

Application

Physical 

We'll talk more about the mitigation strategy for these later on.

---------------------------------------

Network DoS

Network DoS
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Application DoS basically describes denial of service that can result from software 

components

Application DoS attacks essentially Exploit flaws in design and implementation in order 

to remove legitimate services

There are a number of categories for these

Firstly, there is the underestimation of Reasonable Use Expectations. Often, the amount 

of traffic is not adequately provisioned for and as the use of the service increases, 

the burden could put the avaliability of the application into question.

Then there are Application Environment Bottleneck problems, where by as applications are 

increasingly being developed in a distributed fashion. The front end may cater for the 

necessary level of expected usage, however, the mid-tier may not support this same level 

of traffic. Thus when these hidden limitations may hinder the effectiveness of the 

backend system and put slow or remove services altogether

Thirdly we come to Implementation flaws, in other words poor programming practices, as 

we have seen in the overflow lab earlier this session, buffer overflows may seriously 

hinder the avaliability of a system as a malicious attacker may change the underlying 

system information. 

Finally, we come to Poor Data Validation, poor data validation discribes injection flaws 

that exist with web services. As we can see from the overflow lab, inputs could lead to 

all kinds of "wonderful things" such as an xterm popup. where an attacker can do 

basically anything. Typically poor data validation are commonly seen in SQL injection 

exams. It is important to understand that the use of prudent data sanition could easily 

remediate this issue.

---------------------------------------------------
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Physical DoS describes the DoS due to damage subject to physical infrastructure. 

Physical Security often overlooked in the prevention and pretection of network 

infrastructure against DoS attacks, while it is easy for a computer attacker to launch 

remote internet based attacks from the other side of the globe, it is also easy for a 

disgruntled employee of an organisation to damage key physical infrastructure to take 

services out if these physical components are not properly secured. 

The impact of physical damage is compounded by the fact that many organisations do not 

have in place contingency plans, or a business continuity process. As costs of dos 

exponantially increase as a result of an outage, it becomes apparent that swift response 

and remediation is of great importance in containing the damage. This form of planning 

must also consider the necessary steps to recovery as well as alternative processing to 

keep the business "online" even when the systems aren't

One key attribute that categorises physical DoS is the heightened cost of remediation 

compared to other forms of damage, especially in a sophistocated network environment 

where equipment needs to replaced. This results in extended outage levels and further 

expenses to business

Another attribute of physical DoS is the dependant nature of the infrastructure. In the 

NZ cable outage example. The damage to two independent cables paralysed the country's 

entire banking and finance industry amoung other. Resulting in large scale losses in 

global markets. 

----------------------------------------------------------
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DoS Mitigation Strategy

The primary objective in the mitigation strategy for DoS is to limit the effect and cost 

of DoS, and not to remove DoS attacks all together. Because doing so, it would be 

economically inefficient.

Here we want to introduce the idea of "Defence in depth" which essentially means 

providing defences on all levels of the infrastructure that can be subject to DoS 

attacks

We begin with the physical layer

In order to guard against physical DoS attacks, controls must be in place for people. 

This means have clearly defined processes and policy which ensures these processes are 

followed. Externally, relationships with vendor parties must be sought to ensure the 

effect of DoS are minimised in establishing good working relationships and clearly 

enforced Service Level Agreements. 

Physical security to monitor and enforce the safety of critical infrastructure. But most 

importantly, knowing the users. Knowing your users means that an organisation must 

understand who uses what, who wants to use what, and who needs to use what. Clear access 

controls must be formulated around these parameters. 

----------------------------------------

Network
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Finally, we have the Application layer, essentially, the key point is good design and 

programming practice. Security and thinking about DoS attacks must begin at the design. 

Developers must understand the implications of poor coding and periodic audit processes 

must be in place.

Again, knowing the user is important, knowing which functionalities are not required, 

knowing what users what and need, whilest keeping in mind what the implications of 

provision additional functionalities may be.

-----------------------------------------------

------------------------------------------------

Iterative approach to Mitigation 
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Time: Monday 07 Feb, 2000

Victim: www.yahoo.com

www.yahoo.com, was rendered completely inaccessible from approximately 10:15am to 1:15pm 

The site lay frozen because of a successful Denial of Service launch that overwhelmed a 

router on the path to the company’s website with a bogus traffic jam. 

“This was so fast and so intense that we couldn’t even redirect our traffic”, the 

spokesperson said. 

Tue 08 Feb, 2000

Victim: www.buy.com

10:50am buy.com experienced a slowdown due to a denial of service attack”, said Buy.com  

- 800M bit/sec hit the site, which equals eight times our capacity. 

About 4 hours later

Victim: www.ebay.com

An external Denial of Service began at 3pm, was continuing late Tuesday. 

The spokeswoman said the attack affected its servers hosted at a data center run by 

AboveNet Communications, a San Jose unit of Metromedia Fiber Network.

About 2 hours later

Victim: www.amazon.com

5pm, Amazon.com was attacked

A large amount of junk traffic was directed to our site resulting in degraded service 

for about one hour.

Meanwhile...

Victim: www.cnn.com

At around the same time, the Web site of CNN also saw performance take a dive

The company saw performance at the CNN site, which is usually above 95%, drop to 18% in 

the 4pm to 4:15pm 

then fall further to 0% between 5pm and 5:15pm

Wednesday 9 Feb, 2000

Victim: ZDnet.com, Datek, E-trade

At around 7:30am in the morning ZDnet.com was suffering from blockage

of bandwidth. And it was offline for several hours. 

After about 2 hours, at 9:35am Datek was attacked in the same sort of DDoS, and the 

access to the website was slowed down for around 30 minutes. 

Later in the morning, E-trade was also attacked and suffered sporadic bandwidth outages

Root Cause 

Smurf Attack

Tribe Flood

A smurf attack basically allows an attacker to spoof as a reputable website and send 

ICMP packets to others, and upon reception, 4 packets are sent back for each single 

packet sent. But these packets are sent to the orginal address which is spoofed.. 

therefore the effort to effect ratio is 1 to 4. Tribe flood works on the same principle

Effect

Yahoo receiving more then 1gb/s data requests

2nd day Attack continued Non-Stop

Cost

the estimated cost was determined to be US$1.2 billion by IDG, it is important to 

recognise that if attack was on US govt or military systems the costs would have been 

far more substantial

----------------------------------------------------------

Case Study 1 Postmortem

Consider the scenario where you are a system administrator of one of these Ecommerce 

companies....

Prevent 

What would you do to protect your organisation?

Detect 

How would you find the source of the attacks?

React

How would you respond?

Technical

Media/users

What are some lessons learnt to feed back into the Protection of your network?
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Case Study 1 Aftermath

August 3, 2000 - Royal Canadian Mounted Police announced 64 charges were to be laid on 

15 year old "Mafiaboy" for the DDoS attacks.

January 18, 2001 - he appeared before the Montreal Youth Court and plead guilty to 56 

counts.

He was later sentenced to 8 Months youth detention, this is due to his youth. 

---------------------------------------------

Reasons for DoS Attacks

   The motivation to commit crime is driven by greed, lust, revenge, adventure and the 

desire to taste the “forbidden fruit” 




   
  [

Grabosky 2000]

Most DoS attacks require less skill and finesse, to execute then other attacks.

Organized Crime

Corporate/Political Sabotage

Prelude to other attacks 
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The Cost of DoS

The cost of dos as you can see from our little case study is quite substantial. However, 

the main difficulty with definding the cost of DoS is the ability for organisations to 

adquately attribute the amount of losses incurred. Often, this amount is overstated.

That being said, While direct costs of DoS include the cost of remediation and the 

losses that is attributable to the outage, often the indirect costs are overlooked. 

Organisations need to understand, the negative publicity and user frustration whilest 

access to no avail may cause substantial brand damage and loss of customers. 

Furthermore, if service levels are required by contract, there may be substantial legal 

consequences

While outage occurs, it is important to understand the exponantial nature of cost 

increases. So it is important to contain the damage, and respond as efficiently and 

effectively as possible. 

the 2005 AusCERT computer crime survey

14% Reported DoS which resulted in financial losses

DoS accounted for 53% of total losses experienced by respondents

1 Organization reported A$8,000,000 worth of damages

Australian Legislation - legislation becomes the most efficient way of socially detering 

any wrongdoing. There are a Variety of State and Commonwealth laws make it an offence 

for an individual to impede access to a computer system.

the NSW crimes Act and the Commonwealth Act both entail various imprisonment and fines 

for impeding access to a computer system. while the Commonwealth Cybercrime Act 2001

imposes heavy penalties on offenders and increases police power

--------------------------------------------------

LAB Demonstration

