T1 Rejecting when True, T2 Accepting when False.

Code – whole word substitution Block/Stream cipher

Random – not truly random – real random gen needs random input, random means 2256bit periods of cycling

Secret - hidden information from others

Security Through Obscurity –

Adv - Reasonably safe while secrecy is kept 

Prob -  No peer review, Can't get obscurity back,

Humans are the weakest link. 
Buffer overflow - occurs when a process tries to store more data in a buffer than it was intended to hold - possible to escalate your privileges on a computer – Prevent: randomized stack start, NX bit, just not writing unchecked strings to the stack in the first place. Firewall & IDS

Cryptoanalysis:

Ciphertext only – statistical/brute force

Known Plaintext – know some cipher/plain pairs

Chosen Plaintext – can choose plain to obtain cipher

Mixed cipher/plain, Rubber hose
Transposition - Process of permuting (shuffling) the order of a string using set method

Substitution – cipher where each letter, byte, pair etc. is converted or substituted for another

Homophone - Plaintext that is encrypted using a variety of representations to break down the coupling of letters in an attempt to foil statistical analyses.

Traffic analysis - process of intercepting and examining messages in order to deduce information from patterns in communication

Feistel rounds - s series of rounds where encryption is repeatedly applied.

Symmetric Keys –used for both encryption and decryption AES (Rijndael), DES, XOR, ROT13
Adv - More efficient and faster than PK, Dis - key distribution problem - You must first communicate the shared key to the receiving party, Number of keys required grows with the square of the number of people communicating; each pair needs a different key. Sharing keys among people is also a bad idea, the security system can be compromised once key cracked.

Distro - Share a common secret key, key should be protected, The main issue is how to securely distribute this key? Strength of the system depends heavily on the security of key distribution. Often systems are broken because of poorly designed key distribution methods.
One Time Pads Best! – Though if the enemy was to obtain the used pads, then the code is instantly broken. 

Steganography  - producing hidden message in such a way that no one but the intended recipients know the existence of the msg
Block Cipher vs Stream Cipher: Block -> Neat, same length.-> called block size, User provided secret key is used for the transformation. Stream -> difficult to break, operate on smaller units of plain text, bits -> cannot be predicted, vary depending on when they are encountered, designs are tricky to code(they are more subject to hidden flaws) 

  - Adv - can encrypt data as it flows(mobile phones).
Elec. Code Book (ECB) lookup table mapping blocks of plaintext to blocks of ciphertext. Vuln to stat analysis

IV is a block of data, usl random, used by some encryption techniques to create encrypted data which is different everytime.

Cipher block chaining (CBC) - init block is either enciphered normally or IV, all remaining blocks are enciphered as follows.
output blockn = encode(input Blockn XOR output blockn-1)

   - destroys the statistical nature of the cipher

IV circumvents - two similar plain text will have (for the same encryption key) the same ciphertext up to the block containing the first difference

Provides forward secrecy. – even when code is cracked, previous messages still retains its security.
Passwords - should be kept encrypted. Vulnerable to plaintext attack – use salt. Salt is a unique random string attached to the start of password before hashing.

Nonce is a string used only once in online transactions to prevent replay attacks. Store hash of password rather than encrypt it - challenge & response auth done before pub/priv keys
Password: No dictionary words, default password or personal details. Try mix letter, digits and symbols.
Access Control - Limit access to resources by enumerating them, Work out sensitivity and who

Hashing : -> verify integrity (MD5, SHA1 ~512 bits)
128bits – safe for 50yrs 30use 20store, def against; eavesdrop, Changing message, Impersonation 

Last two -> message authentication 264 for collision
Take input of size n and produce fixed size pseudo- random output.
Good hash function - One way (pre-image attack i.e. produce same output as hash -> brute force) – 2n, Collision free (birthday attack i.e. produce two messages with same hash) 2n/2, Random mapping -> 
MAC – Msg Auth Code; Uses symmetric key and send hash of key (MAC) along with message. 4 types; Uncond. secure, hash-function based, stream cipher based, block cipher based.
Sniffing; Eavesdropping on data not for you.

Passive – listen only, Active – changing data

Detect passive sniffing – Honeytoken, send data about a honeytoken login&password over the LAN, wait and see if used, send false info to check leaks, check ARP chache regularly, see if multiple MACs for single IP.

Ping – broadcast ping to an invalid MAC address. Sniffing computer may respond

ARP – Send ARP reply for own machine to any IP address not on network. Sniffing comp. will update IP->MAC mapping. Ping every machine on subnet with your IP as source and incorrect MAC address. Only sniffer with correct mapping will reply.

*ARP - map IP network addresses to the hardware addresses used by a data link protocol

Write deamon to analyse network stream and determine ARP attack – depends on how IP is assigned. DHCP server knows real MAC address. Deamon can compare lists. List of static Ip/MACs can be maintained using above method. Can’t assure privacy only when attack is in prog.

DNS – some sniffers perform reverse DNS lookup after packet is received. Send IP packet to unused IP, sniffer does lookup, check DNS server for lookup.

Firewalls - System designed to prevent unauth. access across networks; Protect data
Static filtering apply rules that are manually configured Dynamic filtering allows reaction to an emergency by update or create new rules to deal with the event.

Design – Layers, Avoid SPF, KISS, Test, Deny default

Types; Router – rules based on routing ie. Source-destination address Packet – examine header info of packets Personal – filtering for a single computer. Hybrid combining packet, proxy filtering
Attacks – DDOS, Trojan, virus, worm etc.

NAT – source/dest. Address of IP packet rewritten as they pass router/firewall, Allows multiple hosts on private network to access internet using single public IP address. Application gateway ​-> proxy
DMZ – bet. less restrictive + restrictive
IPFilter –  e.g. iptables -I INPUT/OUTPUT -p tcp/icmp/udp/ip --dport 80 -j DROP (also can specify source/dest using –s/-d) -> iptables linux kernel 

Write a iptable rule that will drop TCP packets with a SYN flag. iptables -A INPUT -p tcp --SYN -j DROP
- The "-j" switch indicates a "jump" target such as "Drop", "Reject," or "Log."

- -A, --append chain rule-specification, Append 1 or more rules to the end of the selected chain.  When the source and/or destination names resolve to more than 1 address, a rule will be added for each possible address combination.

- -D delete rule, -p protocol, -d destination, -s source, -i input interface, -o output interface, -I insert

Public Key Systems - rely on one way
Prob; No. of keys for comms is large, adding new users, distribution.
Merkle’s Puzzles - Key exchange protocol over an open connection. Intended user can obtain key with a little effort while hacker must do a lot more to find key being used.
- Host generates some tiny puzzles with each puzzle having a key and key-number
- Sends all to other party. 
- Other party solves a puzzle and replies with the key-number that was found. Now a shared secret exists
- Cracker must crack on average half the puzzles
Diffie Hellman Key Exchange –

- key management protocol, vul to man-in-middle

- Publicly agree on p (prime) and s (s<p), where s is a generator/primitive element of Z*p. 
- Alice, Bob choose secret numbers a,b respectively 

- A sends B sa mod p, B sends A sb mod p 

- A computes k = (sb mod p)a mod p 

- B computes k' = (sa mod p)b mod p 

- notice k' == k 
eg. Given b mod p, bn mod p, find n

Log35 in Z7, b = 3, bn = 5, p = 7, 3 mod 7 = 3,

31 = 3, 32 = 9 -> 9 mod 7 = 2… 35 = 12 = 5

= Log35 = 5

Mod Maths – 517 mod 33 = (516 x 5) mod 33 

= ((54)4 x 5) mod 33, 53 = 125, 125 mod 33 = 26 mod 33

54 mod 33 = 26x5 mod 33 = 130 mod 33 = 31 mod 33

516 mod 33 = 314 mod 33 = 16 mod 33

16x5 mod 33 = 80 mod 33 = 14 mod 33. => answer = 14
RSA Algorithm – prime modular arith.
- Choose two large prime numbers p, q 

- Compute n = pq, z = (p-1)(q-1) 

- Choose e (with e < n) that has no common factors with z. (e, z are "relatively prime"). 

- Choose d such that ed - 1 is exactly divisible by z. (ie: ed mod z = 1); totient(pme) = pme-1

- Public key is (n, e). Private key is (n, d). 

- Encrypt - c = me mod n

- Decrypt - m = cd mod n

to be secure, modulus needs to have only 2 factors

GCD - when n=33, e = 17

p=3 and q=11, z = (3-1)(11-1) = 20

ed mod 20 = 1, 17d mod 20 = 1

gcd(17/20) = 1, 1 = 17d – 20 x, 1 = 17d – 20(11) (q = 11)

d = 221/17 = 13.

ElGamal – More problematic, cipher twice as long as plain text (discrete logs) adv – better handling of traffic analysis, dis – first 5 bits msg corresp first 5 bits of key
h=gx x is secret, h g not. X from group randomly selected with g generator.

Bob send gx and m.hx

Alice computes m.hx/((gx)y) where y is another random; (m(gy)x)/ gxy = m

El Gamal is non-deterministic bad because malicious program could select output in order to leak info.

Digital Sig: - unforgable, authentic, not reusable, unalterable, can’t repudiate. 1994 NSA std DSS/DSA – 512 & 1024bits, ElGamal+SHA1. call for RSA.
Existential forgery; using illegible m to create new set of DigSig

Threshold signature scheme: break up key& msg; d1 x d2 x d3 x …. dk = d mod n
TCP/IP Attacks :

Scan – host exists, reply with packet and send close signal, if no host exists, drop packet and no reply whatsoever heard.

Port scan – find which ports are available/open

Smurf – ICMP (4 to 1 reply)

Methods that you can find passive sniffers of your network - ICMP echo response, DNS lookup test, or ICMP echo response latency test.

Stealth scan - Errors log are not generated for stealth scans, server applications will not be aware of the conn. Firewalls programs may be set to record these.FIN/SYN

SYN scan – send SYN packet and wait for target to respond with ACK. Then close with RST packet.

FIN scan – send FIN packet 

- Receiving host has that port open – no response

- Receiving host has it closed – host replies with RST indicating port is available.

- Not logged and viewed as errors
FTP Bounce
- Scan – connect to FTP and for scan ports. FTP is behind firewall.
- Attack – Works with passive mode ie. Data is on separate connection. Send data to different host

Smurf Attack – ICMP (4x reply) Send large amount of ICMP, ICMP echo packet specifies source address of victim. Small work, high traffic

SYN Flood – flood host with SYN packets to open connections. Defend by allocating memory for connection after ACK received. Use of cookie via hash IP, port etc & send with ACK. expensive.

SYN Cookie - A script used to prevent SYN floods by replying the SYN with a SYN-ACK packet that has special seq no. Only when the server has verifies client's reply with the seq no. then allocate resource.

Xmas-Tree: (nMap) all flags on, packets make no sense, different op systems sends packets back

UDP – OSs respond differently to these.

NULL Scan – all packet fields off.
Fragmentation - Particular IDS’s and Firewalls behave in different ways to assembly. Can exploit this to get around it.

DNS Cache Poisoning - Update DNS with incorrect date. Redirect to own host.

ARP Cache Poisoning – Update ARP cache by sending spoofed ARP messages to redirect/disrupt network.

IDS; Reactive or preventative
- Logs/monitors security related events

- Requires lots of work and maintenance

- anomaly detection vs misuse detection

- Types - HIDS host based, NIDS network based

- Evasion; String matching weaknesses, Polymorphic shell code, Insertion & Evasion, DoS

alert tcp 192.168.200.8 80 -> 192.168.200.1 any (msg: "Hello world packet!"; content: "Hello world")

alert icmp 192.168.200.8 any -> 192.168.200.1 any (msg: "Suspicious ICMP packet!";)

detect buffer overflow check packet containing susp, number of NOPs, very likely to be BO attack. alert tcp any any -> any any (content: “0x900x900x900…..”; msg; “overflow attack”), ideally alert for any protocol. 

Disadv of a signature based IDS - unable to detect unknown attacks, maintaining & updating the sig db is expansive and time-consuming.

Anomaly detection IDS - based IDS is set up with the knowledge of what behaviors considered normal. Looks at abnormal network behaviour
PKI :

- provides for 3rd-party vetting of, and vouching for
- enable users to be authenticated to each other and allow encrypt and decrypt messages

- Trust anchor - A trust anchor is a base of trust, from which further trust may be drawn.

- CA - corp or gov inst. that generates, publishes, revokes, and archives public key certificates.
X509 commonly used iso std for auth struct

X500 iso std for names

Trust Models – monopoly, oligopoly, anarchy

Liability shift, hype, swiss analogy

SSL/IPsec

SSL - Secure Sockets Layer uses PKI to authenticate the server.
- Works at OSI level 5, Open to DoS attacks

IPSec – Works at OSI level 3 i.e. not reliant on application. Crypto+Integrity+Auth & key mgmt, Suite of algorithms and framework for using: AH does authentication, ESP (Encapsulating Security Payload) does both (ESP contains encryption capabilities, AH does not), Very complicated. Transport mode – tough suitcase. Tunnel mode – encapsulation. 
AH packet
|nxtHeader(8)|payloadleng(8)|reserved(16)|

|Security param index |
|Sequence num |
|Authentication data |
Next Header - Ids the protocol of the transferred data.

Payload Length - Size of AH packet.
RESERVED - Reserved for future use (all zero until then).
Security Parameters Index (SPI) - Ids the sec params in combination with IP address.
Sequence Number - A monotonically increasing number, used to prevent replay attacks.
Authentication Data  - Contains the data necessary to authenticate the packet.
VPN:
- Tunneling - transmission of data intended for use only within a private network through a public network in such a way that the routing nodes in the public network are unaware that the transmission is part of a private network

- Achieved usually by encapsulating the private network packet inside a public network packet

- Requires passenger (IP), encapsulating (IPSec), Carrier (PPP, Ethernet)

Pros - extension of LAN network to remote locations securely, Cost savings
Cons - Bypasses firewall, SOAP problems, Can be costly, Split routing

0K Protocols - verification protocols which do not reveal any info besides the verification to the verifier or any observer
- verifier can not learn anything from the protocol besides the one piece of information being proven 

- prover/verifier can not cheat the verifier/prover
- verif can’t pretend to be the prover to any 3rdparty
Proof of Knowledge (using Hamiltonian cycle)

Case - P knows Hamiltonian cycle of graph A and want to prove it to V 

- P permutes the graph B - isomorphic to A 

- P encrypts B to B' each line in B is encrypted 1 or 0 

- P sends B' to V
- V sends back a 1 or 0 

- Two cases: If 1, then P must prove B' is an encryption of an isomorphic graph to A (P does this by sending V the permutations P used, & the decryp. ver. of B'[which is B], hence no info was revealed) If 0, P must send V a hamitonian cycle for B (decryp only the lines in B' that makes hamiltonian cycle, P does not reveal A&B are topologically the same) 

- P and V repeats until V is convinced 

Note:The main reason for V's satisfaction of the proof is that for a large complicated graph A, it would be far too difficult for P to compute out a hamiltonian path for B if P has not permuted it from A. 

Proof of Identity (using Feige Fiat Shamir)

- A random modulus n (product of two large primes, 512<n<1024 ) generated from a neutral arbitrator 

- Arbitrator then generates a pair of public key (V) and private key(S) for P 
  - For V to be valid, "V-1 mod n" must exist 

  - S must satisfy "S = sqrt(1/V) mod n" 

- P picks a random number r (where r<n) and sends V a number X (where X = r2 mod n) 

- V then sends P a random bit: 

If bit = 0, P sends back r and V varifies that X = r2 mod n (This means that P knows sqrt(X))
If bit = 1, P sends back r*S mod n and V varifies X = V*(r^2) mod n (This means P knows sqrt(X/V)) 

Note:

P must not reuse a value of r as V can collect the answer from response of P for bit = 1 and bit = 2, hence work out the secret. 

Honey Pots/Tokens :

Pot - information system resource which is used for monitoring illicit access in the network

- Should not be accessed by any authorised users 

- access indicates intrusion

Adv - Find out info on attacker and their intention, slow down an attacker, spot weakness in your system, free IDS.

Token - some kind of unreal or faked information left inside the network and stored in the same place as real info - info should not be accessed by any authorised user, access indicates intru
Honeymonkey - a pc or virtual pc, set up to mimic a human user's activities. It is used to analyse attacks that will more likely to impact normal users.

Security Eng - Enumerate assets, Threat model, Risk assess, security policy, design/install, test conti.

Threat Trees - helps you to see the big picture, discover new threats and can be used as a formal document.

Risk – transfer, avoidance, accept
Security Model – formal proof – fault; assumptions

Military – confidentiality Multilayered – Bell Lapadula

Corp – integrity Multilateral – Chinese wall

People – 82%worst frauds are internal, 1% fired yearly
Recon - Social Eng, Dumpster Diving, public records, the web, Domain Name Reg. IP ass, sniffing

Fingerprint - nmap -O [hostname]
Security Policy – ownshp, roles, clarity, steps, plan in adv
Dual-control system - there is only one procedure but it require more then one person or keys (Sep responsibility, decrease possibility system being compromised) 
Serial-control system - the process goes through a series of different persons and steps

ATMs – use DES, pin no. derivable from acct num
Temper resistant hardware stores masterkey

Temper Proof Mechanism - prevent 3rd parties from viewing, altering, or in anyway temper equipment.
Potential prob – banks software encrypt, can’t store key pairs, authen/authri resp are turned off, managers give masterkey to repairman.
Actual prob – theft by staff, processing errors, eyes over shoulder, receipt theft, false machines

Nuclear – unlimited funding for weapons resulted in good crypto research; technologies; temper resistance, shared ctrl, secret sharing, auth codes.
IP Diagram 

|4|IPHeaderLen(32)|TypeofService|16bitTotalLen|
|16bitID-------------------------------- |Flag(3)|FragOffset(13)|

|TTL(8)|TypeofTransProtocol(8)|16bitHeaderChecksum|
|32 bit source IP|

|32 bit destin IP|

|Options|

|Data|

Civil Lib - Rights of private individuals should be protected from the power of gov by a constitution, legis or treaties.

"side channel" - A side effect of an encryption process that additional information can be deduced from.

never sign something with your encryption key because RSA decrypts with the same algorithm, signing something encrypted for you will decrypt it. or a third party can ask you to sign a document that was encrypted with your public key, being sent back the plain text. 
Blinding factor - A reversible process you apply to a message that does not affect the encryption / decryption process.
Length extension - Add more text and recomputed a new hash. –  MD5, SHA vulnerable
Write a snort rule that will alert & log TCP packets with a TTL of 500. alert tcp any any <> any any (ttl:=500; msg: "ttl=500";)
action protocol $HOST_1 <port> direction $HOST_2 <port> (options;)

Display all the command switches for snort; snort -? 

Log each packet on eth2 meeting the rule criteria as specified in the snortrules file snort -i eth2 -c snortrules -l ./log 

Log each packet on eth2 meeting the rule criteria as specified in the snortrules file, but also print out arriving packets to stdout snort -i eth2 -c snortrules -l ./log -v 

Run snort in sniffing mode (similar to tcpdump) listening on eth2 snort -i eth2 –vde

- Issue a "Hello world packet!" alert if a tcp packet from 192.168.200.8 on port 80 is sent to 192.168.200.1 on any port, containing data "Hello world" 

alert tcp 192.168.200.8 80 -> 192.168.200.1 any (msg: "Hello world packet!"; content: "Hello world") 

- Issue a "Suspicious ICMP packet!" alert if an icmp packet from 192.168.200.8 on any port is sent to 192.168.200.1 on any port 

alert icmp 192.168.200.8 any -> 192.168.200.1 any (msg: "Suspicious ICMP packet!";) 

- Issue a "Possible SYN-FIN scan?!" alert if a tcp packet from 192.168.200.8 on any port is sent to 192.168.200.1 on port 163 with SYN and FIN flags set 

alert tcp 192.168.200.8 any -> 192.168.200.1 163 \ 

(flags: SF; msg: "Possible SYN-FIN scan?!";) 

DRDOS - distributed reflected denial of service attack is done by flooding many major routers with SYN packet contains the victim's IP address.
NOP (hex 0x90, \x90) - assembly language instruction, sequence of programming language statements (bytes), or computer protocol command that does nothing at all.
How a nop sled works

- Client builds a nop sled and prepends it to a payload

- Client transmits the entire payload via an exploit

- Target executes all, some, or none of the nop instructions

- Execution falls through to the payload

Cool because

- Not all vulnerabilities have predictable return addresses

- Using a sled can improve exploit quality, reduce attempts
Tcpdump

Print each packet, excluding the link level header in ASCII on eth0 - tcpdump -i eth0 -A port http 

Print each packet, excluding the link level header in ASCII on eth1 to or from 192.168.1.1 - tcpdump -i eth1 -A port http and host 192.168.1.1 

Print headers for all icmp traffic on eth0 - tcpdump -i eth0 icmp
SSID - In wireless networks an SSID or service set identifier is a unique alphanumeric character sequence (32 characters long) used to identify packets as a part of a network.
The tools of the air hacker; Antenna, Breaking Encryption (WEPCrack. AirSnort), wireless monitor, make your computer an access point.
