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The National Australia Bank (NAB) rogue trading activities between 2001 and 2004 clearly demonstrates the importance of prudent corporate governance structure and processes. With total losses amounting to AUS$360million, the NAB experience showed that without adequate management of risk, monitoring of processes, escalation of concerns and a lack of integrity and ethical standards will result in financial loss, as well as image damage. Recent changes to corporate governance principles and legal requirements have improved the framework guidelines in order to prevent future breaches such as these. A renewed focus on honesty and ethics with regards to corporate behaviour coupled with guidelines for mechanisms and processes have been essential in defining best practices. While wholesale structural recommendations and setting legal implications to the roles and responsibilities of management enhances the alignment of individual motivations to that of various stakeholders. Furthermore, testing regimes such as those conducted by Westpac’s CEO are an example of management assuming responsibility and taking initiative to make sure processes and systems operate as desired. Ultimately, the problem lies in people; therefore it is important to clearly define roles and responsibilities, set accountability and train individuals to be vigilant. 
Introduction

The National Australia Bank (NAB) is the largest bank in Australia, with total assets worth AUS$411billion, and net profit of AUS$3,551million. During a four year period beginning 2001, NAB was subjected to fraudulent trading behaviour which resulted in total losses of AUS$360million; $185million being false foreign exchange transactions, and $175million from the revaluation of positions taken. 
The scandal resulted in two independent investigations by PricewaterhouseCoopers (PwC) and Australian Prudential Regulation Authority (APRA) as well as lengthy incarceration for traders involved. Inadequacies in NAB’s corporate governance framework allowed for the magnitude and scope of these breaches. The primary factors were inadequate escalation of anomalies, and insufficient management and oversight. However, underlying this was the lack of integrity of individuals involved and management’s failure to promote ethical behaviour.
Background
In 1998, NAB hires Gary Dillon whose main objective is to develop and manage a Forex option business out of the Melbourne office. Later, he becomes the joint Head of Global Foreign Exchange at the bank. During the four years 2001-2004; Mr Dillon hires two former colleagues; Luke Duffy and Gianni Gray, as well as David Bullen and Vince Ficarra; the four major participants in the fraudulent activity.
In 2001, the traders begin to modify transaction prices and manipulate closing prices.

In 2002, traders discover a one hour window within the Horizon trading system. The one hour window was between registering transactions via the front office system and the general ledger and price verification in the back office. The hour delay was implemented initially due to the lack of automation capabilities of early Information System adaptation, while other banks have eradicated and are verifying in near real time, NAB retained the one hour lag. Traders then began entering fabricated cash and option trades in order to smooth the daily profit and loss, allowing them to amass a large about of commission income without actual sales.
In all, fraud accrued over a four year period, between 2001 and 2004. In 2001, the value of currency options portfolio was overstated by approximately AUS$4million. In 2002, the overstatement was approximately AUS$8million.

2003, new transactions greatly increased NAB’s exposure, traders incurred losses of AUS$35million; these losses were concealed with false transactions. Fraudulent trades enabled them to achieve a on-the-book profit of AUS$37million, overstating the cumulative position by approximately AUS$42million.

Late 2003, the traders took speculative positions which were exceeded risk limits, and contradictory to their actual positions. They longed the US dollar in options, spots and forwards. As the US dollars depreciated by 10 cents, the traders discover that the internal trades are not matched. They then entered one sided internal trades to hide the extensive and mounting losses. 

By December 31st of 2003, overstatement of the value of currency options had reached AUS$92million. 
The probability of fraud was realised following a casual conversation between two currency option desk employees and an analyst supporting the desk. The analyst investigated the situation further, and reported findings to Mr Dillion. False transactions with a reported value of AUS$185million were reported to be in the Horizon system by 12th January 2004. On the next day, NAB made the first media announcement that losses were estimated at AUS$180million. However, by the 27th of January, NAB announced that after readjustment to values in the portfolio, total losses were found to be AUS$360million.
The losses were concealed initially using incorrect dealing rates for genuine transactions, as traders shifted profits and losses from one day to another. False transactions were later entered just prior to the closing time. During the one hour window, traders were able to amend the incorrect deal rates and reverse the false transactions. 
In October 2003, the back office stopped all validation of option transactions, providing the traders with another method to conceal losses; entering one-sided internal currency option trades.

These false profits allowed the traders to reach profit targets in 2003, this receiving bonuses ranging from AUS$120,000 to AUS$265,000 each. Some of the traders also received bonuses for the years 2001 and 2002.
Ramifications
The scandal affected a wide range of stakeholders. Aside from the obvious lack of regard for customer interest; by not disclosing the added risk of the trading portfolio, sweeping management reforms followed the various media scrutiny. Regulatory requirements were improved to give more defined guidelines for prudent structures and clarify roles and responsibilities. Parliament was also interested to understand the root cause of the problem and actively set new legal requirements to prevent future recurrence of similar breaches. In addition, shareholder value was compromised by the ill representation of financial statements. 
Weaknesses in Corporate Governance

A number of systematic weaknesses lead to the scandal. Corporate governance and risk management controls were found to be lacking throughout the corporate structure. A number of key corporate governance principles were not fulfilled. 
Clearly, the foundations for management and oversight were not solid. Starting at the board level, the board did not receive complete, timely and sufficient information alerting of breaches. And thus was unable to implement immediate measures to limit their effects and further breaches. The audit committee received and reviewed a number of reports from internal and external sources which did not explicitly raise issues regarding the currency options function. However, further probing of these reports may have lead to revelations regarding the seriousness of some of the control failures. NAB’s clear focus resided in process and documentation, rather than understanding the nature of actions, and assigning responsibility for these actions. Thus making it difficult to trace and establish responsibility. 
Risk was not properly recognised and managed, especially the seriousness of the systematic vulnerability of the Horizon computer system. Group information technology did not fulfil its duty to fully test the system prior to implementation. The board’s risk committee was slow to be informed of trade limit breaches. Once informed by the back office, the committee was lead to believe that the excessive breaches to limit were well within the NAB’s global limit by the front office. Internal audit recognised issues regarding the currency options function, however did not act in due diligence and sufficiently follow up these processes. Furthermore, internal audit also had close ties with the external auditors (KPMG) which clearly defies the need for independence. 
Management at various levels did not promote and / or enforce ethical and responsible decision making. Management did not enforce and monitor a clear following of procedural requirements, as well as promote professional and NAB’s ethics guidelines. There existed the corporate attitude to ignore external warning from the likes of APRA. Management often had the tendency to negotiate accountability, choosing to “pass on”, rather than assume responsibility. There also existed a lack of integrity across all employees involved in the fraudulent activity, as well as in the intimidation of back office personnel. 
There existed a lack of escalation functionality on all levels of NAB. The front office was not able to report anomalies to group risk management, group information technology, internal audit and ultimately the board. Management of Corporate and Institutional Banking division recognised limitation breaches and failed to take further action. There was overall a reluctance and lack of urgency to investigate the significant breaches. Furthermore, management did not have confidence in existing limitation values due to system and data issues, and failed to escalate the concern to group information technology. Group risk management raised warnings regarding these same limit breaches, however, these were not successfully escalated to the CEO or the board. Bad news were often suppressed, rather than escalated to the board.
Overall, the fraudulent activity was possible due to a number of reasons; inadequate assignment of accountability, followed by inadequate monitoring and escalation processes, risks were not recognised and breach detection processes were insufficient, and the overall corporate culture lacking. 
Recent Changes to Corporate Governance
The ASX corporate governance principles released in March of 2003 provided ten guiding principles. Key principles such as; lay solid foundations for management and oversight, promote ethical decision making, and recognise and manage risk created the exact guidelines NAB needs to eradicate its systemic and procedural insufficiencies. Laying solid foundations for management and oversight requires accountability and responsibility is to be formalised, and escalation process to be clearly defined. Promoting ethical decision making draws focus to prudent business actions which are align the NAB’s ethical standards and consider the interests of shareholders and customers. A key focus is on the integrity of the employees, arguably the primary issue which led to the fraudulent activity. Lastly, guidelines for risk recognition and management suggest the need for clear policy as well thorough charters of action for internal audit, risk committee and assessment functions.
OECD principles of corporate governance released in 2004 meanwhile furthered the focus on prudent structures, processes and the importance of value and culture. A key principle stressed on the responsibility of the board to “act on a fully informed basis”, a quality which was clearly lacking in the NAB experience. Meanwhile, these guidelines focused on the importance of culture and values throughout the corporation; honesty, trust and integrity, responsibility and accountability, and commitment to the organisation. These were lacking on all levels of the NAB management hierarchy. These recommendations were coupled with guidelines for communication mechanisms and formal documentation of various policies, charters.
While the ASX and OECD guidelines provided a vehicle to reassess the current corporate culture and philosophy, recent legislative demands on corporations enforced the notion of “need to change processes or be punished”. 

The newest incarnation of Australia’s Corporations Act; CLERP 9, released in 2004 called for a number of new requirements “aimed at restoring public confidence in corporate Australia after a number of significant instances of misconduct and corporate failure”. The new legislation called for the signoff of financial reports by the CEO and CFO, assigning further accountability to these executives. In the NAB example, this requirement for the executives to attest to the “true and fair” nature of the financial reports may have motivated a more comprehensive search for the root cause of breaches and concerns. The program called for the audit reform; internal audit, external audit and the audit committee are to be independent of each other. An attribute which was clearly lacking in the NAB example. These new reforms also included strict guidelines for the structure of these departments as well as qualifications needed by their members. 
The United States Sarbanes-Oxley Act of 2002 implemented guidelines in a similar vein to those of CLERP 9. The key criterion was for senior management and various audit divisions to take on more accountability for financial information and internal controls. Section 404 requires management signoff on the effectiveness of internal control procedures, this measure may have insured management of NAB to look further into the “bad news” rather than focus on the “good news” alone.
Coupled with criminal and civil punishment, these recent legislative changes may have provided the necessary price to motivate NAB management to act in a prudent fashion. Assigning more accountability, and clearly defining roles and charters may have enhanced escalation processes at NAB and helped to minimise the effect of breaches right from the beginning.
The Need for Testing

Westpac CEO David Morgan said following the NAB scandal, he had secretly tested the systems at Westpac by undertaking some rouge trading and seeing if these actions would be detected and reported in a timely manner. These actions are appropriate in verifying the effectiveness of existing systems and processes.
Often, corporate culture dictates that processes and systems are only restored to proper state prior to official and notified audit processes by either internal and external parties. At common operating capacity, system vulnerabilities are often overlooked, and procedures are not followed to the strictest degree. Thus, it is good practice for corporations to do random checks to test out systemic and procedural response capacity.

While corporate governance guidelines focus on the importance of formal processes, disclosure of actions and documentation, which all seem to be overridden by this action, the NAB example showed excessive unstructured documentation does not avoid fraudulent behaviour, simply making the following up of various recommendations and concerns a troublesome task. However, with testing, the detection and escalation of anomalies would be more efficient.

As the CEO now hold direct accountability to the effectiveness of internal control mechanisms via recent legislative changes. The action of the Westpac CEO shows initiative in ensuring internal reporting and escalation processes are functioning appropriately in the event of future failure. 
It is important for people to be able to recognise fraudulent behaviour which requires vigilance and a trained eye; both aspects would be exercised by the testing process. This is essential to developing a culture to detect, prevent and react to activities which do not reflect the corporate philosophy. 
However, formal documentation of testing strategy and objectives, as well as recording of results throughout the entire testing process is also vital to the success of testing. Even though the testing process is secretive, there still needs to be some form of board approval prior to taking place. Care needs to be taken with regards to the circulation of these documents before and during the procedure. The fewer employees know, the more accurate it will reflect a real life scenario. It is impossible to make dishonest people honest, but it is possible for the honest people who work with them to recognise dishonest action as quickly as possible, and take the correct action.
The testing process should be treated as a validation of corporate governance structures and processes are functionally correct; aligning to the guiding principles and legal requirements, a separate mechanism to the corporate governance strategy. However, the results of the test should be documented and fed back into the improvement and further development of the corporate governance strategy.

Conclusion
Recent corporate governance guidelines and legislative demands have come a long way in attempting to prevent the recurrence of future breaches of similar magnitude and scope. While these systematic and procedural changes may dictate better practices in disclosure, documentation and escalation processes. It is important to hold all employees accountable to their roles and responsibilities. Corporate governance requirements for the CEO and CFO to “sign off” various disclosure documentation have further allocated responsibility to these executives, making it an almost personal mission to find vulnerabilities in systems and processes and fix those. Testing of procedures will also allow corporations to find those systems which fail, as well as individuals not fulfilling their roles and responsibilities; creating a vehicle for the remediation of these. In order to combat rogue trading incidents in the future, it is important for everyone to be vigilant and know what fraudulent activity looks like.
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