Assignment # 3 CSCD 498 Network Security

John Powrie

Requirements:  
1. (5 points) Chapter 4.11, Exercise 3.  
A noted security expert has said that without integrity, no system can prove confidentiality.

a) Do you agree? Justify your answer.

b) Can you prove integrity without confidentiality? Again, justify your answer.

ANSWERS

a) While taking into consideration definition 4-4 and definition 4-5 upon this question I have arrived to this statement.

Let X be a set of entities and let I be some information or a resource. Then if a member of X does not trust I, then X does not have the property of integrity with respect to I. This implies that a member of X can obtain information about I making I not unable to have the property of Confidentiality with respect to X.

More simply put…

(A member or more of X does not trust I) => A member of X can obtain information about I.

=>  Implication

I interperate this as if the information does not have integrity, then a member of x which should not be accessing it is.

I do not think the statement is “strong” enough, I think it goes more like this…

(A member or more of X does not trust I) ( (A member of X can obtain information about I.)

(  bi-conditional 

b) I don’t believe it is possible. As shown in part a I think the statement in question should be altered to a bi-conditional statement which implies for system needs both confidentiality and integrity they cannot be disjointed in proving a system. 

2. (5 points) Chapter 4.11, Exercise 5. 
Classify each of the following as an example of mandatory, discretionary, or originator controlled policy, or a combination there of. Justify your answer.

a) The file access control mechanisms of the UNIX operating    system

b) A system in which no memorandum can be distributed without the author’s consent.
c) A military facility in which only generals can enter a particular room.
d) A university registrar’s office, in which a faculty member can see the grades of a particular student provided that the student has given written permission for the faculty member to see them. 
ANSWERS 

a) Combination of all. UNIX uses own rights, which the user can set right deciphering whether someone else can own the file. This is discretionary and originator controlled. Mandatory controlled policy could relate users to the kernel, they are not allowed to edit it.

b) Originator controlled policy. Only takes account of the author’s consent.

c) Mandatory controlled policy. Only the people that must know the information will acquire it. Every one under this level does not have access.

d) Discretionary control policy. The student my give the admittance to the faculty member viewing the students grades according to the students discretion. 

 


 

 

3. (10 Points) Download Zone Alarm (free) or Zone Alarm Pro (Trial) from www.zonelabs.com.  Install it on your windows computer, connect to the Internet and record which programs are trying to talk to the internet and if you are being scanned from the internet. Try this for a few hours. If you are behind a firewall or a router of some kind (such as LINKSYS) move yourself into the DMZ and DON'T FORGET TO TAKE YOURSELF OUT WHEN YOU ARE DONE! 

ANSWER

I found the txt log file ZoneAlarm records all applications that are asked to be ran, me allowing the application to run and the connections attempted to be made to my computer from remote computers. I had ZoneAlarm record the information to a different log file because I have been using Zone Alarm for a couple weeks and the original log file has grown quite large. Here is what was recorded while in the DMZ after messing with my Linksys router.

Information form the log file (logrun.txt)

PE,2003/04/14,21:32:08 -7:00 GMT,Windows Explorer,63.240.76.4:53,N/A

PE,2003/04/14,21:32:08 -7:00 GMT,LimeShop.exe,63.240.76.4:53,N/A

ACCESS,2003/04/14,21:32:10 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,21:32:10 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8765).,N/A,N/A

PE,2003/04/14,21:33:42 -7:00 GMT,LimeShoprun.exe,127.0.0.1:8755,N/A

ACCESS,2003/04/14,21:33:44 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

PE,2003/04/14,21:34:06 -7:00 GMT,TCP/IP Netstat Command,63.240.76.4:53,N/A

(I ran netstat just to see if it would catch it ()

FWIN,2003/04/14,21:40:46 -7:00 GMT,219.40.10.72:3354,192.168.1.100:445,TCP (flags:S)

PE,2003/04/14,21:40:46 -7:00 GMT,Generic Host Process for Win32 Services,204.127.198.4:53,N/A

ACCESS,2003/04/14,21:41:46 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

PE,2003/04/14,21:44:46 -7:00 GMT,ZoneAlarm,204.127.198.4:53,N/A

PE,2003/04/14,21:46:00 -7:00 GMT,backWeb-8263142.exe,63.240.76.4:53,N/A

ACCESS,2003/04/14,21:49:54 -7:00 GMT,backWeb-8263142.exe was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,21:49:54 -7:00 GMT,backWeb-8263142.exe was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

PE,2003/04/14,21:54:46 -7:00 GMT,Windows Media Player,127.0.0.1:4588,N/A

ACCESS,2003/04/14,21:54:50 -7:00 GMT,Windows Media Player was temporarily blocked from connecting to the Internet (127.0.0.1:Port 4588).,N/A,N/A

ACCESS,2003/04/14,21:54:50 -7:00 GMT,Windows Media Player was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,21:54:50 -7:00 GMT,Windows Media Player was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

ACCESS,2003/04/14,21:56:46 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

PE,2003/04/14,21:56:50 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,21:56:50 -7:00 GMT,LimeShop.exe,63.240.76.4:53,N/A

ACCESS,2003/04/14,21:56:52 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,21:56:52 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8765).,N/A,N/A

PE,2003/04/14,22:02:26 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,22:02:26 -7:00 GMT,LimeShop.exe,63.240.76.4:53,N/A

ACCESS,2003/04/14,22:02:32 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

PE,2003/04/14,22:08:06 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,22:08:10 -7:00 GMT,LimeShop.exe,204.127.198.4:53,N/A

ACCESS,2003/04/14,22:08:10 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:08:10 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8765).,N/A,N/A

ACCESS,2003/04/14,22:09:28 -7:00 GMT,backWeb-8263142.exe was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:13:44 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

PE,2003/04/14,22:13:48 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,22:13:56 -7:00 GMT,Windows Media Player,127.0.0.1:3165,N/A

PE,2003/04/14,22:14:40 -7:00 GMT,LimeShop.exe,63.240.76.4:53,N/A

ACCESS,2003/04/14,22:14:40 -7:00 GMT,Windows Media Player was temporarily blocked from connecting to the Internet (127.0.0.1:Port 3165).,N/A,N/A

ACCESS,2003/04/14,22:14:40 -7:00 GMT,Windows Media Player was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:14:40 -7:00 GMT,Windows Media Player was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:14:42 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:14:42 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8765).,N/A,N/A

ACCESS,2003/04/14,22:19:28 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

PE,2003/04/14,22:19:30 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,22:19:32 -7:00 GMT,LimeShop.exe,63.240.76.4:53,N/A

PE,2003/04/14,22:21:04 -7:00 GMT,Windows Media Player,127.0.0.1:3550,N/A

ACCESS,2003/04/14,22:21:06 -7:00 GMT,Windows Media Player was temporarily blocked from connecting to the Internet (127.0.0.1:Port 3550).,N/A,N/A

ACCESS,2003/04/14,22:21:06 -7:00 GMT,Windows Media Player was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:21:06 -7:00 GMT,Windows Media Player was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:25:14 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

PE,2003/04/14,22:25:16 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,22:25:20 -7:00 GMT,LimeShop.exe,63.240.76.4:53,N/A

ACCESS,2003/04/14,22:25:22 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:25:22 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8765).,N/A,N/A

ACCESS,2003/04/14,22:30:00 -7:00 GMT,backWeb-8263142.exe was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:30:00 -7:00 GMT,backWeb-8263142.exe was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:31:02 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

PE,2003/04/14,22:31:04 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,22:31:10 -7:00 GMT,LimeShop.exe,63.240.76.4:53,N/A

ACCESS,2003/04/14,22:31:12 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (63.240.76.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:31:12 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8765).,N/A,N/A

PE,2003/04/14,22:36:54 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,22:36:56 -7:00 GMT,LimeShop.exe,204.127.198.4:53,N/A

ACCESS,2003/04/14,22:37:00 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

ACCESS,2003/04/14,22:37:28 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

PE,2003/04/14,22:42:44 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,22:42:48 -7:00 GMT,LimeShop.exe,204.127.198.4:53,N/A

ACCESS,2003/04/14,22:42:48 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8765).,N/A,N/A

PE,2003/04/14,22:48:38 -7:00 GMT,LimeShop.exe,0.0.0.0:8755,N/A

PE,2003/04/14,22:48:42 -7:00 GMT,LimeShop.exe,204.127.198.4:53,N/A

ACCESS,2003/04/14,22:48:42 -7:00 GMT,LimeShop.exe was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

ACCESS,2003/04/14,22:48:44 -7:00 GMT,LimeShoprun.exe was temporarily blocked from connecting to the Internet (127.0.0.1:Port 8755).,N/A,N/A

ACCESS,2003/04/14,22:50:44 -7:00 GMT,backWeb-8263142.exe was temporarily blocked from connecting to the Internet (204.127.198.4:DNS).,N/A,N/A

