Network Security 498                                                                John Powrie

Program #2 Infecting Java Client/Server with Malicious Code

Part I.

Client Output:

Run 1.

Please enter a server IP address

192.168.1.102 

Connected to Server: Socket[addr=/192.168.1.102,port=4444,localport=4659]

Please enter your name for Authentication

Jack

Jack Authenticated

This

echo: From Server:  This

is

echo: From Server:  is

a

echo: From Server:  a

test

echo: From Server:  test

of

echo: From Server:  of

program2

echo: From Server:  program2

in

echo: From Server:  in

network

echo: From Server:  network

security

echo: From Server:  security

498

echo: From Server:  498

Exiting program

Run 2.

Please enter a server IP address

192.168.1.102 

Connected to Server: Socket[addr=/192.168.1.102,port=4444,localport=4659]

Please enter your name for Authentication

Jack

Jack Authenticated

This

echo: From Server:  This

is

echo: From Server:  is

a

echo: From Server:  a

second 

echo: From Server:  second

test

echo: From Server:  test

of

echo: From Server:  of

program

echo: From Server:  program

2

echo: From Server:  2

quit

Exiting program

Client log (clientlog.txt) output:

***************************************************************** at: Mon Apr 28 15:52:55 PDT 2003

Client attempted to connect to:  192.168.1.102 at: Mon Apr 28 15:54:46 PDT 2003

Connected to Server: Socket[addr=/192.168.1.102,port=4444,localport=4610] at: Mon Apr 28 15:54:46 PDT 2003

Jack Authenticated at: Mon Apr 28 15:54:51 PDT 2003

Attempting protocol for sending byte code... at: Mon Apr 28 15:54:51 PDT 2003

Sending messages to server to be repeated back at: Mon Apr 28 15:54:51 PDT 2003

Exiting Client at: Mon Apr 28 15:55:30 PDT 2003

***************************************************************** 

at: Mon Apr 28 15:56:34 PDT 2003

Client attempted to connect to:  192.168.1.102 at: Mon Apr 28 15:56:40 PDT 2003

Connected to Server: Socket[addr=/192.168.1.102,port=4444,localport=4659] at: Mon Apr 28 15:56:40 PDT 2003

Jack Authenticated at: Mon Apr 28 15:56:42 PDT 2003

Attempting protocol for sending byte code... at: Mon Apr 28 15:56:42 PDT 2003

Sending messages to server to be repeated back at: Mon Apr 28 15:56:43 PDT 2003

Exiting Client at: Mon Apr 28 15:57:11 PDT 2003

Client Analysis/Description:

The Echo protocol is the same as it was before. However a new protocol has been added for sending byte code files. The log shows a connection with a server IP (right after the line of stars and the time information). Person authenticated and when they were authenticated is also kept on record. Protocol for setting byte code transmission is also noted. The protocol for echoing messages with the server is also noted (which is this assignment). Finally, when the client exits by entering message ‘quit’ into the echo protocol the process is terminated along with the server process. The byte code, which

right now is a file called ‘Hello.CLASS’ simply has a method called run that outputs

“Malicious code placed here”. This class will be sent as the byte code file to the server.

 Echo messages didn’t seem necessary to keep in the log file.

Server Output:

Server Process Started...

Connected to: Socket[addr=/192.168.1.100,port=4610,loc

Jack Authenticated

Hello.CLASS

Malicious code was placed here

Message From Client: This

Message relayed back to client...

Message From Client: is

Message relayed back to client...

Message From Client: a

Message relayed back to client...

Message From Client: test

Message relayed back to client...

Message From Client: of

Message relayed back to client...

Message From Client: program2

Message relayed back to client...

Message From Client: in

Message relayed back to client...

Message From Client: network

Message relayed back to client...

Message From Client: security

Message relayed back to client...

Message From Client: 498

Message relayed back to client...

Exiting program

C:\>java TCPServer

Server Process Started...

Connected to: Socket[addr=/192.168.1.100,port=4659,loc

Jack Authenticated

Hello.CLASS

Malicious code was placed here

Message From Client: This

Message relayed back to client...

Message From Client: is

Message relayed back to client...

Message From Client: a

Message relayed back to client...

Message From Client: second

Message relayed back to client...

Message From Client: test

Message relayed back to client...

Message From Client: of

Message relayed back to client...

Message From Client: program

Message relayed back to client...

Message From Client: 2

Message relayed back to client...

Exiting program

Server log (serverlog.txt) output:

************************************************ at: Mon Apr 28 15:53:47 PDT 2003

Connected to: Socket[addr=/192.168.1.100,port=4610,localport=4444] at: Mon Apr 28 15:54:50 PDT 2003

Server Process Began at: Mon Apr 28 15:54:50 PDT 2003

Jack Authenticated at: Mon Apr 28 15:54:55 PDT 2003

Began protocol for downloading code: port 4545 at: Mon Apr 28 15:54:55 PDT 2003

        >>>>>> Load class : java.lang.Objectat: Mon Apr 28 15:54:55 PDT 2003

        >>>>>> returning system class (in CLASSPATH).at: Mon Apr 28 15:54:55 PDT 2003

Protocol set for relaying messages back to client at: Mon Apr 28 15:54:55 PDT 2003

Exiting program at: Mon Apr 28 15:55:34 PDT 2003

************************************************ at: Mon Apr 28 15:56:17 PDT 2003

Connected to: Socket[addr=/192.168.1.100,port=4659,localport=4444] at: Mon Apr 28 15:56:44 PDT 2003

Server Process Began at: Mon Apr 28 15:56:44 PDT 2003

Jack Authenticated at: Mon Apr 28 15:56:47 PDT 2003

Began protocol for downloading code: port 4545 at: Mon Apr 28 15:56:47 PDT 2003

        >>>>>> Load class : java.lang.Objectat: Mon Apr 28 15:56:47 PDT 2003

        >>>>>> returning system class (in CLASSPATH).at: Mon Apr 28 15:56:47 PDT 2003

Protocol set for relaying messages back to client at: Mon Apr 28 15:56:47 PDT 2003

Exiting program at: Mon Apr 28 15:57:15 PDT 2003

Server Analysis/Description:


The log files capture when either of the two protocols (byte code transfer or echo) are created. On the server end the log file will also capture the class loaded and the returning system class. This shows the “moble agent” of pre-compiled code being loaded.

The “>>>>>>” String Signifies these. The IP is captured upon connection on the Socket.

The Server side shows the authentification of the person using the two protocols. Echo messages didn’t seem necessary to keep in the log file.  The “Mobile Agent” is handled by the Server receiving an Object via ObjectInputStream from the client. The Client sent this as a File object, but the server receives it as an Object object. The Object once received is casted into a File object (The file is byte code (CLASS file)). The File is

turned into an array of bytes then is turned into an object of Class. Then reflection is used to get an instance of the object of the class that is held in an object of class Class(Sorry if this does not make any sense, this concept seems to not work very well in English).

This Class that is sent from the client is dynamic, meaning that the CLASS file could be 

different every time a protocol is set. Which means the client can change it to whatever he or she wants to do. In this case the ‘Hello’ class simply runs a method that outputs “Malicious code placed here”. Which is ran on the server and outputs it to the screen.

Part II Trojan Horse implementation and Social Engineering.


For a Trojan Horse to work the user on the “Server” side in this case must install the server software before the client can do anything. This is where social engineering comes in. You could tag it on a game or  possibly anti-virus software. After it is installed you could have it run when the OS system boots up on the Server. A back door can be opened putting code on the program that connects on an alternate port but does not notify the user on the Server (in this case).


Finding a good name that is tempting to a lot of people will better you’re odds of people downloading your software without knowing what it does. Once the program is executed finding a way to get into the OS’s startup sequence will enable you to have the program execute whenever the OS boots up, leaving the computer (in this case server) listening on a certain port. You can also design an alternate netstat program that will hide the connection to the client (So the server does not snag the IP). 

You can write malicious code in the Trojan Horse to obtain information about the user. Tapping log files and other information can be done within the malicious code in a Trojan Horse. Also accessing the Registry Keys(using regedit) and adding your Trojan Horse and it’s malicious code will enable it to run again without the users consent. Most users do not look at this stuff, which makes what your doing less obvious. Another way to have the Trojan Horse execute upon start up is putting it in the system.ini. 

i.e.)

In system.ini where it says…


[boot]


shell = Explorer.exe

put in…


[boot]


shell = Explorer.exe TrojanHorse.exe


This will enable the execution of the program upon start up in Windows NT/2000/XP.

Work Cited (Note: Outside code used is credited within the code documentation)
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