Network Security 498                                                                John Powrie

Program #1 Java Client/Server

PART I.

Client Side Output:

Please enter a server IP address

192.168.1.100

Connected to Server: Socket[addr=/192.168.1.100,port=4444,localport=4611]

Please enter your name for Authentication

Jack

Jack Authenticated

Hello]

echo: From Server:  Hello]

this is working

echo: From Server:  this is working

cool

echo: From Server:  cool

quit

Exiting program

Server Side Output:

Server Process Started...

Connected to: Socket[addr=/192.168.1.100,port=4611,localport=4444]

Jack Authenticated

Message From Client: Hello]

Message relayed back to client...

Message From Client: this is working

Message relayed back to client...

Message From Client: cool

Message relayed back to client...

Exiting program

Response to Assignment:

Socket programming is cool! It was different having two programs running and talking to each other. A lot of this took common sense (like running the server side before the client). Program termination took some thought in that if I didn’t give the server a message that the client was exiting it would continue running. Also whether or not I want the server process to terminate if the client exits.
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PART II.

Analysis of Windump Information: 

(1) To my knowledge this is the first connection of the two computers (Jack and Dan)

      Though port 4444 setting up a protocol.

(2) To my knowledge udp is User Datagram Protocol, no sure what the number following      

      it is. I’m pretty sure the ‘>’ character means computer “sending to” computer.

(3) ACK deals with the previous packages but I cannot remember what it stands for (So         

     many abbrievations!).

(4…18) A lot of the packets sent have 4444 connected to one computer and a different 


number connected to another. Two 4444’s are never combined on a packet

transmission. There is always a 4444 on one end and a different number(or port, I think) on the other end.

Windump Information:

C:\Documents and Settings\JACK\Desktop>windump

windump: listening on \Device\NPF_{EAC9FC5A-E109-42DD-92EF-A3D077AEC590}

(1) 21:08:20.178020 IP JACK.attbi.com.4613 > DAN.139: P 1806210890:1806210943

(53) ack 3548987207 win 63713 (DF)

21:08:25.918997 IP JACK.attbi.com.138 > 192.168.1.255.138: udp 209

(2)21:08:30.819360 IP JACK.attbi.com.4839 > DAN.4444: S 1905432199:190543219

9(0) win 64240 <mss 1460,nop,nop,sackOK> (DF)

(3)21:08:30.819529 IP DAN.4444 > JACK.attbi.com.4839: S 3632228048:363222804

8(0) ack 1905432200 win 64240 <mss 1460,nop,nop,sackOK> (DF)

(4)21:08:30.819590 IP JACK.attbi.com.4839 > DAN.4444: . ack 1 win 64240 (DF)

(5)21:08:30.973714 IP JACK.attbi.com.4613 > DAN.139: P 106:159(53) ack 107 w

in 63607 (DF)

(6)21:08:30.973934 IP DAN.139 > JACK.attbi.com.4613: P 107:160(53) ack 159 w

in 62853 (DF)

(7)21:08:30.999521 IP JACK.attbi.com.4613 > DAN.139: . ack 160 win 63554 (DF

)

(8)21:08:33.180669 IP JACK.attbi.com.4839 > DAN.4444: P 1:7(6) ack 1 win 642

40 (DF)

(9)21:08:33.181592 IP DAN.4444 > JACK.attbi.com.4839: P 1:21(20) ack 7 win 6

4234 (DF)

(10)21:08:33.202993 IP JACK.attbi.com.4839 > DAN.4444: . ack 21 win 64220 (DF

)

(11)21:08:34.678307 IP JACK.attbi.com.4839 > DAN.4444: P 7:14(7) ack 21 win 6

4220 (DF)

(12)21:08:34.678873 IP DAN.4444 > JACK.attbi.com.4839: P 21:42(21) ack 14 win

 64227 (DF)

(13)21:08:34.698966 IP JACK.attbi.com.4839 > DAN.4444: . ack 42 win 64199 (DF

)

(14)21:08:35.112406 IP JACK.attbi.com.4839 > DAN.4444: P 14:21(7) ack 42 win

64199 (DF)

(15)21:08:35.112933 IP DAN.4444 > JACK.attbi.com.4839: P 42:63(21) ack 21 win

 64220 (DF)

(16)21:08:35.132993 IP JACK.attbi.com.4839 > DAN.4444: . ack 63 win 64178 (DF

)

(17)21:08:35.430828 IP JACK.attbi.com.4839 > DAN.4444: P 21:28(7) ack 63 win

64178 (DF)

(18)21:08:35.432151 IP DAN.4444 > JACK.attbi.com.4839: P 63:84(21) ack 28 win

 64213 (DF)

21:08:35.451941 IP JACK.attbi.com.4839 > DAN.4444: . ack 84 win 64157 (DF

)

21:08:36.397200 IP JACK.attbi.com.4613 > DAN.139: P 159:212(53) ack 160 w

in 63554 (DF)

21:08:36.397438 IP DAN.139 > JACK.attbi.com.4613: P 160:213(53) ack 212 w

in 62800 (DF)

21:08:36.420428 IP JACK.attbi.com.4613 > DAN.139: . ack 213 win 63501 (DF

)

21:08:40.736412 IP JACK.attbi.com.4839 > DAN.4444: P 28:46(18) ack 84 win

 64157 (DF)

21:08:40.737017 IP DAN.4444 > JACK.attbi.com.4839: P 84:116(32) ack 46 wi

n 64195 (DF)

21:08:40.767077 IP JACK.attbi.com.4839 > DAN.4444: . ack 116 win 64125 (D

F)

21:08:41.228199 IP JACK.attbi.com.4839 > DAN.4444: P 46:53(7) ack 116 win

 64125 (DF)

21:08:41.228747 IP DAN.4444 > JACK.attbi.com.4839: P 116:137(21) ack 53 w

in 64188 (DF)

21:08:41.258478 IP JACK.attbi.com.4839 > DAN.4444: . ack 137 win 64104 (D

F)

21:08:41.797508 IP JACK.attbi.com.4613 > DAN.139: P 212:265(53) ack 213 w

in 63501 (DF)

21:08:41.797728 IP DAN.139 > JACK.attbi.com.4613: P 213:266(53) ack 265 w

in 64240 (DF)

21:08:41.823845 IP JACK.attbi.com.4613 > DAN.139: . ack 266 win 63448 (DF

)

21:08:41.920856 IP JACK.attbi.com.4839 > DAN.4444: F 53:53(0) ack 137 win

 64104 (DF)

21:08:41.920997 IP DAN.4444 > JACK.attbi.com.4839: . ack 54 win 64188 (DF

)

