Laboratory 4

CSCD 498 Information Warfare

Hacking the System

By John Powrie

Introduction

This lab consists of two sections, A and B. Section A, which consists of hacking into a target computer and obtaining different priority levels, will be done in the lab. Section B consists of a hacking game which is done online and outside of the lab. Part A can be considered an extension of lab 3. Lab 3 consisted of “footprinting” a system. This lab focuses on hacking into a specified computer within the local network that has been “footprinted”. The information obtained from nmap in lab 3 tells us which operating system the target computer is using and which ports it has open. Combining the information from nmap the hacker can see which exploits are available to use on the target computer. 

Section B consists of bypassing authentication. NGSEC has made an online game to challenge your hacking skills. There are 10 levels. The levels seem to get harder each succession. The game seems to be focused on PHP vulnerabilities. Some levels contain links and hints. Use these only as needed.
Description

Section A contains 3 milestones. The first milestone is to gain guest access, which can easily be done by guessing obvious passwords. The second milestone is obtaining user privileges, which can be done by using a MITM attack. The third milestone is obtaining root privileges. Root privileges can be obtained by using the rpcstatd exploit. According to nmap the rpc port is open. Information regarding the Linux 6.2 operating system is given in the lab specifications. Once root privileges are obtained by the exploitation of the rpc statd vulnerability, the hacker can also obtain user privialges by cracking the /etc/shadow file. Finding the user password in etc/shadow can be done using “John the Ripper”.  Once each milestone is met and privileges are obtained, the hacker will append his or her name to the list in /home/httpd. This will claim completion for each section A milestone.

Section B is an online hacking game. This is to be done at home. Section B consists of authentication spoofing. This can be done by guessing passwords or by bypassing the authentication mechanism. The game consists of 10 levels. After level 0, the methodology seems to become bypassing authentication. So far I am on level 7.

Completion of level 7 calls for implementation of Stack Smashing. I am still not sure

what to put as a username and password to bypass the authentication. I think it has to do with creating a buffer overflow in the strstr function.  

Tools/Mechanisms

Section A

Nmap (from lab 3)

Nmap has features like Operating System Detection and port scanning. This gives “fingerprinting” information that will lead the hacker to which vulnerabilities 


to exploit.


statdx


statdx is a exploit for the Linux 6.2 Redhat rpc statd buffer overflow vulnerability.

It is downloadable as source code (statdx.c). The source code has directions in it on how to use it and some buffer overflow 101. It even has directions for compilation with gcc (definitaly for the script kiddies). The address for the stack can be set as default or a specific address can be set. Since I am still a newbie in the world of stack smashing, I am going to use a default address. Below I have included the part of the source file, which contains directions and information within comment blocks.


Statdx Comments/Info in Source Code (statdx.c)

/**

*** statdx

*** Redhat Linux 6.0/6.1/6.2 rpc.statd remote root exploit (IA32)

*** by ron1n <shellcode@hotmail.com>

***

*** August 3, 2000

*** Sydney, Australia

***

*** Oh you prob'ly won't remember me

*** It's prob'ly ancient history

*** I'm one of the chosen few

*** Who went ahead and fell for you

***

*** $ gcc -o statdx statdx.c ; ./statdx -h

***

*** Thanks to smiler for the format string vulnerability clarification. 

***

*** background info

*** ---------------

*** rpc.statd is an ONC RPC server that implements the Network Status

*** Monitor RPC protocol to provide reboot notification. It is used by

*** the NFS file locking service (rpc.lockd) when it performs lock

*** recovery.

***

*** Due to a format string vulnerability in a call to syslog() within

*** its logging module, rpc.statd can be exploited remotely by script

*** kids bent on breaking into your Redhat Linux box and defacing your

*** website with crackpot political musings.

***

*** This is not a traditional buffer overflow vulnerability. The data

*** are kept within the bounds of the buffer by means of a call to

*** vsnprintf(). The saved return address can be overwritten indirectly

*** without a contiguous payload. syslog() is given, for the most part,

*** a user-supplied format string with no process-supplied arguments.

*** Our format string will, if carefully constructed, cause the process

*** to cull non-arbitrary addresses from the top of the stack for

*** sequential writes using controlled values. Exploitation requires

*** an executable stack on the target host -- almost invariably the

*** case. This problem was corrected in the nfs-utils-0.1.9.1 rpm.

***

*** exploit info

*** ------------

*** You have one shot at this in most situations, so get it right!

***

*** If you know the port number rpc.statd is serving requests on, you

*** can supply the port number on the commandline to bypass the initial

*** portmapper query. This is very useful for hosts which are filtering

*** inbound connections to the portmapper. The default attack protocol

*** is UDP. There is a commandline option to use TCP. Apparently, the

*** dispatcher uses both protocols by default.

***

*** If you're only interested in exploiting a host, then you can safely

*** skip the following information. You'll only need a buffer address

*** to get started. This buffer address will either be one of my canned

*** ones or your own one. It must be precise, and this is where you're

*** likely to experience difficulties with your attacks.

***

*** [va_list][str][4][r][4][r+1][4][r+2][4][r+3]----->

*** |       |

*** %esp    buffer[1024]

***

*** [%8x..][%!x][%n][%!x][%n][%!x][%n][%!x][%n][sc]--->

***        |   r   |   r+1  |   r+2  |  r+3   |

***

*** buffer  ->  This is the address you'll need (-a and -l options)

*** str     ->  Process-supplied string; 24 bytes long

*** 4       ->  Duplicate dwords to satisfy the %!d specifiers and

***             the double %n when two successive values are equal

*** r       ->  Stack position of saved eip

*** %8x..   ->  Wipes the va_list dword and str; 9 by default (-w option)

*** %!x     ->  Used for padding to form an aggregate overwrite value;

***             the exclamation mark denotes a field width. This may

***             or may not be present, depending on the value. An

***             algorithm is used to allow tricky values.

*** %n      ->  Writes overwrite value to the corresponding address

*** sc      ->  Nops + portbinding shellcode (port 39168)

***

*** Only modify the default wipe value and the default offset value if you

*** know what you're doing.

***

*** An easy way to get the buffer address for simulation systems that you

*** have privileged access to:

***

*** [term 1]# ltrace -p `pidof rpc.statd` -o foo

*** [term 2]$ ./statdx -a 0x41414141 localhost

*** [term 1]# grep vsnprintf foo | head -1 | sed 's/.*(//' | \

***          awk -F"," '{print $1}'

***

*** (Of course, ensure that rpc.statd is started at boot time and not from

*** an interactive shell, otherwise it will inherit a larger environment

*** and blow the accuracy of your findings.)

***

*** Ok, longwinded enough. Let's dance.

***

*** greets

*** ------

*** ADM, attrition, rogues, security.is, teso

***

**/

John the Ripper

John the Ripper is a password-cracking program. Its main purpose is to find weak Unix passwords. I plan on using this to find the user password after opening a root shell using statdx on the targeted machine. 

Section B

Any tools are provided within the game. Brute force password cracking is not permitted.

Hacking Logs


Section A



Gaining guest privileges

Guessing obvious passwords can achieve a guest login. The login name is “guest”; the password for this login is “guest”. Pretty obvious, huh.

Gaining user privileges

This was going to be obtained by cracking the password after obtaining root privileges with “John The Ripper”. However, the lab was experiencing technical difficulties on Monday.

Gaining root privileges

This was going to be obtained using statdx. statdx  is an exploit for the Linux Red Hat 6.2 rpc statd vulnerability. It can be used with a default address for the stack. Once this is ran a root shell should be opened. Once a root shell is created, I can use “John The Ripper” to crack passwords out of etc/shadow for user and root.


Section B



Passing Level 1, “The Simple One”



Done by doing some educated guessing. The password is



“ngsec” which is the abbreviation of the company name that is 



not capitalized.



Passing Level 2 “The Simple One + Host Checks”



This level consisted of submitting the password and name from the



previous level. This authentication also includes a referrer host.

 This level is just like the first one except you have 



connect though an accepted host, like www.ngsec.com.



Passing Level 3 “The Common PHP Mistake”

By looking at the pseudocode for the php, we can see the logic can be manipulated. Global variables can be set in the URL in PHP. Thus by setting the global variable ‘state’ to ‘Ngauthenticated’, we can bypass the authentication.



Passing Level 4 “The Tricky PHP Auth”

I thought this level was pretty sweet. Talk about giving the run-a-around. I   just set the global file reference to the help file regarding the text file format example. The text file example contained a user name, ‘user’, and a password, ‘password’. Once the appropriate global PHP variables were set in the URL, the authentication was bypassed.



Passing Level 5 “The SQL Auth”

This level consisted of sending a malformed string into the user name to alter the logic of the underlying PHP. Using ‘OR ‘1’=’1 changes the lookup or verification of the user name and password to be always true bypassing authentication.



Passing Level 6 “The Byte Auth”

Completed by implementing a buffer overflow. I simply held on to the ‘0’ key until there were more then 128 characters in the user name prompt. I entered nothing for the password. The buffer overflow in the user name gave me authentication regardless of the entered password.

Conclusion

Part A could not be completed due to technical difficulties. Due to complexity of the labs the subject matter of this class, I think only one lab having difficulties is quite impressive for the first run. I had a blast working with part B. The second level was hard for me to figure out. This is good, however, because I ended up learning more about host referrer authentication and using telnet. I am pretty sure my ideas on how to hack the target machine for part A are on the right track. I am also sure there are other methods also.

Resources

ron1n , “statdx, Redhat Linux 6.0/6.1/6.2 rpc.statd remote root exploit (IA32)”

www.securityfocus.com/bid/1480/exploit
“John the Ripper Password Cracker”

www.openwall.com/john
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